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Abstract

Today’s peer-to-peer (P2P) networks are grossly abused by
Illegal distributions of music, games, video streams, and popular
software. These abuses have resulted in heavy financial loss in
media and avoidance industry. Collusive piracy is the main source
of intellectual property violations within the boundary of P2P
networks. This problem is resulted from paid clients (colluders)
illegally sharing repressive avoidance files with unpaid clients
(pirates). Such an on-line piracy has hindered the use of open P2P
networks for commercial avoidance delivery. We propose a upbeat
avoidanceing scheme to stop colluders and pirates from working
together in alleged repression infringements in P2P file sharing.
The basic idea is to detect pirates with identity based signatures
and time-stamped tokens. Then we stop collusive piracy without
hurting legitimate P2P clients.

We developed a new peer authorization protocol (PAP) to
distinguish pirates from legitimate clients. Detected pirates will
receive avoidances chunks in repeated attempts. A reputation-
based mechanism is developed to detect colluders. The system
does not slow down legal download from paid clients. The pirates
are severely penalized with no chance to download successfully in
finite time. Based on simulation results, we find 99.9% success rate
in preventing piracy on file-level hashing networks like Gnutella,
KaZaA, Area, LimeWire, etc. Our protection scheme achieved 85-
98% avoidance rate on part-level hashing networks like eMuel,
Shareaz, eDonkey, Morpheus, etc. Our new scheme enables P2P
technology for building a new generation of avoidance delivery
networks (CDNs). These P2P-based CDNs provide faster delivery
speed, higher avoidance availability, and cost-effectiveness than
using conventional CDNs built with huge network of surrogate
servers.
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I. Introduction

We proposed Our goal is to stop collusive piracy within the
boundary of a P2P avoidance delivery network. Our goal is to stop
collusive piracy within the boundary of a P2P avoidance delivery
network. Our protection scheme works nicely in a P2P network
environment. The scheme cannot stop randomized piracy in open
Internet using Email attachment or any other means to spread
repressive avoidances, illegally. Randomized piracy is beyond
the scope of this study. Traditional avoidance delivery networks
(CDN) use a large number of surrogate avoidance servers over
many globally scattered WANs. The avoidance distributors need
to replicate or cache avoidances on many servers. The bandwidth
demand and resources needed to maintain these CDNs are very
expensive.

A P2P avoidance network significantly reduces the distribution
cost [27], since many avoidance servers are eliminated and
open networks are used. P2P networks improve the avoidance
availability, as any peer can serve as a avoidance provider. P2P
networks are desired to be scalable, because more peers or
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providers lead to faster avoidance delivery.

Peer-to-peer (P2P) file-sharing networks are most cost effective
in delivering large files to massive number of unfortunately; on-
line piracy has hindered the legal and commercial use of P2P
technology. The main sources of illegal file sharing are peers who
ignore repression laws and collude with pirates. To solve this peer
collusion problem, we propose a upbeat repression-compliant
system for protecting legalized P2P avoidance delivery.

We use identity-based signatures (IBS) to secure file indices. IBS
offers the same level of security as PKI-based signatures with much
less overhead. We apply discriminatory avoidance avoidanceing
against pirates. We focus on protection of decentralized P2P
avoidance networks. Protecting centralized P2P networks like
Napster or mp3.com is much simpler than the scheme .Our
scheme cannot stop primary piracy in open Internet using Email
attachment or any other means to spread repressive avoidances,
illegally. In particular, our scheme appeals to protect perishable or
large-scale avoidances that diminish in value as time elapses. Our
system stops abuses within the P2P network, exclusively. Honest
or legitimate clients are those that comply with the repression
law not to share avoidances freely. Pirates are peers attempting
to download some avoidance file without paying or authorization.
The colluders are those paid clients who share the avoidances with
pirates. Pirates and colluders coexist with the law-abiding clients.
Avoidance avoidanceing is realized by deliberate falsification of
the file requested by pirate. The media industry backed by RIAA
(Record Industry Association of America) and MPAA (Motion
Picture Association of America) has applied unscreened brutal-
force avoidance avoidanceing to deter piracy in open P2P file-
sharing networks.

We developed a reputation-based method to detect peer collusion
in piracy process A repression sheltered P2P network should
benefit both media industry and Internet user communities .Our
work leads to the development of a new generation of CDNs based
on P2P technology. Table 1 lists important symbols and notations
used to benefit our readers. These terms are used to secure file
indices; generate access tokens; quantify avoidanceing effects,
collusion avoidance, and to define the performance metrics.

We focus on finding solution of collusive piracy within the scope
of a P2P network. Inter-network piracy between unsheltered
P2P networks is a much more complex security problem. That
compound problem is not within this study. Our main purpose
is to stop colluders from releasing avoidance files freely and to
abort pirate effort from accumulating clean chunks. There are
many other forms of on-line or off-line piracy that are beyond
the scope of this study

Il. Linked Works

We review avoidance work on repressive P2P avoidance delivery.
Then we identify our exclusive approach to solving the problem
in P2P networks.

A P2P network does not require many expensive servers to
deliver avoidances. Instead, avoidances are scattered and shared
among the peers. P2P networks improve from conventional
CDNs in avoidance availability and system Scalability. Many
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performance and security issues in P2P networks have been
studied. Electronic publishing was hindered by the rapid growth
of repression violations [14, 26]. The major source of illegal P2P
avoidance distribution lies in peer collusion to share repressive
avoidance with other peers or pirates. Proposed a repressive music
distribution over a P2P network. However, the system is ineffective
when colluders are undetected. Digital watermarking is injected to
avoidance file so that when a pirated copy is discovered, authorities
can find the origin of piracy via a exclusive watermark in each
copy. In a P2P network, all peers are sharing exactly the same
file (if not avoidances), which effectively defeats the purpose of
watermarking. Thus, watermarking is not a suitable technology
for P2P file-sharing.

A. Our exclusive Roles

We offer the very first upbeat avoidanceing approach to curtailing
repression violation in P2P networks. We make the following
specific roles towards P2P avoidance delivery.

1. Scattered Finding of Colluders and Pirates

We develop a protocol that identifies a peer with its endpoint
address. File index format is changed to incorporate this identity-
based signature. A peer authentication protocol is developed to
establish the legitimacy of a peer when it downloads and uploads
the file. Using IBS, our system enables each peer to identify
unauthorized peers or pirates without the need for communication
with a central authority.

2. Upbeat Avoidanceing of Detected Pirates

Our protocol requires to send avoidances chunks to any detected
pirate requesting a sheltered file. If all clients simply deny
download request without avoidanceing, the pirates can still
accumulate clean chunks from colluders that are willing to share.
With avoidanceing, the pirates are forced to discard even clean
chunks received. This will prolong their download time to a level
beyond practical limit. Experiments show that it is unlikely that
a pirate can download a clean copy of the file.

3. Repression of Peer Collusion to Inspire Piracy

Our system is exclusive from any existing P2Prepression protection
scheme in that we recognize that peer collusion is inevitable: a paid
customer may intentionally collude with pirates; a pirate may also
hack into client hosts and turn them into unwilling colluders. Our
system is designed so that even with large number of colluders,
a pirate will still suffer from intolerably long download time. We
also present a random collusion finding mechanism to further
enhance our system.

4. Trusted P2P Platform for Repressive Avoidance
Delivery

Hardware investment for P2P avoidance delivery is much lower
than that required in any existing CDNs. Our system only uses
a few distribution agents to serve large number of clients. The
system is highly scalable, robust to peer and link failures, and
easily deployed in Gnutella, etc.

lil. Rights-Sheltered P2P Networks

This section specifies the system architecture, client joining
process, pirate avoidanceing mechanism, and colluder finding
that we built in the newly proposed repression-protection scheme
for P2P avoidance distribution in open network environment.
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A. Trusted P2P Network Architecture

P2P network is depicted in fig. 1, conceptually. The network is built
over a large number of peers. There are four types of peers coexist
in the P2P network: clients (honest or legitimate peers), colluders
(paid peers sharing avoidances with others without authorization),
distribution agents (trusted peers operated by avoidance owners
for file distribution), and pirates.

5

Mative IP
Multicast

Fig. 1: A sheltered P2P avoidance delivery network, consisting of
paid clients, colluders, pirates, and distribution agents. The design
goal is to prevent pirates from downloading repressive files from
colluders. Upbeat avoidanceing is applied to pirates only without
hurting paid clients. Only a handful of agents are used to handle
the bootstrap and distribution of requested digital avoidances.

To join the system, clients submit the requests to a transaction
server which handles purchasing and billing matters. A Private
Key Generator (PKG) is installed to generate private keys with
Identity-Based Signatures (IBS) for securing communication
among the peers. The PKG has a similar role of a Certificate
Authority (CA) in PKI services. The difference lies in that CA
generates public keys scattered in IEEE 509 certificates, while
PKG takes much lower overhead to generate private keys, which
are used by local hosts.

The transaction server and PKG are only used initially when peers
are joining the P2P network. With IBS, the communication between
peers does not require explicit public key, because the identity of
each party is used as the public key. In our system, file distribution
and repression protection are completely scattered. Based on past
experience, the number of peers sharing or requesting the same file
at any point of time is around hundreds. Depending on the variation
ofthe swamp size, only a handful of distribution agents is needed.
Forexample, it is sufficient to use 10 PC-based distribution agents
to handle a swamp size of 2,000 peers. These agents authorize
peers to download and prevent unpaid peers from getting the
same avoidances.

Apeer is considered fully connected if it is reachable via a listening
port on its host. We use the endpoint address of the listening port
as a peer identity. For simplicity, we assume that each peer have
a statistically configured listening port. Currently, most P2P users
connect to the Internet via a home network. In such environments,
statistically configuring the NAT device to forward incoming
packets to a few P2P nodes is a norm. The constraint occurs
when a large number of peers are behind a single NAT device.
Figure 2 depicts an example: a peer has IP address 192.168.0.2
leased from its local router. It is listening to port 5678 forward
by the router. When communicating with the bootstrap agent, the
peer announces its listening port number. The bootstrap agent
calls an Observe () subroutine, which verifies that the same peer
is indeed reachable via the claimed port, although its public IP
address is actually 68.59.33.62. Hence the peer is identified by
68.59.33.62:5678.
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Fig. 2: The Bootstrap Agent Observes End-Point Address p=
68.59.33.62:5678 in a Trust-Enhanced P2P Network
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The endpoint address is used as peer’s public key Visible from
outside. There is no need to encrypt the file body. This reduces
the system overhead at peer level. All distribution agents, except
the bootstrap agent, are hidden from clients. This design prevents
a malicious node to blacklist or attack the distribution agents.
Enabling peers behind NAT without static listening port require
a “hole-punching” mechanism, and use its bootstrap agent to
forward incoming requests. This level of implementation detail
is implied.

B. Protection in Peer Joining Process

We will formally specify PAP. Here, we first introduce the
handshaking mechanisms used to protect the peer joining process.
For a peer to join the network, it first logins to a transaction server
to purchase the file. After transaction, the client receives a digital
receipt containing the avoidance title, client ID etc. This receipt
is encrypted, only avoidance owner and distribution agent can

decrypt.

Peer Hode

S

Peer Node

Peer Node

Pasr Node

Fig. 3: The Sheltered Peer Joining Process for Repressive P2P
Avoidance Delivery. Seven Messages are used to Secure the
Communications Among 4 Parties Involved

The client receives the address of the bootstrap agent as its point
of contact. The joining client authenticates with the bootstrap
agent using the digital receipt. The session key assigned by
the transaction server secures their communication. Since the
bootstrap agent is setup by the avoidance owner, it decrypts the
receipt and verifies its authentication. The bootstrap agent requests
a private key from PKG and constructs an authorization token,
accordingly.

Let k be the private key of avoidance owner and id be the identity
of the avoidance owner. We use Ek(msg) to denote the encryption
of message with key k. The Sk(msg) denotes a digital signature
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of plaintext msg with key k.

Msg:
Msgl.

Content prchase reguest
Bootstrapdgentdddress,

Epdigital receipt, BootstrapAdgent_session_key)
Adding digital signature Ey (digital_receipt)
Anthentication vequest with

yyeae I Tl f1lafTY E. fdiodiold Pl
wserdD, filelD, By (digital receipy)
Private key request with
privateKevReguest (observed peer address)
Msgi: PKG replies with privateKev

Msgt: Assign the authentication tolen fo the client

Msg2:
Msg3:

Msgd:

The client is identified by userID and the file by fileID. Each
legitimate peer has a valid token. The token is only valid for a
short time so that a peer needs to refresh the token periodically.
To ensure that peers not to share the avoidance with pirates, the
trusted P2P network modifies the file-index format to include a
token and IBS peer signature. Peers use this secured file index in
inquiries and download requests. Seven messages in the sheltered
peer joining process are specified below.

C. Upbeat Avoidance Avoidanceing

We summarize in Table 3, the key protocols and mechanisms used
to construct the trusted P2P system. In this approach, modified
file index format enables pirate finding. PAP authorizes legitimate
download privileges to clients. Avoidance distributor applies
avoidance avoidanceing to disrupt illegal file distribution to unpaid
clients. The system can be enhanced by randomized collusion
finding among the peers. In our system, a avoidance file must be
downloaded fully to be useful. Such arestraint is easily achievable
by compressing and encrypting the file with a trivial password
that are known to every peer. This encryption does not offer any
protection of the avoidance, except to package the entire file for

distribution.
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Fig. 4: Illustrates the Upbeat Avoidance Avoidanceing Mechanisms
Built in our Enhanced P2P System

Ifa pirate sends download request to a distribution agent or a client,
then by protocol definition it will receive avoidanceed file chunks.
If the download request was sent to a colluder, then it will receive
clean file chunks. If a pirate shares the file chunks with another
pirate, then it could potentially spread the avoidance.
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D: Clean Chunks

D: Polsoned Chunks
Fig. 5: Upbeat Avoidanceing Mechanism of the Trusted P2P
Network, where Clean Chunks (White) and Avoidances Chunks
(Shaded) are Mixed in a Stream Downloaded by a Pirate, but
Legitimate Clients Receive only Clean Chunks

Therefore, it is critical to send avoidances chunks to pirates, not
simply denying their requests. Otherwise, even if all clients deny
pirate’s requests, the pirate still can assemble a clean copy from
those colluders who have responded with clean chunks. With
avoidanceing, we exploit the limited avoidance finding capability
of P2P networks and force a pirate to discard the clean chunks
downloaded with the avoidances chunks. The rationale behind such
avoidanceing is that if a pirate keeps downloading corrupted file,
the pirates will eventually give up the attempt out of frustration.

D. Randomized Colluder Finding

We show in later sections that reducing number of colluders will
improve system performance. Therefore, we introduce a reputation-
based[8] colluder finding mechanism to secure our system from
piracy. As reported in our earlier work [34], gossip protocol and
power nodes play a crucial role in speeding up the reputation
aggregation process in a P2P network. Randomized gossiping
can reach consensus among all peers in a scattered manner. This
approach exploits massive concurrency among millions of active
nodes in a very large P2P network. We design a simplified Gossip
Trust system to identify colluders in this paper. The idea is to
associate each {peer, file} pair with a collusion rate. The “0” rate
means that the peer was never reported as a colluder. Otherwise,
the peer is getting a collusion report of “1”’, meaning it has shared
clean avoidance with illegal download requesters. This collusion
rate is accumulative like the way e-Bay collects peer’s reputation
scores. Fig. 5, illustrates the collusion finding process.
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Fig. 5: Distribution Agent Randomly Recruits Some Clients to
Probe Suspected Peers. Collusion is Reported when a Peer Replies
Clean Avoidance to an Illegal Download Request
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Distribution agents randomly recruit clients, called decoys, to send
illegal download requests to suspected peers. If an illegal request
is returned with a clean file chunk, the decoy reports the collusion
event. Since the decoy is randomly chosen, there exists a risk that
the report is not trustworthy either by error or by cheating. Thus we
need a reputation system to screen the peers. To support the choice
of honest decoys, we designed a lightweight reputation system.
Consider a P2P network with n paid clients. We use a peer collusion
vector C = {ci}, where 0 <ci < ¢ is the collusion rate of peer i. The
maximum collusion rate ¢ is a collusion threshold, meaning that
any peer exceeding ¢ is identified as a colluder; when a current
token expires, the colluder is labeled as a pirate with denied access
to the file. We define a trust vector T = {ti}, where ti=1-ci/ ¢ for
all 1 <i<n. When a decoy i probes a peer j for collusion, it sends
j an illegal request and send report rij to the agent. The condition
rij = 1 when j replies with a clean avoidance. The collusion rate
for peer j is computed by the following expression:

c;=minfe; +t « @) forall 1 <4, j<n. (1)

Peer i is identified as a colluder, when its collusion rate exceeds
the threshold, i.e. ¢j > ¢. With this reputation system, a distribution
agent weighs each decoy’ report against its own trust score to
determine the trustworthiness of the reported collusion event. Such
a design ensures that a pirate will never be selected as a probing
decoy. Consider a case when the collusion threshold is set with
¢=2.5. Consider an honest peer i with an initial collusion rate ci
= 0 and thus a complete trust ti =linitially. A suspected client j
has collusion rate ci = 1.6. We recruit i to probe j, and i reports
with rij =1. We can identify peer j as a colluder since ¢j = Min
[1.6+1x1, 2.5] = 2.5. This way, only high-reputation clients are
hired as probing decoys..

IV. Peer Authorization Protocol

P2P avoidance distribution network, only the avoidance owner can
verify the userID/password pair; peers cannot check each other’s
identity. Revealing a user’s identity to other peers violates his or
her privacy. To solve this problem, we developed a PAP protocol.
First, we apply IBS to secure file indexing. Then we outline the
procedure to generate tokens. Finally, we specify the PAP protocol
that authorizes file access to download by peers.

A. Secure File Indexing

When a peer requests to download a file, it first queries the indices
that match a given fileID. Then the requester downloads from
selected peers pointe4d by the indices. To detect pirates from
paid clients, we propose to modify file index to include three
interlocking components: an authorization token, a timestamp,
and a peer signature. Each legitimate client has a valid token
assigned by its bootstrap agent. The timestamp indicates the time
when token expires. Thus the peer needs to refresh the token
periodically. This short-lived token is designed for protecting
repression against colluders. The peer signature is signed with
the private key generated by PKG. This signature proves the
authenticity of a peer. Download requests make explicit references
to file indices. The combined effects of the three extra fields ensure
that all references to the file indices are secured. Peers identify
the pirates by checking the validity of the token and the signature
in a file index.

B. File-level Token Generation

First, both the transaction server and the PKG are fully trusted.
Their public keys are known to all peers. The PAP protocol consists
two integral parts: token generation and authorization verification.
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When a peer joins the P2P network, it first sends authorization
request to the bootstrap agent. All messages between a peer and
its bootstrap agent are encrypted using the session key assigned
by the transaction server at purchase time. The authorization token
is generated by

Algorithm 1: Token Generation
Input: Digital Receipt
Output: Encrypted authorization token T
Procedures :
01: if Receiptis invalid .
02: deny the request;
03 else
04 A= DecrypliReceipf);

i A is file identifier decrypted from receipt //
05: p = Observe(requestor),

/ pis endpoint address as peer identity//
0 k = PrivateKeyRequest (p);

I Request a private key for user at p /f
07 Token T = OwnerSign(f, p, t:)

/i Sign the token T to access file F //
08! Reply= {kp t, T}

i Reply with key, endpoint address,

timestamp, and the token /f

o8- SendtoRequestor | Encryoti Reply) )

i Encr;pt reply ‘:vith tr;er sessrlvoaxl-;ey i
10:  end if
The cost at each distribution agent to refresh the tokens is rather
limited. In our experiments, there are 10 distribution agents to serve
1,000 clients/colluders. Each token refresh requires transmitting
at most 2 KB of data and each peer is required to refresh its token
in every 10 minutes. Per each agent, there are 1000/10=100 peers
refreshing tokens in 10 minutes, Hence, we need to transmit only
100 x 2KB = 200 KB to refresh the tokens in every 10 minutes.
Considering a standard broadband link capacity of 1.5 Mbps
bandwidth, such a low refreshing overhead is negligible.

C. The Peer Authorization Protocol

A client must verify the download privilege of a requesting peer
before clean file chunks are shared with the requestor. If the
requestor fails to present proper credentials, then the client must
send avoidances chunks. This procedure is illustrated in Fig. 5.
In PAP, a download request consists of the following elements:
token T, file index ¢, timestamp ts and the peer signature S. If
any of the fields are missing then the download procedure fails
trivially.

UMD=Passport cHIRAE

FlayStation Store o

LIRAD

Fig. 6: The PAP Enables Instant Finding of a Pirate Up on
Submitting an Illegal Download Request

Algorithm 2 verifies both token T and signature S. File index @(A,
p) contains the peer endpoint address p and the fileID A. Token
T also contains the file index information and ts indicating the
expiration time of the token. The Parse(input) extracts timestamp
ts, token T, signature S, and index ¢ from an download request.
The function Match (T, ts, K) checks the token T against public

www.ijcst.com

1JCST Vou. 3, Issue 3, Juty - Sepr 2012

key K. Similarly, Match(S, p) grants access if S matches with p.

Algorithm 2: Peer Authorization Protocol

Input: T = token, t, = timestamp, § = peer signature,
and ¢(A, p) = file index for file A at endpaint p
Outnut: Paar authorzation status

True: authorization granted
False: authorization denied
Procedures :

Parse {input) = { 7, &, 5, ¢ {4,
If Check all credentials from a
02: p = Observefreguestor),
/f detect peer endpoin

A
wis

03: if { Mafch (5, p) fails },
liFake endpoint address p detected
return false;

04: endif

05: if { Match(T, t,, K) fails },
return false;

/i Invalid or expired taken detected

06: endif

07: return true;

When a client downloads a file, it needs to authorize the peer
to share the file. Otherwise, downloading from a pirate may
be avoidances, as shown in Fig.4. When responding queries
from honest peers, a client adopts a slightly reduced version of
Algorithm 2: Because the inquiry is sent directly to endpoint p,
the Observe () procedure is no longer required.

D. Adversary and Security Analysis

In contrast to a security-via-obscurity scheme, the PAP protocol is
designed to be completely open. We provide an adversary analysis
for security assurance of the proposed repression-sheltered P2P
networks. These assurances ensure that our PAP protocol is
secured from common attacks as explained below.

*  Peer endpoint address is forgery proof

*  Authorization tokens cannot be shared by peers

»  Pirates cannot avoidance legitimate clients

»  Stolen private keys are useless to pirates

V. Protection Performance Analysis

In this section, we analyze the performance of the P2P repression
protection scheme. First, we give the condition to secure the file
index. Then we calculate the avoidanceing rate § of receiving
avoidances chunk in response to a pirate’s download request.
Finally, we estimate the average file download times T by
legitimate clients and by detected pirates for comparison. The
protection success rate f measures the percentage of pirates
that fail to download the requested file within a given tolerance
threshold.

A. Secure File Indices

In current P2P networks, a file index ¢(A, p) associates a file
identifier A with a peer endpoint address p. In PAP, we replace
this index format with a four-tuple:

This security-enhanced index format cannot be forged. Both T and
S are collision-free signatures. A pirate cannot create its own token
or signature via brutal-force attack. Therefore, a pirate cannot
create index by itself. With Algorithm 2, attempt to modify any
single element of _ will fail in token or signature verification or
both. Therefore, the enhanced index _ is secured. Based on above
discussion and Section 4.4, there exist a one-to-one mapping of
_and client digital receipt. This forgery proof mapping is the
foundation of our PAP protocol because it ensures scattered pirate
finding at every client. Securing the digital receipt belongs to the
realm of general network security, which is beyond the scope
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of this paper. The reason of using IBS instead of PKI service is
due to concern of overhead. In a P2P network with n peers, each
peer may need to contact all n _ 1 peers. If we use PKI service
for signature verification, the total CA communication overhead
is O0n2b. With an IBS system, this overhead is reduced to on
because a peer needs to contact the PKG only once.

B. Chunk Avoidanceing Rate

Our system has an integral function to randomly detect colluders.
However, such effect could never be perfect. It is always
possible that some colluders will evade the finding. Therefore,
these undetected colluders become the real source of repression
violations. Let collusion rate ““ be the percentage of paid clients
acting as undetected colluders. The pirate receives clean avoidance
from undetected colluders. Under a randomized policy, the piracy
rate r is the percent of pirates among all peers in the avoidance
delivery network. We define chunk avoidanceing rate _ as the
probability of a pirate to receive a avoidances chunk. The followmg
two theorems are obtained:

_ T
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For eMule and Guufella, the chunk poisoning rate & is
expressed by
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Proof: In Bit Torrent, only an honest client or a distribution agent
cans avoidance a pirate. There is no propagation of avoidanceed
chunks among the pirates. The term (1 _r) represents the percentage
of no pirates among all peers. Among these peers, (1 _”) is the
percent of noncolluding clients. Therefore, _ is just the product
of the two terms. A pirate cannot identify avoidanceed file chunks
in eMule and Gnutella. The pirate stores undetected avoidanceed
chunks in its local cache and unknowingly shares them with other
pirates. We can express avoidanceing rate by
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Fig. 7: Variation of the Avoidanceing Rate in Bit Torrent-Like
Networks with Respect to Variation in Piracy Rate r and Collusion
Rate Probability {Avoidances by a Client or an Agent}

C. Prolonged Download Time by Pirates

To normalize the results, we consider a chunk the smallest unit
of a file, whose hash value is used to verify its authenticity and
integrity. A chunk is called a piece in Bit Torrent. Chunk is called
by eMule or Gnutella families. We model the piracy penalty on all
three P2P avoidance networks: Gnutella, eMule, and Bit Torrent.
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In the eMule network, every 53 chunks form a part. Peers compute
the hash values of all parts and exchange the part-level hash sets
inside the P2P network. Thus, the part hash sets are also susceptible
to avoidance avoidanceing. We estimate below the download
time of a pirate. This estimation will be verified by simulation
experiments. Consider a peer attempting to download a avoidance
file of size f. Let b be the average download speed for a peer. A
legitimate client does not receive any avoidances chunks

— .'I ' —_— ;
Ty = f/b(1 —m). (6)
Theorem 2. The pirnle is expected to experience the following
download times in three extsting networks with our proactive
.'.JJJ_l,rr'.lg."J.* I|JJ'rJ.h'4'.Fr'rI|J sysfem:

Tiibem), Cinutella family,
E[T,] = J_}'Eﬂ eH), eblule family, (7
| f/bir+e=mre)l. BitTorrent family.
Proof. In Gnutella, a poisoned file must be discarded and
dowinloaded again. Thus, [/d=i{1-— &, By (4], we
have 7= 1-(1 = §"= 1-[1-{1 ==)" =12 In an
ebiuie network, a pirate verifies fiie chunks at the pari

lewyiel

|13 }hr.'- nart hach <ot is ("]r-‘l‘!ﬂ

Hh-\ Hl'll S Hlﬂ o rato
e o

|-I-u_. Hiar
b

i 4t WO {JAsDE, W
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| Il =1={1=8]"=1=¢" b}-
- S o 1y e— RN R [ w—
1 L LFIL L LI, l.] i t.'l[[lL\" J.L'].I. IIl.'r
fnr the entire file e mnl-\ he poisoning rate of individual
L'I'I'L'II'IKI m = ﬂ = I_l i .lll J. —£] r.1['[l‘_'r .L.-ULT'.L:[H'LL'[UIH 1'.? L?'} I_.!I_I.

Substituting the above results on piracy penalty

we obtain (7). QL.E.I7,
We define a tolerance threshold _as the maximum time any pirate
can tolerate to download a file. The protection success rate _
measures the probability that a pirate fails to download the file
successfully within the time frame. Let be probability density
function of the download time by a pirate. Then _ is defined as
follows:

ko (A1,

[
L= ] = (T,,)dT,,.
p>0l= | o(T)e ®

Their accuracy is verified by simulation experiments in Section
6, except in some cases, where the pirate download time becomes
so large that cannot be simulated in finite time. For simplicity, we
assume that pirates adopting a random peer selection policy.

3= Probld

VL. Conclusions
We protect repression in P2P avoidance delivery with avoidance
avoidanceing and secure file indexing. Our Repressive P2P system
can be aided by reputation systems at both peer and file levels
Different protection techniques such as DRM, our avoidance-
avoidanceing approach, and object reputation systems can be
integrated to achieve total protection. Cost-effectiveness will be
the key factor to deploy various repression-protection schemes
in real-life P2P avoidance-delivery networks. The proposed
PAP protocol detects colluders and pirates, and applies chunk
avoidanceing selectively. These extra activities add only limited
extra workload or traffic to the network. These overheads are
scattered among all distribution agents and clients, making their
effects almost negligible on individual clients.
1. We protect repression in P2P avoidance delivery with
avoidance avoidanceing and secure file indexing.
2. Our Repressive P2P system can be aided by reputation
systems at both peer and file levels
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3. Different protection techniques such as DRM, our avoidance-
avoidanceing approach, and object reputation systems can be
integrated to achieve total protection.

4. Cost-effectiveness will be the key factor to deploy various
repression-protection schemes in real-life P2P avoidance-
delivery networks .
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