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Abstract
Traditional pattern mining algorithms may not discover a number 
of most beneficial, high priced patterns, due to their lower support.  
These algorithms reflect only statistical correlation, but it does not 
reflect semantic significance of the pattern. Although a number of 
relevant algorithms have been proposed in recent years, they incur 
the problem of producing a large number of candidate item-sets for 
High Utility item-sets. Such a large number of candidate item-sets 
degrade the mining performance in terms of execution time and 
space requirement. Also the previous algorithms do not consider 
the impact of item sets with high tolls. The Proposed strategies 
in this work can not only decrease the overestimated utilities of 
potential high utility item sets but greatly reduce the number of 
candidates. Different types of both real and synthetic data sets 
are used in a series of experiments to the performance of the 
proposed algorithm with state-of-the-art utility mining algorithms. 
Experimental results show that these algorithms outperform other 
algorithms substantially in term of execution time, especially 
when databases contain lots of long transactions or low minimum 
utility thresholds are set.
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I. Introduction
Association rule mining, one of the most important and well 
researched techniques of data mining. It aims to extract interesting 
correlations, frequent patterns, associations or casual structures 
among sets of items in the transaction databases or other data 
repositories.
There are two important basic measures for association rules, 
support(s) and confidence(c). Since the database is large and users 
concern about only those frequently purchased items, usually 
thresholds of support and confidence are predefined by users to 
drop those rules that are not so interesting or useful. The two 
thresholds are called minimal support and minimal confidence 
respectively, additional constraints of interesting rules also can be 
specified by the users. The two basic parameters of Association 
Rule Mining (ARM) are: support and confidence.
Support(s) of an association rule is defined as the percentage/
fraction of records that contain X ∪ Y to the total number of 
records in the database. The count for each item is increased by 
one every time the item is encountered in different transaction T 
in database D during the scanning process. It means the support 
count does not take the quantity of the item into account. For 
example in a transaction a customer buys three bottles of beers 
but we only increase the support count number of {beer} by one, 
in another word if a transaction contains a item then the support 
count of this item is increased by one. 
Support(s) is calc formula:  Support (XY ) = Support count of 
XY/ Total number of transaction in D
From the definition we can see, support of an item is a statistical 
significance of an association rule. Suppose the support of an 
item is 0.1%, it means only 0.1 percent of the transaction contain 
purchasing of this item. The retailer will not pay much attention 

to such kind of items that are not bought so frequently, obviously 
a high support is desired for more interesting association rules. 
Before the mining process, users can specify the minimum support 
as a threshold, which means they are only interested in certain 
association rules that are generated from those item sets whose 
supports exceed that threshold. However, sometimes even the item 
sets are not so frequent as defined by the threshold, the association 
rules generated from them are still important. For example in the 
supermarket some items are very expensive, consequently they are 
not purchased so often as the threshold required, but association 
rules between those expensive items are as important as other 
frequently bought items to the retailer. 
Confidence of an association rule is defined as the percentage/
fraction of the number of transactions that contain X∪Y to the 
total number of records that contain X, where if the percentage 
exceeds the threshold of confidence an interesting association rule 
X⇒Y can be generated.
 Conf idence (X|Y  ) = Support(XY )/ Support(X)
Confidence is a measure of strength of the association rules, 
suppose the confidence of the association rule X⇒Y is 80%, it 
means that 80% of the transactions that contain X also contain 
Y together, similarly to ensure the interestingness of the rules 
specified minimum confidence is also pre-defined by users.

II. Challenges
Obtaining non interesting rules• 
Huge number of discovered rules• 
Low algorithm performance• 
End users of association rule mining tools encounter several • 
problems such as the algorithms do not always return the 
results in reasonable time.

Support and confidence factors can be used for obtaining 
interesting rules which have values for these factors greater 
than a threshold value. In most of the methods the confidence is 
determined once the relevant support for the rules is computed. 
However, when the number of attributes is large computational 
time increases exponentially. For a database of m records and n 
attributes, assuming binary encoding of attributes in a record, the 
enumeration of subset of attributes requires m*2n computational 
steps. For small value of n traditional algorithms are simple and 
efficient  but for large values of n the computational analysis is 
infeasible.

Association rule mining has been very successful in various fields 
like commercial, social and human activities. But this technique 
poses a threat to privacy. One can easily disclose other’s information 
by using this technique. So before releasing the database the 
sensitive information must be hidden from unauthorized access. 
It has been found that one of the current technical challenge in this 
field is the development of techniques that incorporate security 
and privacy issues. The association rule hiding problem aims at 
sanitizing the database in such a way that through association rule 
mining one will not be able to disclose the sensitive data and only 
the non-sensitive data will be mined.
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II. Proposed Work
Association rule mining is an important data-mining task that finds 
interesting association among a large set of data items. Since it 
may disclose patterns and various kinds of sensitive knowledge 
that are difficult to find otherwise, it may pose a threat to the 
privacy of discovered confidential information. Such information 
is to be protected against unauthorized access. Much process had 
been proposed in the literature to find the information containing 
sensitive items.
DataMining processes  classification  Clustering and ARM

A. Transactions in Data Mining
Association rule mining (ARM) identifies frequent item sets from 
databases and generates association rules by considering each 
item in equal value. However, items are actually different in many 
aspects in a number of real applications, such as retail marketing, 
network log, etc. The difference between items makes a strong 
impact on the decision making in these applications. Therefore, 
traditional ARM cannot meet the demands arising from these 
applications. By considering the different values of individual 
items as utilities, utility mining focuses on identifying the item 
sets with high utilities. As “downward closure property” doesn’t 
apply to utility mining, the generation of candidate item sets is 
the most costly in terms of time and memory space. 
A Two-Phase algorithm to efficiently prune down the number 
of candidates and can precisely obtain the complete set of high 
utility item sets. In the first phase, we propose a model that applies 
the “transaction-weighted downward closure property” on the 
search space to expedite the identification of candidates. In the 
second phase, one extra database scan is performed to identify 
the high utility item sets. We also parallelize our algorithm on 
shared memory multi-process architecture using Common Count 
Partitioned Database (CCPD) strategy. We verify our algorithm by 
applying it to both synthetic and real databases. It performs very 
efficiently in terms of speed and memory cost, and shows good 
scalability on multiple processors, even on large databases.

B. Apriori Algorithm
Together with the introduction of the frequent set mining problem, 
also the first algorithm to solve it was proposed, later denoted as 
AIS. It is a seminal algorithm, which uses an iterative approach 
known as a level-wise search, where k-item sets are used to explore 
(k+1)-item sets. It uses the Apriority property to reduce the search 
space: All nonempty subsets of a frequent item set must also be 
frequent.

P(I)<min_sup => I is not frequent 1. 
P(I+A)<min_sup => I+A is not frequent either2. 
Antimonotone property – if a set cannot pass a test, all of its 3. 
supersets will fail the same test as well

C. Proposed Algorithm
This algorithm gives a modified dataset after distorting the 
database. Input to this algorithm is a Database, value of min 
support, min confidence, and a set of sensitive items. This 
algorithm computes the large item sets of all the sizes from the 
given dataset. Then it selects all the rules, which contain sensitive 
item from the association rules generated. The rules containing 
sensitive items are represented in the representative rules format 
and then the sensitive item is deleted from a transaction, which 
fully supports the selected RR and added to a transaction, which 
partially supports RR. The detailed pseudo-code for the algorithm 
is given below:

Hiding Sensitive Transactions Utilizing Support and 
Confidence
Input: 

A source database D• 
A min_support.• 
A min_confidence.• 
A set of High toll items H.• 

Output
A transformed database D’ where rules containing H on RHS/
LHS will be hidden

Find all large itemsets from D;1. 
For each sensitive item h2. ∈H  {
If h is not a large itemset then H=H- {h};3. 
If H is empty then EXIT;4. 
Select all the rules containing h and store in U//h can either 5. 
be on LHS or RHS 
Repeat {6. 
Select all the rules from U with same LHS7. 
Join RHS of selected rules and store in R; //make representative 8. 
rules        
}Until (U is empty);9. 
Sort R in descending order by the number of supported 10. 
items;
Select a rule r from R 11. 
Compute confidence of rule r.12. 
If conf>min_conf then   {//change the position of sensitive 13. 
item h.
 Find T1={t in D|t completely supports r ;14. 
If t contains x and h then15. 
 Delete h from t16. 
Find T1={t in D|t does not support LHS(r) and partially 17. 
supports x;
 Add h to t18. 
Repeat19. 
{20. 
 Choose the first rule from U;21. 
 Compute confidence of r ; 22. 
 } Until(U is empty);23. 
 }//end of if conf>min_conf24. 
 Else 25. 
 Go to step 11;26. 
 Update D with new transaction t;27. 
 Remove h from H;28. 
 Go to step 2;29. 
 }//end of for each h30. ∈H

A brief description of important steps of the algorithm is given 
below:
Step 5 of the Proposed algorithm selects all the rules containing 
sensitive item(s) either in the left or in the right. 
Steps 6- 9 convert  these rules  in representative rules (RR) 
format.
Step 11  selects  a rule from the set of RR’s, which has sensitive 
item on the left of the RR is selected.
Step 13 - 18 deletes the sensitive item(s) from the transaction 
that completely supports the RR i.e. it contained all the items in 
of RR selected and add the same sensitive item to a transaction 
which partially supports RR i.e. where items in RR are absent or 
only one of them is present.
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IV. Results and Analysis
Performance of the proposed algorithms is evaluated in this 
section. The experiments were performed 10 gb or higher Pentium 
iv or higher with 1 gb or higher memory. The operating system 
is Microsoft Windows 7. The algorithms are implemented in 
MATLAB language. Both real and synthetic data sets are used 
in the experiments

Graph 1: Execution Time Comparison with Standard Deviation 
for Number of Rules X-axis and Time Y-Axis.

In these graph, execution time for various rules mines is evaluation. 
As the rule increases so does the execution time.

Graph 2: Observed Relation Between Candidates Generated and 
Min Sup.

In these graph, candidates generated decrease then minimum sup 
increase.

Graph 3: Relationship of Support and Confidence for Num 
Candidates Generated 

In these graph, a candidate generated have more effect by alternating 
confidence rather than the minimum Support value.

V. Conclusion 
Although a number of relevant algorithms have been proposed 
in recent years, most of them have the problem of producing 
a large number of candidate item-sets. Such a large number of 
candidate item-sets degrade the mining performance in terms 
of execution time and space requirement. The larger the set of 
frequent item sets the more the number of rules presented to the 
user making most of them redundant and irrelevant. The Proposed 
strategies will not only decrease the overestimated utilities of 
potential high utility item sets but greatly reduce the number of 
generated candidates. Different types of both real and synthetic 
dataset including transactional data sets can be used in proposed 
algorithm making it more general approach.

VI. Future Scope
This research work proposed an algorithm for high utility item set 
mining, however the algorithm did not reflect the fuzzy degree of 
quantity and profit level for mined high utility item-sets, which 
are essential for decision making in various applications like stock 
control and sales analysis. In future, we will try to apply fuzzy sets 
theory to the utility mining problem and propose novel methods, 
for mining fuzzy high utility item-sets. We can also work on the 
temporal high utility item sets, which are the item sets whose 
support is larger than a pre-specified threshold in current time 
window of the data stream. Discovery of temporal high utility 
item sets is an important process for mining interesting patterns 
like association rules from data streams.
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