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Abstract
Implementation of SCADA system is growing inIndia but it 
has many loop holes, one of them is security which needs to be 
rectified for a more reliable and flexible system. Security issues 
regarding the scada functionality can be subcategorized in physical 
and logical levels. Physical level problems consist of the cyber 
security and intrusion issues while logical level problems consist 
of network security as well as interoperability issues. This paper 
mainly focuses on the architecture which is designed toresolve 
logical problems as well as gives some suggestions to eliminate 
the problems at physical level in power as well as oil & gas 
industry.
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I. Introduction
Every successful companynot only in India but at global level 
needs a system which can acquiredata, monitor and control their 
best equipment in an efficient manner. SCADA well known 
as Supervisory Control and Data Acquisition provides these 
opportunities which reduce time as well as human efforts which 
lead to better results. After all these benefits, the drawback 
whichgrabs attention is security of scada systems. Security of 
Scada system is one of the big issues in India. It demands focus 
on not only at physical level but vast modifications are required 
at logical level.
Companies in India have a 3-tier architecture through which they 
are implementing scada. The 1st-tier includes the data acquisition 
through RTU(Remote Telemetry Unit), DCS (Distributed Control 
System) and PLC (Programmable Logic Controller) which are 
installed at the remote location. 2nd-tier consists of the hierarchy 
of servers which creates a backup of all the information acquired 
by the RTU, DCS and PLC. Finally at the 3rd-tier we have the 
software which helps in monitoring purpose and facilitates control 
through a communication channel, hence displaying the useful 
information.
The physical level problem consists of the disruption of the 
communication channel through malicious activities and easy 
intrusion to the network server which can damage the system to 
a certain extent. Existing network architecture is centralized and 
this form can be easily cracked by a dedicated attacker, as IT is 
taking a new shape everyday.
The implementation of scada by various companies is different. In 
oil & gas industry the equipment used and manner of implementing 
those equipment differs in comparison to power industry but 
both of themcomplain about security issues. Talking about the 
architecture of oil and gas industry at 1st-tier they have installed 
DCS, PLC and RTU at plant level for data acquisition from a 
remote location. DCS (Distributed Control System) is connected to 
number of PLCs (Programmable Logic Controller) through wires 
which are used to control the equipment installed at the remote 
location (In case of oil & gas industry the remote location refers 
to rig). RTU (Remote Telemetry Unit) is the final destination 

at plant level which sends the data continuously at real time to 
2nd-tier. The communication protocol used for linking the 1st-tier 
and 2nd-tier is IEC-103 or MODBUS and the converter which is 
used is Serial to Ethernet converter. The data send to the 2nd-tier 
is stored at the network server where the data is analyzed and the 
processed data is sent to the 3rd-tier. The communication protocol 
used between 2nd-tier and 3rd-tier is IEC-104 and a network 
switch is installed at2nd-tier and data send through FO (Fiber 
Optic) channel to 3rd-tier. The 3rd-tier consists of the scada master/
control room where monitoring is done through HMI (Human 
Machine Interface).The same architecture runs in power industry 
except for the 1st-tier where in place of rigs we acquire data from 
the breakers, isolators, transformers. DCS and PLC are not used 
in power industry in India. In power industry scada is just used 
for switching action and sometimes used to control motors for 
rack in and out of breakers.
Logical problem resides at the 2nd-tier of both oil & gas and 
power industry where the network server exists. As scada has a 
centralized server the security of data is very less so to resolve 
this Physical problem resides at both 2nd-tier and 3rd-tier. As 
2nd –tier consists of data storage so intrusion problem exists and 
3rd-tier consists of scada software so cyber security issues arise. 
To solve these problems we introduce software which has been 
developed but still not in effect in India.

II. Related Work
Vinay M. Igure, Sean A. Laughter, Ronald D. Williams have 
proposed about the model which basically deals with the cyber 
security i.e. issues related to scada  network, internet and corporate 
network by implementing firewalls and gateways between the 
networks. It manly discusses about the scada protocols, security 
threats and vulnerabilities, security research challenges and the 
prolonged efforts made to bring standardization [2].

A. Protocols
According to the American Gas Association’s AGA-12 
standard,there are about 150–200 SCADA protocols. Most 
of theseprotocols were proprietary standards developed by 
individualcompanies. The industry has moved intoaccepting 
common open standard protocols. Even with openprotocols, 
there are a large number of different professionalorganizations 
competing to gain greater acceptance for theirprotocol standard 
within the industry [2].

B. Security Threats and Vulnerabilities
The increased interconnectivity of networks has raised concerns 
about the security of SCADA networks. There is a need to 
understand that with current networking technology there can 
be multiple access points to any network, including SCADA 
networks, and physical isolation does not guarantee network 
security.  There is always a possibility of having a connection 
from the local network to the outside world either through a phone 
line or through an intranet connecting the local network to the 
wider company network or to a business partner’s network. A 
determined attacker could exploit any of these links and gain 
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access to machines inside the factory network. Factors which 
also lack of security of SCADA networks are the use of COTS 
hardware and software to develop devices for operating in the 
SCADA network. COTS-based design can save cost and reduce 
design time, but it also raises concerns about the overall security 
of the end product (The Center for SCADA Security) [2].

C. Scada Security Research Challenges
The section focuses on three basic confrontations, which must be 
addressed to bolster the SCADA networks. The first challenge is to 
improve the access controls to restrict the unauthenticated access. 
The second challenge is to improve security inside the SCADA 
network and to develop efficient security-monitoring tools. The 
security mechanisms developed to address this challenge will 
ensure that even if an attacker manages to enter the SCADA 
network,
It will be difficult to carry out any sort of attack. The monitoring 
tools will help to detect intrusions and other suspicious activities 
on the network. Emphasis is also to be laid on cryptography and 
key management along with the device and operating system 
security management [2].

D. Scada Standardization
There are many professional organizations involved in the 
effort to standardize and improve SCADA network security.
The Instrumentation Systems and Automation (ISA) society is 
determined to take the physical systems at a level which is accepted 
globally and therefore it has released two technical reports titled 
‘‘Security Technologies for Manufacturing and Control Systems’’ 
and ‘‘Integrating Electronic Security into the Manufacturing and 
Control Systems Environment’’.
The National Institute for Standards and Technology (NIST) is 
dedicated to develop a Common Criteria (CC) based Protection 
Profile (PP) for control centres in SCADA networks [2].
The OPC Foundation has also developed a Security standard for 
SCADA networks. It has stretched its arms foropen connectivity 
in industrial automation using open standards. Standards have 
been developed for implementingdata access, alarms, event 
management, and even Web access to SCADA network devices 
[2].

Fig. 1: Scada Network Architecture

III. System Model
The model proposed by Vinay M. Igure, Sean A. Laughter, Ronald 
D. Williams talked about the physical security of SCADA system, 
corporate network and Internet but it didn’t state anything about 
the internal framework, security at conceptual level of the existing 
SCADA network. Consequently, in this paper we have proposed 
an architecture which will provide better security to the SCADA 
network at physical level as well as at logical level. As we have 
considered the oil & gas sector as well as power industry of India, 
this architecture will serve both the sectors in much more efficient 
and effective way.
The diagrams described below givethe planar view, framework 
and 3D architecture of the network proposed in the paper. The 
planar view gives a simple idea about the network structure from 
the remote location to the control room. Substation was the part 
which consisted of only DCS, PLC AND RTU but the network 
server was centralized in the earlier approach, but through this 
paper we have suggesteda distributed network by installing the 
network server at every substation. This distributed network as we 
can see from the frameworkconsists of a central scada control room 
which is connected to several substations which differentiates it 
from the conventional one. 

Fig. 2: Planer View (Proposed)

As the conventional framework consists of 3-tier, the corresponding 
work in this paper introduce a 2-tier architecture. One of the biggest 
advantage of this framework/architecture is that, conventionally 
we had a 3-tier architecture which is reduced to 2-tier with better 
security standards. The 3rd-tier which consists of scada control 
room is used for monitoring all the data transferred from remote 
location to the control room, now to secure data at the control 
room we have provided firewalls at subordinate level and gateway 
at authority level which provides enhanced security. Coming on 
to the 2nd-tier it includes hierarchy of servers performing their 
functionality which are connected to SCADA control center via 
router and the 1st-tier consists of the equipment installed at plant 
level. The framework suggested in this paper brings the 2nd-tier 
and 1st-tier at one level with network server, DCS, PLC and 
RTU at every substation. The server at every substation provides 
database connectivityto each substation which can be used to 
retrieve data at the time of drastic failures or any technical faults 
at any substation. The SCADA systems today do not completely 
implement Fiber channel and the proposed framework rely on 
fiber channel and optical fiber is used for interconnectivity and 
connectivity between tiers.In order to have better security standards 
firewall in synchronization with Intrusion Detection System(IDS) 
are lodged on communicating channels. Itgives security at both 
logical and physical level.
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Fig. 3: ScadaFramework (Proposed)

The proposed 2-tier architecture now gives the 3D view. The 
architecture consists of SCADA control room and ‘n’ number of 
substations connected to it. The main feature is the communication 
facilitated through fastest linking mediums.
The control room has system installed with the feasible 
monitoring software, cloud server and redundant field server. 
The interconnection at control room is featured through optical 
fiber.
The ‘n’ substations can have four different procedures for data 
transfer; they are transmission via satellite, cloud, radio waves and 
router itself. A backup server is being availed at every substation to 
retrieve data at the time of system failure and technical faults.
The interconnectivity within substation and control room is 
channeled through optical fiber, while the communication between 
substations and substation-control room is via fiber channel.

Fig. 4: Scada Architecture (Present)

Fig. 5: Scada Architecture (Proposed)”

IV. Conclusion
Scada issues with security are increasing day- by-day which 
leads us to make improvements in its network architecture. Its 
centralized architecture is made distributed with the advancements 
in network security through firewall/gateways at every level in 
synchronization with IDS (Intrusion Detection System). The work 
will be faster with replication of network server at every substation 
instead of only at the control room. The fiber channel makes the 
communication faster and the suggested architecture can make 
the oil & gas and power sectors more flexible.

V. Future Work
The suggested architecture also solves the problem of 
interoperability issues which will be discussed in upcoming 
papers.
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