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Abstract 
With the advancement of wireless networks and their equipments 
in our today’s life, they have become an important part of our 
routine work. But the high availability of such devices and lack in 
the security measures of their routing protocols, they are alluring 
a number of attackers to intrude. One of the severe attack is 
Wormhole Attack that is the topic of discussion in this paper. 
Numerous solutions have been proposed for their detection but 
every technique comes with its pros and cons. In this paper, we 
have detected and prevented the attack using DSR protocol but 
with doing little modification to the protocol functionality. The 
information from the routing table is used for the detection of 
wormhole links and along that link, another security mechanism 
is applied that confirms the presence of wormhole nodes at the 
end. This approach has been applied to DSR protocol and makes 
possible the detection and prevention of wormhole nodes and 
attacks. Simulation results further verify the presence of wormhole 
nodes in the network.
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I. Introduction
Mobile Ad-hoc Networks (MANETs) are becoming common in 
our everyday life because of their ease of deployment and also due 
to the mutual understanding between the mobile nodes. The mobile 
nodes are placed in the network without any central authority and 
no fixed infrastructure is present. The topology of mobile nodes 
is dynamic so they can move anywhere in the network and are 
connected by wireless means. Due to the lack of secure boundaries, 
restricted power supply and scalability, the ad-hoc networks are 
vulnerable to attacks. Attacks on MANET are categorized into 
two main groups: Active Attacks and Passive Attacks. In passive 
attacks, attackers only listen to the network traffic and do not 
perform any modification to the data being transferred and in active 
attacks, attackers not only listen to the data being transferred but 
also perform some modification to the information [1].
Wormhole Attack is the particularly severe security attack in 
MANET which is a representative of an active attack. Active 
Attacks have the property to intentionally modify the data that is 
being transmitted. In Wormhole Attacks, the attackers introduce the 
wormhole nodes at a strategic location in the network from where 
they can gain access to the information that is to be transferred. 
Wormhole nodes possesses a shorter hop count as compared to 
other routes i.e. wormhole link is a shorter path and these nodes are 
connected by a high speed channel which is a faster channel. These 
two characteristics of wormhole nodes attract the other normal 
nodes of the network to send their packets through their routes. 
In this research, wormhole attack is implemented on Dynamic 
Source Routing (DSR) protocol [11, 15].
The remainder of this paper is organized as follows. In Section 
ІІ, we explain wormhole attacks and DSR protocol on which it 
is implemented. Related work i.e. literature survey is presented 
in section ІІІ. The proposed approach is presented in section ІV. 
Simulations and their results are presented in section V. Finally, we 

conclude and suggest future work in section VІ. At last, references 
are presented in section VІІ. 

II. Wormhole Attack on DSR
In this section, wormhole attacks are explained in the context 
of DSR protocol. The outside attackers introduce the wormhole 
nodes in the network with fake authenticity and confidentiality 
and place them in between the source and destination so that they 
can gain access to the data being transferred. The wormhole nodes 
make believe to the other nodes that they are their immediate 
neighbors and possess a smaller hop count and a faster channel 
is setup between the two end points of a wormhole link. When 
communication is about to start, source node broadcasts RREQ 
(Route Request) message to its neighboring nodes so as to find a 
new route. This RREQ message is received by all the intermediate 
nodes of the network and also to the wormhole nodes. Every 
intermediate node in the network appends its own identifier to 
the RREQ message so that while replying back those nodes are 
added in that particular route. When destination receives the RREQ 
message, it replies back to source via different paths through 
which route request came. When RREP (Route Reply) message 
is received by source node, it selects from the different routes that 
which route is smaller and that is the route containing wormhole 
link. So that path is chosen for communication [16].
Wormhole Attacks make use of the RREQ Route Discovery process. 
When source node starts sending the packets via wormhole link 
and when those packets are received by wormhole nodes, they do 
any of the task as stated; Either they only read out the information 
in the packets and send them to the outside attackers or they can 
tamper the data that is being transferred and send that modified 
data to the intended destination. So in both the ways, receiver is 
not able to receive correct information. In the first case, receiver 
does not get any data but in second case, receiver receives the 
wrong information [7-8].
Fig. 1 shows us the above explained wormhole attack process in 
DSR. As Source node 1 and destination node 8 have to communicate, 
so they have to find a route. Node 1 broadcasts RREQ message 
to its neighbors which is also received by wormhole nodes 4 and 
6. When node 8 receives the RREQ message, it replies back to 
node 1 via three paths via 8-7-5-2-1, 8-7-5-2-1 and 8-6-4-1. So 
source now decides which route is to be selected and then the route 
selected is 1-4-6-8 because it is shorter. The route selected is a 
wormhole link and the wormhole nodes send the information to 
the attackers or they modify the information so as to send to the 
intended receiver. Following figure depicts this scenario:
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Fig. 1: RREQ Message in DSR

Wormhole Attacks can also be implemented with different routing 
protocols like DSDV, AODV, TORA, OLSR etc.

III. Related Work
A lot of research has been done to detect and prevent wormhole 
attacks in MANET. This section contains a short survey of the 
literature studied till date.
In wireless networks, the above attack can be detected by using 
various techniques like Packet leashes (Hu et al.) in 2003. This 
work suggests the use of geographical and temporal leashes. 
Temporal Leashes when used with precise timestamps and tight 
clock synchronization, they prevent wormhole attacks along with 
the use TIK protocol but geographical leashes require broadcast 
authentication [2].
Rajpal et al. in 2013 proposed a multipath algorithm that uses hop 
count  and time delay analysis from the view point of users. This 
method works good for high node density system as compared 
to average or low node density systems [3]. 
Farid et al. in 2008 proposed a wormhole detection method that 
isolates the wormhole path and then sending an encrypted security 
message on that path so that a four way hand shaking method 
is applied on that suspicious path. This approach shows good 
performance level and requires no time synchronization.[4]
Sakhtivel et al. in 2012 proposed a path tracing approach and this 
will work on each node in the network so as to calculate per hop 
distance based on RTT value [5].
Amarjit Malhotra et al. in 2012 proposed a novel technique based 
on clustering and digital signatures without use of special hardware, 
time synchronization or dependency on time or hop difference 
between colluding nodes to identify attacked routes. Independent 
algorithms are employed to form clusters and to implement intra-
cluster and inter-cluster routing of data packets [12].
Rao et al. tells us about the working of DSR protocol and its 
processes i.e. how it works and how packets are send from one 
node to another [15].

IV. Proposed Approach
In this section, we explain a new method for detection and prevention 
of Wormhole Attack in MANET using DSR protocol.

A. Proposed Technique
When wormhole nodes are present in the network and wormhole 
attack is launched then the network traffic is redirected to the 
malicious nodes and they gain all the information passing 
through them. The proposed algorithm is focused on detecting 
and preventing wormhole nodes from the network.
In this work, the working protocol functionality is extended as 
per the requirements of the work. When route discovery process 

starts, DSR initiates it and allow source node to find multiple 
routes to destination. Here the functionality of DSR is extended 
to find multiple routes at starting and along with that process, on 
every route its hop counts and delay for every node is also get 
stored in the routing table of the source node. From the routing 
table 1st route is selected for transmission and if that route’s hop 
count is smaller than the average hop count of all other routes 
then that link is isolated. Along that link, an encrypted message 
is send along that path and all normal nodes in the network add 
their keys to that message and as wormhole nodes are not the part 
of network, so they do not know the key value and are unable to 
add. Thus the wormhole nodes are blacklisted from the network 
and are not used for future routes.

B. Simulation Environment
Simulation is fundamental tool in analyzing and developing 
the networks. The simulator used in this work is NS2, that is an 
event driven simulation tool. It eases the verification of routing 
protocols.
The experimental setup of the network parameters which have 
been used for simulation are shown in the following table:

Table 1: Network Parameters
Parameter Value Description

Simulation Time 100 seconds
Maximum 
Time used for 
Simulation

Terrain 
Dimensions 1500,1150

Physical area in 
which nodes are 
placed in metres

Number of Mobile 
Nodes 81

Mobile nodes 
participating in 
the network

Traffic Model CBR Constant Bit Rate 
Link Used

Routing Protocol DSR Routing protocol 
Used

Transport Model UDP/TCP For Transport the 
packet

Mobility 100m/sec
Speed of node 
with which they 
are moving

Initial Energy 100 Joules
Energy of 
Network at initial 
stage

Channel Type Wireless Channel Channel used in 
Simulation

Simulator Used NS2 Network 
Simulator Used

V. Simulation Results
We have taken 81 mobile nodes with the above defined simulation 
parameters for the network and the results are analyzed based on 
Throughput, Delay, Average Energy, Packet Delivery Ratio and 
Average Drop in Number of Packets.
We have taken three scenarios:
Scenario 1: 1st is the Normal Network in starting.
Scenario 2: 2nd is when attack is introduced.
Scenario 3: 3rd is when attack is avoided.
The results are shown as such:
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A. Throughput

Fig. 2: Throughput for the Network

The comparison for the parameter Throughput is summarized in 
the following table:

Table 2: Average Value for Throughput in kilobits/sec
Routing 
Protocol Scenario 1 Scenario 2 Scenario 3

DSR 221.006 60.306 215.506

The value of throughput for the normal network and after avoidance 
is mostly similar. But value for 3rd scenario is slightly less than 
the 1st one and is due to the reason that the energy of nodes goes 
on decreasing. But when attack is introduced, the throughput is 
very less than the average value i.e. 60.306 kb/sec.

B. Delay

Fig. 3: Delay for the Network

The comparison for the parameter delay is summarized in the 
following table:

Table 3: Average Value of Delay in seconds

Protocol Scenario 1- Delay 
proposed Scenario 3 - Delay

DSR 0.0196 seconds 0.0168 seconds

The value of Delay for the network as the simulation proceeds 
also decreases. Initially, the delay is 0.0196 seconds but when 
attack is introduced, no communication is going to take place 
because of the wormhole detection. But when attack is avoided, 
delay decreases to 0.0168 seconds.

C. Average Energy:

Fig. 4: Average Energy For the Network

Initially, the Average Energy for the network is 100 joules, but as 
the simulation proceeds the energy goes on decreasing to 94.69 
joules.

D. Packet Delivery Ratio

Fig. 5: Packet Delivery Ratio for the Normal Network

The value for Packet Delivery Ratio (PDR) for the normal network 
remains constant at 1 i.e. the number of packets received at CBR 
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destination is same as the number of packets send by the CBR 
source.

E. Average Drop in Number of Packets

Fig. 6: Number of Packets Drop

The comparison for the values of parameter Average Drop in the 
Number of Packets is show in the tabular form as such:

Table 5: Average value of Packets Drop
Protocol Scenario 1 Scenario 2 Scenario 3
DSR 0 27.5 13.7

As from the above graph and PDR, it is clear that when normal 
network is there PDR is 1, so no drop in number of packets but 
when the attack is introduced, the number of packet drop increases 
to 27.5 and when the attack is avoided, the packet drop decreases 
to 13.7.

VI. Conclusion
Wormhole Attack is the most severe attack introduced in MANET 
that gains all the network traffic passing through the wormhole 
nodes. A lot of work has been done on the detection and prevention 
of wormhole attack. Our approach suggests the elimination of 
wormhole nodes by extending the functionality of DSR protocol 
by executing multipath algorithm and counting hop count and 
delay for each and every node in the route. Malicious nodes are 
isolated from the network having smaller hop count and along 
that routes another security mechanism applies that is comprised 
of private keys that are predefined to all the normal nodes of the 
network. With the help of this technique, confirmation of wormhole 
nodes is done and then they are blacklisted by the network so that 
in future that nodes are not used in communication.
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