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Abstract
In this paper Performance analysis of Active Queue Management 
method using REM and FQ algorithms under Flooding based 
DDoS attacks. These attacks are performed in TCP and UDP 
protocol under the different-2 strength of attack and check the 
performance of protocols. In Flooding is a Denial of Service (DoS) 
attack that is considered to bring a network or service down 
by flooding it with large amounts of traffic. These attacks are 
performed in NS2 simulator. 
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I. Introduction
A Distributed Denial-of-Service attack (DDoS attack) is an attempt 
to make a machine or network resource unavailable to its intended 
users by using multiple hosts attempting to connect simultaneously 
to the victim machine. It commonly consists of the efforts of one 
or more people to temporarily or indefinitely interrupt or suspend 
services of a host connected to the Internet. Attackers typically 
target to hack sites of high-profile web servers such as customer 
bank accounts, credit card payment gateways, and even root 
name servers. Basically, the attack involves saturating the target 
machine with external requests, such that it cannot respond to 
genuine traffic, or responds so quickly as to be rendered effectively 
unavailable. The purpose of these DDoS attacks is to either force 
the targeted computer(s) to reset, or consume its assets so that it 
can no longer provide its proposed service.
Flooding is also used as a denial of service attack by flooding 
network traffic Packets to bring down a network service. The 
service is flooded with many unfinished server connection requests. 
Due to the large amount of flooded requests, the host or server 
is not able to process real (original) requests atthe same time. A 
flooding attackfills the server or host memory (space) buffer; once 
it is full, further connections cannot be established, which results 
in denial of service.
TCP can spot packet drops and interpret them as indications of 
congestion in the network. TCP transmitter will take the action to 
these packet drops by reducing their sending rates. This reduction 
in sending rate translates into a reduction in the incoming rate 
at the router, which clear up its queue [16]. TCP (Transmission 
Control Protocol) is responsible for verifying the correct delivery 
of data packets from client to server. Data packets can be lost in the 
intermediate network due to congestion in the network. TCP adds 
support to lost data or detect errors and to trigger retransmission 
until the data is correctly and completely received to the end 
host UDP (User Datagram Protocol) is a connectionless protocol 
.UDP is not responsible for the data communication between the 
two hosts.UDP Protocols that are provide to limited amount of 
services exchanged messages are between computers in a network 
that use the Internet Protocol (IP). UDP is a substitute to the 
Transmission Control Protocol (TCP) and, together with IP, is 
sometimes referred to as UDP/IP. UDP does not provide the service 
of dividing a data into packets (datagram) and reassembling it at 

the other end. For this limitation of the UDP now’s day 90% TCP 
protocol is use because it is secure, reliable and responsible for 
point to point delivery.

II. DDoS Attack
DDoS attack is divided into three types:

A. Bandwidth-based (Volume) attacks
DDoS attacks of this type send mass junk data messages to cause 
the equipment overload, primary to the depletion of network 
bandwidth or equipment. Often the attacked servers, routers and 
firewalls processing resources are narrow. Overload attacks lead 
to their failure in handling the normal legal access, ensuing in a 
sharp decline in the quality of service system or denial of service. 
In this UDP floods, ICMP floods, TCP floods and other spoofed-
packet floods. The attack’s objective is to saturate (flood) the 
bandwidth of the attacked site, and scale is measured in bits per 
second (Bps).

B. Traffic-based (Protocol) Attacks
The most common forms are traffic flooding attacks, which send 
large number of apparently legitimate TCP, UDP, ICPM,SYN 
floods, Ping of Death packets to target hosts; some attacks may 
also evade detection system monitoring through the source address 
forgery technology. This type of attack consumes actual server 
resources, or those of midway communication equipment, such 
as load balance and firewalls and, and is measured in Packets 
per second.

C. Application-based Attacks 
Attacks of this type often send the corresponding application-
layer data messages according to the business-specific features, 
resulting in the reduction of certain resources (such as the number 
of users in network, connections, etc.) in the application layer and 
the business system’s denial of service. Such attacks are usually not 
mainly large volume of attack traffic. But such small-rate traffic 
can often lead to a serious declination or even paralysis of business 
performances. . Comprised of seemingly legitimate and innocent 
requests, the goal of application attacks is to crash the web server, 
and the amount is measured in Requests per second.

III. Active Queue Management
Active Queue Management mechanisms at routers as a mean to 
congestion control. By “active queue management,” We mean 
core routers inside networks are equipped with the capability to 
detect initial congestion and to explicitly signal traffic sources 
before congestion actually occurs. Active Queue Management 
mechanisms differ from the traditional drop tail mechanism in that 
in a drop tail queue packets are dropped when the buffer overflows, 
while in active queue management mechanisms, packets may 
be dropped early before congestion occurs [4]. Algorithms for 
Active Queue Management are used at the network nodes, or the 
routers, and often discarding packets to signal the transmitters 
that the congestion is occurring. The transmitters then activate 
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other mechanisms to avoid congestion, especially in the TCP 
protocol. 
Active Queue Management (AQM) suggests replacing drop-tail 
queue management in order to improve network Performance 
in terms of packet loss rate, delay, link utilization, and system 
fairness AQM increases routers to detect and notify end-systems 
of impending congestion earlier, allowing reactive traffic sources 
to reduce their transmission rates before congested router queues 
overflows. Using our TCP traffic load model and our more general 
queue law, we show the impact of a variety of TCP traffic on 
the load and queue behavior of congested routers [17]. One 
is to achieve high throughput and low average queuing delay 
simultaneously. The other is to achieve fair bandwidth allocation 
among competing flows [20].
An ideal AQM scheme must achieve the following objectives:

Stability: The scheme must reduce queue oscillations and • 
stabilize the queue length in terms of number of connections. 
The benefits of stabilized queues in a network are bounded 
delays and    more certain buffer provisioning.
Efficiency: The idea must maintain desired throughput (or • 
desired utilization) and low loss rate over a wide range of 
load levels.
Responsiveness: The idea must respond quickly and accurately • 
to changing network conditions [20].

IV. Active Queue Management Algorithms
In Flooding Based attack are uses the two types of Active Queue 
Management algorithms for the check the performance of DDoS 
attack first the REM and Secondly FQ algorithms are use.

A. REM Algorithms
Random Exponential Marking (REM): REM is a framework for 
communicating congestion information from links to sources by 
exponential marking. A whole implementation consists of REM 
marking at the link and REM decoding at the source, however 
action on the current Internet with only the link algorithm and TCP 
has been suggested [16]. REM is an active queue management 
scheme that achieves both high utilization and negligible loss 
and delay in a simple and scalable manner. The main idea is to 
decouple congestion measure from performance measure such as 
loss, queue length or delay [7]. While congestion measure indicates 
excess demand for bandwidth and must track the number of users, 
performance measure, individually of the number of users, should 
be stabilized around their targets [6]. It is well-known that TCP 
performs poorly over wireless links because it cannot differentiate 
between losses due to buffer overflow and those due to wireless 
effects such as fading, interference, and handoffs.
REM that has the following two key features:

1. Match user rate clear buffer:
It attempt to match user rates to network capacity while clearing 
buffers (or stabilize queues around a small target), regardless of 
the number of users.

2. Sum prices:
The end-to-endmarking (or dropping) probability observed by a 
user depends in a simple and precise manner on the sumof link 
prices (congestion measures), summed over all the routers in the 
path of the user [13].
Each output queue that implements REM keeps a variable called 
‘price’ as a congestion measure. This variable is used to make 
determine the marking probability. Price is updated, sometimes or 

asynchronously, based on rate mismatch (i.e., difference between 
input rate and link capacity) and queue mismatch (i.e., difference 
between queue length and target). The value is incremented if the 
weighted sum of these mismatches is positive and decremented 
otherwise. The weighted sum is positive when either the input rate 
exceeds the link capacity or there is excess backlog to be clearedand 
negative otherwise. When the quantity of sources increases, the 
mismatches in speedand in queue grow, push up price and hence 
marking probability. This sends a very stronger congestion signal 
to the sources which then reduce their rates. When the sourcerates 
are too in very small, the mismatches will be negative, pushing 
down price and markingprobability and raising source rates, until 
finally, the mismatches are driven to zero,firm high utilization and 
negligible loss and delay in equilibrium. The buffer will beclear 
in equilibrium if the target queue is set to zero.

B. FQ Algorithms
It was proposed by John Nagle in 1985and has since been one of the 
most studied scheduling algorithms.Fair queuing is a scheduling 
algorithm used in computer and telecommunications networks 
to allow multiple packet flows to fairly share the link capacity. 
Fair Queuing algorithms for QoS-based resource allocation falls 
into two categories. First is a class of scheduling algorithms for 
proportionate bandwidth allocation such as SFQ which guarantee 
weight-proportional throughput to clients by dividing up the server 
bandwidth fairly between them. The second class of scheduling 
algorithms are latency-sensitive in that both throughput and 
response time constraints may be independently specified provided 
certain capacity constraints are met.
It is a queuing mechanism that is used to allow multiple packets 
flow to comparatively share the link capacity. Routers have 
multiple queues for all output line for every user. When a line 
as available as inactive routers scans the queues through round 
robin and takes first packet to next queue. FQ also guarantee 
about the maximum throughput of the network. For additional 
efficiency weighted queue mechanism is also used.  It deals with 
following 

Allocating bandwidth fairly to users1. 
Achieving promptness2. 
Allocating buffer space properly3. 

Out of above three, first two can be considered as “problem of 
scheduling task” and third one is “problem of queuing task”.  
Central ideas of Fair Queuing is given :

Routers have various queues for each output line, one for • 
each user.
When line becomes ideal (still), router scans the queues round • 
robin, taking first packet on next queue.
In this method with n users competing for a given output line, • 
each user gets to transfer one out of every n packets. 

With this scheme, user sending large packets will get more 
bandwidth. To avoid this “byte by byte round robin” can be 
simulated by estimating finish time of each packet. It calculates 
the finishing time of each Packet residing at the head of each 
queue and compares this finishing time. The packet having shortest 
time is transmitted first. Fair queuing is also used in statistical 
multiplexers, routers and switches that forward packets from a 
buffer. The buffer works as a like queuing system, where the 
data packets are stored shortly until they are transmitted. The 
buffer space is broken into many queues, each of which is used 
to hold the packets of one flow, clear for instance by source and 
destination IP addresses
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V.  Implementation explanation
This implementation is performed under NS2.35 simulator 
environment. The experimental platform is with Lenovo Laptop, 
the system of core Linux 10.0, the CPU of Intel i3 2.1GHz, hard 
disk 500 GB, and intergarted Network Card. The network structure 
for attacking environment is figureout in fig. 1.

Fig. 1: Network Structure with Attacking Environment

In this network there total six nodes from 0 to 5. Each node 
represents a network system in the internet. In the network nodes 
for host computers are 0, 1, 2, 5, 6 and node 3 is routing node. 
Link between node 3 and node 4 is called bottleneck link. In the 
network structure node 2 represented as attacker while node 0, 1 
represented as UDP client and TCP client respectively.
Node 4 is a server node. In this network we can set routing 
algorithms, delay, and buffer size. In the links we can set link 
bandwidth, delay and so on. In the host node we can set the 
queuing algorithms, buffer size, delay and etc.

Total no. nodes in the network are 7.• 
Total no. of links in the network is 6.• 
Bandwidth of each link is 1MB.• 
Delay between each link is 150 ms.• 
Number of attacker is 1.• 
Number of clients are 2.• 

1. Implementation of Attack Free Traffic.
With the help of figure 5.1, node 0 sends 28 % of UDP data towards 
server that is node 4 and node 1 transfer 38% TCP data to end 
node that is called server node respectively. In the network node 
2 send none of traffic towards server node 4. Both nodes 0 and 1 
consume 66% of bottleneck link bandwidth that is link between 
node 3 and node 4, so there is no congestion in the network. 
Figure 5.1.1 describes results of simulation (throughput in Mbps 
Vs. time in sec).

Fig. 2: Attack Free Traffic

2. Implementation to check the performance of TCP and 
UDP clients under REM and FQ algorithms with 12 % of 
TCP type Attack.
With this implementation we check the behavior of TCP client and 
UDP client Using REM algorithm and FQ algorithm respectively. 
With the help of figure 4.1, node 0 transfer 28% UDP data to server 
node 4, node 1 sends 38 % of TCP data to server node4 using 
REM algorithm. Node 0 sends 28 % of UDP data to server node 
and node 1 sends 38 % of TCP data to server node that is node 
4 under FQ algorithm. In this implementation node 2 sends 46 
% of TCP data, it means it performs attack intensity of 12 % of 
the type TCP. Data from the bottleneck link that is between node 
3 and node 4 outstrips 12 % of the total bandwidth. With these 
packets of UDP and TCP clients may be dropped. Hence node 2 
achieves its goal of attack. Fig. 3 displays the results

Fig. 3: Implementation to check the performance of TCP and 
UDP clients under REM and FQ algorithms with 12 % of TCP 
type Attack

3. Implementation to check the performance of TCP and 
UDP clients under REM and FQ algorithms with 20 % of 
TCP type Attack.
With this implementation we check the behavior of TCP client and 
UDP client Using REM algorithm and FQ algorithm respectively. 
With the help of figure 5.1, node 0 transfer 28% UDP data to server 
node 4, node 1 sends 38 % of TCP data to server node4 using 
REM algorithm. Node 0 sends 28 % of UDP data to server node 
and node 1 sends 38 % of TCP data to server node that is node 4 
under FQ algorithm. In this implementation node 2 sends 54 % 
of TCP data, it means it performs attack intensity of 20 % of the 
type TCP. Data from the bottleneck link that is between node 3 
and node 4 outstrips 20 % of the total bandwidth.
With these packets of UDP and TCP clients may be dropped. Hence 
node 2 achieves its goal of attack. Fig. 4 displays the results. 

Fig. 4: Implementation to Check the performance of TCP and 
UDP clients under REM and FQ algorithms with 20 % of TCP 
type Attack.
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4. Implementation to check the performance of TCP and 
UDP clients under REM and FQ algorithms with 12 % of 
UDP type Attack.
With this implementation we check the behavior of TCP client and 
UDP client Using REM algorithm and FQ algorithm respectively. 
With the help of figure 4.1, node 0 transfer 28% UDP data to server 
node 4, node 1 sends 38 % of TCP data to server node 4 using 
REM algorithm. Node 0 sends 28 % of UDP data to server node 
and node 1 sends 38 % of TCP data to server node that is node 
4 under FQ algorithm. In this implementation node 2 sends 46 
% of UDP data, it means it performs attack intensity of 12 % of 
the type UDP. Data from the bottleneck link that is between node 
3 and node 4 outstrips 12 % of the total bandwidth. With these 
packets of UDP and TCP clients may be dropped. Hence node 2 
achieves its goal of attack. Fig. 5 displays the results.

Fig. 5: Implementation to check the performance of TCP and 
UDP clients under REM and FQ algorithms with 12 % of UDP 
type Attack.

5. Implementation to check the performance of TCP and 
UDP clients under REM and FQ algorithms with 20 % of 
UDP type Attack.
With this implementation we check the behavior of TCP client and 
UDP client Using REM algorithm and FQ algorithm respectively. 
With the help of figure 5.1, node 0 transfer 28% UDP data to server 
node 4, node 1 sends 38 % of TCP data to server node 4 using 
REM algorithm. Node 0 sends 28 % of UDP data to server node 
and node 1 sends 38 % of TCP data to server node that is node 4 
under FQ algorithm. In this implementation node 2 sends 54 % of 
UDP data, it means it performs attack intensity of 20 % of the type 
UDP. Data from the bottleneck link that is between node 3 and 
node 4 outstrips 20 % of the total bandwidth. With these packets 
of UDP and TCP clients may be dropped. Hence node 2 achieves 
its goal of attack. Figure: 5.1.5 displays the results.

Fig. 6: Implementation to check the performance of TCP and 
UDP clients under REM and FQ algorithms with 20 % of UDP 
type Attack.

VI. Conclusion & Future work
We summarize the research presented in this thesis and present 
directions for future works. We discuss problems which AQM 
mechanisms have. While AQM mechanisms solve problems which 
conventional Drop-Tail routers have, AQM mechanisms have 
several problems. 
We have analyzed the impact of TCP flow and UDP FLOW under 
two algorithm (REM and FQ) variations on the behaviorthe packet 
loss probability which is varying during network simulation. We 
use only one applications of TCP flow i.e. FTP for comparative 
analysis of Active Queue Management algorithms.  
It is also suggested that FQ active queue management enhances 
the performance of TCP and UDP traffic of the legitimate client 
than the REM queue under the TCP type attacking. So FQ queue 
is better as compared REM in case when DDoS attack occurs in 
the network.

Future studies should check the internet traffic using different • 
active queue management like FRED, PDRED, SFQ, AVQ, 
RARED, GK, ARED, BLUE, VI, SVB and many more under 
the DDoS attack.
Moreover, we can use the telnet applications instead of FTP • 
and TELNET over TCP flow for the comparative analysis.
Furthermore, we will increase the size of queue which may • 
cause the change in results.
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