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Abstract
Cut is nothing but a part of wireless sensor network which is split 
into different connected component because of some node failure 
in the network. This paper, propose a new algorithm to detect these 
cuts by the help of remaining nodes. This algorithm works in two 
different ways those are every node to detect a specially designated 
node has been lost, and one or more nodes that are connected to 
the special node after the cut to detect the occurrence of the cut. 
The algorithm works based on a imaginative “electrical potential” 
of the nodes which is an iterative method and the convergence 
rate of the scheme is independent of the network. 
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I. Introduction
A wireless sensor and actuator network (figure 1) is a collection 
of small randomly dispersed devices that provide three essential 
functions; the ability to monitor physical and environmental 
conditions, often in real time, such as temperature, pressure, light 
and humidity; the ability to operate devices such as switches, 
motors or actuators that control those conditions; and the ability 
to provide efficient, reliable communications via a wireless 
network. 
The implementation of this last capability is the most unique 
to WSANs. Since they are designed for low traffic monitor and 
control applications, it is not necessary for them to support the 
high data throughput requirements that data networks like Wi-Fi 
require. Typical WSAN over-the-air data rates range from 20 kbps 
to 1 Mbps. However, the small size and low cost of the nodes that 
makes them attractive for widespread deployment also causes 
the disadvantage of low-operational reliability. A node may fail 
due to various factors such as mechanical / electrical problems, 
environmental degradation, battery depletion, or hostile tampering. 
In fact, node failure is expected to be quite common due to the 
typically limited energy budget of the nodes that are powered by 
small batteries. Failure of a set of nodes will reduce the number of 
multi-hop paths in the network. Such failures can cause a subset 
of nodes—that have not failed—to become disconnected from the 
rest, resulting in a “cut.” Two nodes are said to be disconnected 
if there is no path between them.
We consider the problem of detecting cuts by the nodes of a 
wireless network. We assume that there is a specially designated 
node in the network, which we call the source node.

Fig 1: WSN Architecture

To see the benefits of a cut detection capability, imagine that 
a sensor that wants to send data to the source node has been 
disconnected from the source node. Without the knowledge of 
the network’s disconnected state, it may simply forward the data 
to the next node in the routing tree, which will do the same to 
its next node, and so on. However, this message passing merely 
wastes precious energy of the nodes; the cut prevents the data from 
reaching the destination. Therefore, on one hand, if a node were 
able to detect the occurrence of a cut, it could simply wait for the 
network to be repaired and eventually reconnected, which saves 
on-board energy of multiple nodes and prolongs their lives. On the 
other hand, the ability of the source node to detect the occurrence 
and location of a cut will allow it to undertake network repair. 

II. Existing System:
Time is measured with a discrete counter k= -∞ ,…,-1, 0, 1, 
2,….We model a sensor network whose node set represents the 
sensor nodes active at time k and the edge set ε(k) consists of pairs 
of nodes (u, v ) such that nodes u and v can directly exchange 
messages between each other at time k .By an active node we 
mean a node that has not failed permanently. 
In terms of these definitions, a cut event is formally defined as 
the increase of the number of components of a graph due to the 
failure of a subset of nodes. The number of cuts associated with 
a cut event is the increase in the number of components after the 
event.
We therefore focus on developing methods to distinguish 
small holes from large holes/cuts. We allow the possibility that 
the algorithm may not be able to tell a large hole (one whose 
circumference is larger than l max) from a cut, Max discussion on 
whole detection part is limited to networks with nodes deployed 
in 2D.

A. State Update Law and Electrical Analogy
The DCD algorithm is based on the following electrical analogy. 
Imagine the wireless sensor network as an electrical circuit 
where current is injected at the source node and extracted out of 
a common fictitious node that is connected to every node of the 
sensor network. Each edge is replaced by a 1 resistor. When a 
cut separates certain nodes from the source node, the potential of 
each of those nodes becomes 0, since there is no current injection 
into their component. The potentials are computed by an iterative 
scheme (described in the sequel) which only requires periodic 
communication among neighboring nodes. The nodes use the 
computed potentials to detect if DOS events have occurred (i.e., 
if they are disconnected from the source node). 
To detect CCOS events, the algorithm uses the fact that the 
potentials of the nodes that are connected to the source node also 
change after the cut. However, a change in a node’s potential is 
not enough to detect CCOS events, since failure of nodes that 
do not cause a cut also leads to changes in the potentials of their 
neighbors. Therefore, CCOS detection proceeds by using probe 
messages that are initiated by certain nodes that encounter failed 
neighbors and are forwarded from one node to another in a way 
that if a short path exists around a “hole” created by node failures, 
the message will reach the initiating node. The nodes that detect 
CCOS events then alert the source node about the cut.
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    Every node keeps a scalar variable, which is called its state. The 
state of node i at time k is denoted by xi (k). Every node i initializes 
its state to 0, i.e., xi (0)=0,∀i. During the time interval between 
the kth and k+1th iterations, every node i broadcasts its current 
state xi(k) and listens for broadcasts from its current neighbors. 
Let Ni (k) be the set of neighbors of node i at time k. Assuming 
successful reception, i has access to the states of its neighbors, 
i.e., xj(k) for j∈Ni(k), at the end of this time period. The node 
then updates its state according to the following state update law 
(the index i=1 corresponds to the source node), where the source 
strength s (a positive number) is a design parameter

Where di(k):= |Ni(k)|is the degree of node i at time k, and 1A(i) is 
the indicator function if the set A. That is,1{1}(i)=0 if i≠ 1. 
The algorithm can be easily extended to asynchronous setting by 
letting every node keep a buffer of the last received states of its 
neighbors. If a node does not receive messages from a neighbor 
during the interval between two iterations, it updates its state 
using the last successfully received state from that neighbor. In the 
asynchronous setting every node keeps a local iteration counter 
that may differ from those of other nodes by arbitrary amount.
It shows the evolution of the node states in a network of 200 nodes 
when the states are computed using the update law described 
above. The source node is at the center. The state of node u (that 
is disconnected from the source due to the cut) decays to 0 after 
reaching a positive value, whereas the state of the node v (which 
is still connected after the cut) stays positive.

B. Literature Review

1. An Algorithm for Reconnecting Wireless Sensor 
Network Partitions
In this paper we present a method to repair network partitions by 
using mobile nodes. By reasoning upon the degree of connectivity 
with neighbors, a mobile node finds the proper position where to 
stop in order to re-establish connectivity.

2. Detecting Cuts in Sensor Networks
We propose a low overhead scheme for detecting a network 
partition or cut in a sensor network. Consider a network S of n 
sensors, modeled as points in a two-dimensional plane. An “-cut, 
for any 0 < “ < 1, is a linear separation of “n nodes in S from a 
distinguished node, the base station.

3. A Partition Detection System for Mobile Ad-Hoc 
Networks
This paper proposes two different partition detection mechanisms, 
one using a centralized approach, the other one utilizing the 
advantages of a distributed mechanism.

III. Proposed System

A. DOS Detection
The approach here is to exploit the fact that if the state is close 
to 0 then the node is disconnected from the source, otherwise 
not. In order to reduce sensitivity of the algorithm to variations 
in network size and structure, we use a normalized state. DOS 
detection part consists of steady-state detection, normalized state 
computation, and connection/separation detection. 

A node keeps track of the positive steady states seen in the past 
using the following method. Each node i computes the normalized 
state difference δxi(k) as follows:

Where ∈zero is a small positive number. A node i keeps a Boolean 
variable Positive Steady State Reached (PSSR) and updates 
PSSR(k)← 1 if | δxi(k)|< ∈ ∆ x for k=τguard, k-τguard+1,…,k(i.e., 
for τguard
Consecutive iterations), where∈ ∆ x is a small positive number 
and τguard is a small integer. The initial 0 value of the state is not 
considered a steady state, so PSSR(k) =0 for k=0, 1… τguard.
  Each node computes a normalized state as 

Where x is the last steady state seen by i at k , i.e., the last entry of 
the vector. If  the normalized state of i is less than ∈DOS, where 
∈DOS is a small positive number, then the node declares a cut 
has taken place: DOSi

← 1If the normalized state is 1, meaning 
no steady state was seen until k, then DOSi(k) is set to 0 if the 
state is positive (i.e.xi(k)> x∈ zero)  and 1 otherwise.

B. CCOS Detection
The algorithm for detecting CCOS events relies on finding a 
short path around a hole, if it exists, and is partially inspired by 
the jamming detection algorithm proposed in [6]. The method 
utilizes node states to assign the task of hole-detection to the most 
appropriate nodes. When a node detects a large change in its local 
state as well as failure of one or more of its neighbors, and both of 
these events occur within a (predetermined) small time interval, 
the node initiates a PROBE message. T he pseudo code for t he 
algorithm that decides when to initiate a probe is included in 
Section II of the Supplementary Material, Each PROBE message 
p contains the following information:

A unique probe ID.1. 
Probe centroid C2. p.
Destination node3. 
Path traversed (in chronological order)4. 
The angle traversed by the probe around the centroid.5. 

The information required to compute and update these probe 
variables necessitates the following assumption for CCOS 
detection.
The location information needed by the nodes need not be precise, 
since it is only used to compute destinations of probe messages. 
The assumption of the network being 2D is needed to be able to 
define CW or CCW direction unambiguously, which is used in 
forwarding probes. At the beginning of an iteration, every node 
starts with a list of probes to process. The list of probes is the 
union of the probes it received from its neighbors and the probe 
it decided to initiate, if any. The manner in which the information 
in each of the probes in its list is updated by a node is described 
in Section II of the Supplementary Material.

IV. Performance E Valuation
Performance of the DCD algorithm was tested using MATLAB 
simulations (conducted in a synchronous manner) and then on a 
real WSN system consisting of micaZ motes [7]. Two important 
metrics of performance for the DCD algorithm are (1) detection 
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accuracy, and (2) detection delay. Detection accuracy refers to 
the ability to detect a cut when it occurs and not declaring a cut 
when none has occurred. DOS detection delay for a node i that 
has undergone a DOS event is the minimum number of iterations 
(after the node has been disconnected) it takes before the node 
switches its DOSi flag from 0 t o 1. A DOS1/0 error is said to 
occur if a node concludes that is disconnected from the source 
while in fact it is connected. In CCOS detection, again two kinds 
of inaccuracies are possible. A CCOS0/1 error is said to occur 
when cut (or a large hole) has occurred but not a single node is 
able to detect it. A CCOS1/0 error is said to occur when a node 
concludes that there has been a cut (or large hole) at a particular 
location while no cut has taken place near that location.
The algorithm’s effectiveness is examined by evaluating the 
probabilities of the four types of possible errors enumerated above, 
as well as the detection delays. The probability of DOS0/1 error 
at time k is the ratio between

Fig. 2: The Path of the Probe Messages in the Network

Table 1: List of Parameters that Have to Be Provided to the 
Nodes

Symbol Name/description value

δ Source strength 80

∈ zero

Value below which the state is considered 
to be 0 10-8

∈ zero

Value below which the  normalized state 
is considered zero 10-2

∈ ∆ x

Value below which the  normalized state 
is considered zero 10-3

τguard

Time during which the normalized state 
difference has to be below ∈ ∆ x for the 
state to be considered steady

4

τdrop

Number of failed consecutive 
transmissions before a neighbor is 
declared to have failed.

5

Maximum path length for a probe 20

V. Conclusion
The DCD algorithm we propose here enables every node of a 
wireless sensor network to detect Disconnected from Source events 
if they occur. Second, it enables a subset of nodes that experience 
CCOS events to detect them and estimate the approximate location 

of the cut in the form of a list of active nodes that lie at the boundary 
of the cut/hole. The DOS and CCOS events are defined with 
respect to a specially designated source node. The algorithm is 
based on ideas from electrical network theory and parallel iterative 
solution of linear equations. Numerical simulations, as well as 
experimental evaluation on a real WSN system consisting of micaZ 
motes, show that the algorithm works effectively with a large 
classes of graphs of varying size and structure, without requiring 
changes i n the parameters. For certain scenarios, t he algorithm 
is assured to detect connection and disconnection to the source 
node without error. A key strength of the DCD algorithm is that the 
convergence rate of the underlying iterative scheme is quite fast 
and independent of the size and structure of the network, which 
makes detection using this algorithm quite fast. Application of the 
DCD algorithm to detect node separation and reconnection to the 
source in mobile networks is a topic of ongoing research. 
Output:
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