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Abstract 
In recent years network security has become an important issue. 
Cryptography has been used to secure data and control access 
by sharing a private cryptographic key over different devices. 
Cryptography renders the message unintelligible to outside by 
various transformations Data Cryptography is the scrambling 
of the content of data like text,image,audio and video to make it 
unreadable or unintelligible during transmission.Its main goal is 
to keep the data secure from unauthorized access.
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I. Introduction
Internet Protocol is a set of technical rules that defines how 
computers communicate over a network. There are currently two 
versions: IP version 4 (IPv4) and IP version 6 (IPv6). The Ipv4 was 
developed in the back 1980’s and has been in use for more than 
20 years. Ipv4 has proven to be robust, interoperable and easily 
implemented.  But it has some known limitations such as limited 
IP addresses and lack of security. As a result of these limitations, 
Ipv6 was proposed by the network working group of the Internet 
Engineering Task Force (IETF).The next generation internet 
protocol version 6 was developed to extend and replace Ipv4 
capabilities.Ipv6 maintains the good features of IP, discards the 
bad ones, and add new ones where needed. IETF brings many new 
features of Ipv6 over Ipv4 like larger address space, simplification 
of the header i.e. it contains only seven fields, provide better 
support for options, extension for authentication and privacy, and 
so on. Ipv6 is also referred as the Next Generation Internet Protocol 
(Ipng). IPv6 is the next-generation Internet Protocol designed by 
the Internet Engineering Task Force (IETF) to replace the current 
IP Version 4 (IPv4) protocol used predominately on the global 
Internet today. IPv6 is necessitated by the inherent limitations 
of the current IPv4 protocol, as well as numerous economic, 
geopolitical, and technological requirements. IPv6 will soon be 
implemented on most private and public networks, typically as 
IPv4/IPv6 dual-stack deployments, and that an increasing number 
of data, voice, video applications will support and rely on the 
IPv6 network layer .
Internet Protocol is a set of technical rules that defines how 
computers communicate over a network. There are currently 
two versions: IP version 4 (IPv4) and IP version 6 (IPv6).[2] The 
Ipv4 was developed in the back 1980’s and has been in use for 
more than 20 years. Ipv4 has proven to be robust, interoperable 
and easily implemented.  But it has some known limitations 
such as limited IP addresses and lack of security. As a result of 
these limitations, Ipv6 was proposed by the network working 
group of the Internet Engineering Task Force (IETF).The next 
generation internet protocol version 6 was developed to extend 
and replace Ipv4 capabilities.Ipv6 maintains the good features of 
IP, discards the bad ones, and add new ones where needed. IETF 
brings many new features of Ipv6 over Ipv4 like larger address 
space, simplification of the header i.e. it contains only seven fields, 

provide better support for options, extension for authentication and 
privacy, and so on. Ipv6 is also referred as the Next Generation 
Internet Protocol (Ipng).

II. Vulnerability of Type 0 Routing Header
As IPv4 had some problems like- due to limited address space, 
lack of security at Ip level, complex configuration,IPv6 was 
designed to overcome from these problems. It brings many new 
features like- larger address space, security at IP level, extension 
for authentication and privacy and so on.But there are various 
security holes reported in the new features of IPv6. One of the 
serious issue concerned with the routing header of IPv6. Routing 
header is a kind of extension header in IPv6. It is used to by the 
IPv6 source to list one or more intermediate nodes to be visited 
on the way to the packet destination.

The newer features generate protocol attacks like: denial of 
service, reconnaissance attack etc. extension header included the 
IPv6 header whenever they are necessary.

Next Header Hdr Ext Len Routing Type Segments left

type-specific data

Fig. 1: Routing Header Format
 
Routing header is identified by the next header value of 43 in the 
preceding header of next header field. The fields in the routing 
header are as follows: Next Header, Hdr Ext Len,  Segments Left,  
Reserved, Address.
The Routing extension header is responsible for route information 
of the datagram/packet. It allows user to define some sequence of 
nodes of (IPv6 addresses) from which the datagram/packet should 
must travel to reach destination. The routing header is used by an 
IPv6 source to list one or more intermediate nodes to be “visited” 
on the way to a packet’s destination this function is very similar to 
IPv4’s source route options. The routing header is identified by a 
next header value of 43 in the immediately preceding header.

Fig. 2: Type 0 Routing Header 
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In the routing header of IPv6, it has the following fields next 
header, header extension length, routing type, segments left, 
reserved, address 1, address 2, additional addresses.

III. Processing of Routing Header 
It is used by an IPv6 source list one or more intermediate nodes to 
be visited on the way to a packet destination. below figure shows 
how routing header works from node to node.

Src:A                     src:B                   src:C
Dest:B                   Dest:C               Dest:D
RH: C,D                RH:D               
A    B     C   D

In this way address processed from one node to another node.

This paper suggests a security algorithm which we use for the 
packet filtering. In packet filtering, here the attacker make changes 
in the header of the packets and by-pass it in the internal network 
through the filter. In this attack the attack first attack on the filtering 
system and after gathering the information from here it attack on 
the packet header. He first waits to see that which message can 
pass from the filtering system and after getting that packet, he 
makes changes in its routing header. So in this way he can by-pass 
this packet through filtering system.This algorithm can be used 
with packet filtering system and there is no need to modify the 
user interface and packet filtering rules for checking the routing 
header addresses.
IPv6 will replace the IPv4 soon. It has new feature but there are 
some problems in the implementation because of these type of 
security holes. This paper suggests a security algorithm that can 
solve the security issue concerned with the routing header. Idea 
behind this algorithm is that it increase the checking area of the 
packet filtering system. now it will also check the addresses of 
routing header. Because here we can see that routing header plays 
an important role.it is basically used to protect the internal system 
and als there is no need to change or modify the user interface as 
well as the packet filtering rules. So this algorithm can solve the 
security issue caused by the routing header without the need of 
much modifications.
There are several problems with Routing Headers:
The Traffic Filtering Problem
The Denial of Service Reflector Problem
The ICMP Traceback Avoidance Problem
Traffic filtering is the process of controlling traffic on machines, 
in this  the attacker first attack the filtering system and then gather 
all the secret information and details and later by using this 
information attacker use routing header and generate malicious 
packet. And after that by using this routing header attacker perform 
attack on the internal network.
A denial-of-service attack (DoS attack) or distributed denial-of-
service attack (DDoS attack) is an attempt to make a computer or 
network resource unavailable to its intended users.
In this attack if the attacker inserts a Routing Header in the spoofed 
packets, the only  iTrace messages to reach the final destination 
will be those that came from between the last Routing Header 
entry and the final destination.
 These were the routing header issues. There is an another security 
issue. Like if we have an mobile ad hoc network. Then there are 
nodes which are connected through wireless connections with each 
other and its true that there are some malicious nodes in every 
network. Such malicious nodes can affect the whole network. 

Malicious nodes are those nodes which do not respond, means 
they exist in network but they do not respond.

A. IPv6 Header Format
Version Traffic Class Flow Label

Payload Length Next Header Hop Limit
Source Address

Destination Address
Fig. 3: IPv6 Header Format

Version 4-bit Internet Protocol version 
number =6.

Traffic Class 8-bit traffic class field.
Flow Label 20-bit flow label.

Payload Length

16-bit unsigned integer. Length of 
the IPv6 payload, i.e., the rest of the 
packet following this IPv6 header, 
in octets.

Next Header

8-bit selector. Identifies the type of 
header immediately following the 
IPv6 header. Uses the same values 
as the IPv4 Protocol field.

Hop Limit

8-bit unsigned integer. Decremented 
by 1 by each node  that forwards 
the packet. The packet is discarded 
if Hop  Limit is decremented to 
zero.

Source Address 128-bit address of the originator of 
the packet. 

Destination Address 128-bit address of the intended 
recipient of the packet. 

IV. Mobile Ad-Hoc Network
Mobile ad-hoc networks are also known as MANET in short. 
Manet are rapidly deployable, self-configuring networks. In this 
network, the nodes are linked together via wireless links. As the 
name suggests that nodes are mobile here, means topology can 
be very dynamic.

Fig. 4: Mobile Ad-hoc Network

The above fig. shows a mobile ad-hoc network. We have different 
nodes here. These nodes are connected through wireless links. 
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V. Malicious Nodes in Mobile Ad-Hoc Networks

 
Fig. 5: Presence of Malicious Node in an Mobile Ad-Hoc 
Network

 In the above fig. we have a mobile ad hoc network, this network 
has four nodes: node A, node B, node C, node D. here node A is 
the source node, node B and node C are intermediary nodes and 
node D is the destination node.
Node A (Host Node)
Host node is the source node from where we send our data to 
the next node.
Node B and Node C
These are the intermediate nodes which helps us in transferring 
data packets from source node to destination node.
Node D
Node D is the destination node where we want to send the data.
From above figure we have 2 intermediate nodes which will helps 
us in the transmission of data packets from the source node to the 
destination node. So this algorithm will helps us in the detection 
of black holes sometimes known as the malicious nodes, in the 
network
If malicious nodes are present in a MANET, they may attempt 
to reduce network connectivity by pretending to be cooperative 
but in effect dropping any data they are meant to pass on. Like 
in the above figure node C is the malicious node here. this node 
is present in the network but it will not work. These actions may 
result in defragmented networks, isolated nodes, and drastically 
reduced network performance.
In this way this malicious node will create problems in the routing 
of packet from the source node A to the destination node B.
Black hole attack can occur when the malicious node on the path 
directly attacks the data traffic and intentionally drops, delay or 
alter the data traffic passing through it.
Mobile ad-hoc networks are more vulnerable than wired networks. 
Because of this security is much more difficult to maintain in these 
networks(mobile ad-hoc).
Here are some of the vulnerabilities that exist in mobile ad-hoc 
networks:

A. Dynamically Changing Network Topology
As we know that nodes in a mobile ad hoc network are mobile. 
So this mobile node come and goes from the network. Because 
of this, their topology changes dynamically. So because of this 
dynamically changed topology, any malicious node can enter in 
the network without being detected.

B. Lack of Centralized Monitoring
There is absence of any centralized infrastructure that forbid any 
monitoring agent in the system.

C. Cooperative Algorithms
There is a requirement of mutual trust(between the nodes) in the 
routing algorithm of MANETs, which violets the principles of 
Network security.

D. Eavesdropping
Eavesdropping is much easier in mobile ad-hoc networks because 
there is no centralized medium.

VI. Methology of Work

A. Detection of Suspicious Nodes

Fig. 6:

B. Cooperative Message Flow Chart

Fig. 7:
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1. Explanation of 6.1
we have detected the suspicious nodes by calculating the threshold 
values.
Thresholding algorithm is as follows:
Rule used to find out the Threshold value
Threshold value = [ Dest_seq_no in RREP received from node 
1) - Dest_seq_no in RT of node 1 ] + [ Dest_seq_no in RREP 
received from node 2- Dest_seq_no in RT of that node ]……… 
+Dest_seq_no in RREP of node n) - Dest_seq_no in RT of node 
n ] / n
Where n is total number of neighbor nodes from which node has 
received Request Reply packets.
After detecting the thresholding value we will compare the 
Destination sequence number. If destination sequence number 
is greater than threshold value then we will put this node in the 
suspicious black node list and if its not then no action required 
further.

2. Explanation of 6.2
In the 2nd part, we send the cooperative message to all the 
suspicious nodes and then we wait for the reply. If reply comes 
then its not a black hole or malicious node, and if doesn’t then 
it’s a malicious node, and we will remove that malicious node 
from the network.

VII. Conclusion
IPv6 is the new version of the internet protocol will replace the 
current IPv4 protocol. In the present scenario, due to prevailing 
security problems occur in IPv4 day by day the acceptance of the 
IPv6 on the internet is grown at the very fastest rate. The new 
version of the internet protocol provides numerous features over 
IPv4 which directly or indirectly improve security for devices that 
are connected to the internet. Beside these improvements some of 
the security issues are still exists and needs thorough attention. 

There are various security holes reported in contrast to the new 
features emerging in IPv6.  One of the serious security issue 
concern with the routing header of IPv6. In my thesis work, we 
will design a protection algorithm that can solve the security issue 
caused by routing header of IPv6. Routing header is a kind of 
extension header of IPv6 and it’s used by an IPv6 source to list 
one or more intermediate nodes to be visited on the way to a 
packet destination. But routing header has serious problem and 
by using this attacker can by-pass the security principles at packet 
filtering system of IPv6 such as firewall and than he can access 
the protected internal network by using routing header. So in my 
work I have designed an algorithm, which will work in two parts. 
Firstly, the detection algorithm will detect all the malicious nodes 
present in the network and in the second part, after detecting the 
malicious nodes the removal algorithm will try to remove all the 
black nodes present in the network so as to make the network 
more secure. 

By introducing the new protocol we are solving some of the old 
problems with IPv4 while introducing totally new ones. Ultimately 
the new protocol creates as many problems as it solves. Like: 
Presence of malicious node is a serious problem, because due to 
the presence of malicious nodes, the network get fragmented and 
it also affects the routing of packet from source to destination.
It is estimated that when you connect your computer network to the 
internet, you are physically linking your computer to over 50,000 
unfamiliar networks as well as their users. We know that it opens 

a lot of important applications. Security is a prominent feature of 
the network to protect us from many external and internal threats 
like: email based network security problems, denial of service 
network security attacks, worms and trojans, and wireless network 
security attacks. So that’s why we need some security algorithms 
which protect us from these threats. This algorithm can be used 
with existing IPv6 based packet filtering system that protect the 
internal system such as firewall so there is no need to modify the 
user interface and packet filtering rule format. This algorithm 
can solve the security issue caused by routing header without the 
need of much modification and it makes the configuration easy 
for administrator because the algorithm can apply on existing 
system. 

VIII. Future Scope
Internet Protocol version 4 the fourth iteration of the Internet 
Protocol (IP), is one of standard internetwork-layer protocol used 
and the first version of the protocol to be widely deployed on the 
Internet. Going through the history during the early 1990s, it was 
clear that IPv4 was not a long-term protocol. The deployment of 
a new architecture becomes a need as well as a necessity. The 
transition to IPv6 holds the future of the internet infrastructure. 
IPv6 protocol is a robust technology designed as a successor to 
IP version 4 (IPv4), the predominant protocol in use today. The 
changes from IPv4 to IPv6 are primarily in the areas of expanded 
addressing capabilities; header format simplification; improved 
support for extensions and options; flow labeling capability; and 
consolidated authentication and privacy capabilities.
The kind of communication that will be enabled by the advent of 
IPv6 will be particularly useful in the embedded systems arena, as 
millions of new devices take advantage of Internet connectivity. 
There are many ways in which IPv4 is not working, and there are 
good amount of reasons why the migration of IPv6 is not only 
desirable, but necessary. Some of the areas include reducing address 
space , Internet Security, Quality of Service, auto configuration, 
wireless, Wimax  the list are endless. 
One of the important aspects of implementation IPv6 is that it 
will remove any concern about the limitation of IP addresses. 
IPv6 uses 128-bit addresses, versus the 32-bit addresses used by 
IPv4. Compared to the total possible number of IPv4 addresses, 
4.29 billion, IPv6 provides nearly 600 quadrillion addresses for 
every square millimeter on earth. That’s 6x1023 addresses for 
every square meter of the earth’s surface.
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