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Abstract 
Development of online social networks and publication of 
social network data has led to the risk of leakage of confidential 
information of particulars. Then this requires the preservation 
of privacy before such network data is published by service 
distributers. Privacy in online social networks data has been of 
utmost concern in past years. Then hence, the research in this field 
is still in its recent years. Then several published academic studies 
have proposed solutions for providing privacy of tabular small 
data. But those techniques cannot be straight forwardly applied 
to social network data as social network is a complex graphical 
structure of edges and vertices. Techniques like k-anonymity, 
its variables, L-diversity have been applied to social network 
content. Integrated technique of K-anonymity & L-diversity has 
also been developed to secure privacy of social network data in 
a better way.
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I. Introduction 
Due to the increase in popularity of online social networks on 
the Web [1], large number of people subscribe to social networks 
or social media. This has generated large amount of user data 
that is gathered and maintained by the social network service 
providers. The data generated by social network services is 
termed as the social network data that needs to be published for 
others in certain situations. One of the situations is when specific 
analysis of the user data needs to be done and another situation 
is when the owner of the data has to share the data with third 
parties like advertising partners which is part of policies generally 
accepted by subscribers. The data contains valuable information 
about users that helps third parties in better social targeting of 
advertisements. Then the SN analysis is being used in modern 
sociology, geography, economics, and information sciences [2]. 
Researchers in various fields use this data for different purposes 
like researchers in government institutions require social network 
data for information and security purposes [3]. So, data needs to be 
shared or published in all above mentioned situations. Owner of 
data can publish it for others to analyze but it may create serious 
privacy threats. To fulfill the demands for the network data, online 
social media operators have been sharing the data they gather and 
maintain with external third parties such as advertisers, application 
developers, and academic researchers like Facebook has thousands 
of third-party applications and there has been an exponential 
increase in this number [4]. Social network data contains sensitive 
and confidential information about the users [5-7]. Thus sharing 
of this data in its raw form may breach privacy of individuals. 
Individual privacy is defined as “the right of the individual to 
decide what information about himself should be communicated 
to others and under what circumstances” [8].Then the privacy 
breach occurs when private and confidential information about 
the user is disclosed to an adversary. So, preserving privacy of 
individuals while publishing user’s collected data is an important 

research area. Work has been done by various researchers in this 
direction. 

II. Protecting User Data
In any online social network users are generating a massive amount 
of data. In this section we focus on data the users create on purpose 
with the intent of sharing (i.e., explicit information). This includes 
blog or micro-blog posts, profile information, photos, videos, 
instant message text, and so on. This does not include data such 
as sentimental relationships with other users, or account creation 
times. We refer to this type of explicit, \for sharing” data as \
content.” There are several different vantage points from which an 
adversary can access user data in a modern online social network. 
Other users are a constant threat because in the vast majority of 
OSNs today anybody (including malicious parties) can sign up 
for an account and become a member thereby increasing their 
access to other users’ data. The only requirements are a valid 
email address and the ability to solve a recaptcha. This means 
the social net- work provider must provide the users some way to 
specify who they trust and who they don’t trust within the social 
network. Different providers handle this in different ways with 
varying levels of detail. Social network \applications” are web 
pages that are written by some third party but have API access 
to social graph data typically only accessible by the online social 
network provider. Applications are typically opt-in for users. In 
the case of Facebook users are told explicitly and vaguely what 
content an application will attempt to access and are given the 
choice whether or not to use that application. Advertising agencies 
provide the vast majority of revenue for online social network 
distributers. Then they are motivated to, in conjunction with the 
OSN provider, harvest user data in order to target advertisements 
at a granularity never before thought possible. Many users do 
not appreciate having personal information analyzed in order to 
better target ads. Accordingly, it is risky to allow such complete 
profiles of real world people to be compiled and stored by third 
party corporations that have little vested interest in keeping this 
data safe. The social network provider itself is a threat, because 
the social network provider has technical access to all the data on 
the OSN, users must trust that provider and trust in the provider’s 
privacy policy and terms of use. Further- more, the OSN provider 
has little motivation for keeping their users’ data safe.

A. Protection from Other Users
Protecting users from \other users” includes any other user on 
the social network. We can divide the set of other users into three 
categories. 

1. Directly Connected Users
These are users that have a link between them in the social graph. 
This means something different in different social networks. In 
Facebook it means that the two users can view more information 
on each other’s profiles. In some of the literature this simply means 
the two users have communicated with each other via email. 
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2. Unconnected or Indirectly Connected Users
These users are two or more hops away from one another. (e.g., 
friends of friends (FOF) or friends of friends of friends (FOFOF)). 
This category also includes two users that are in the online social 
network that have absolutely no relation between them.

3. General Public
The general public has access to information in many online social 
networks. For example, Twitter makes tweets public by default 
and Google indexes them.

B. Direct Access
Many online social network providers allow the users of their 
social network to make privacy settings. This is the user’s first line 
of defense against malicious users. Some of these privacy setting 
schemes are simple and straight forward. For example, Twitter 
allows users to make tweets \private” which are only visible to 
their followers. This is the only privacy setting they provide and 
it effectively locks out the general public and unconnected users. 
How- ever, most online social network providers like Facebook 
and LinkedIN subject their users to a dizzying, complex set of 
privacy controls. The repercussions of the decisions users are 
forced to make immediately are not fully known until the user is 
familiar with the online social network in question. These privacy 
settings must be care- fully weighed and experimented along, and 
yet users are forced to make privacy settings immediately upon 
joining the social network in order for them to be successful in 
protecting their own data.
We begin by looking at a paper that analyzes the impact of simply 
choosing the most restrictive or most private settings possible. In 
fact, even if users can fully understand their privacy settings they 
may not be protected from other users in an online social network. 
In [9], Stutzman and Kramer-Duffeld explore the implications 
of making a pro_le \friends only” on the Facebook online social 
network. Only directly connected users can view any content 
the user has posted. The researchers conclude that while such a 
configuration is effective against other users on the online social 
network, very few users actually utilize it. However, this researcher 
points out that this is not a strong defense against a myriad of 
other attacks from different perspectives including, Sybil accounts, 
advertisers, applications, and the online social network provider 
itself. Additionally, it sties prominent features of the online social 
network like friend discovery. Rather than simply lock down one’s 
own profile, several papers have been written that try to make 
existing privacy settings easier to understand for the user. In [10], 
the authors attempt to help users better understand their privacy 
settings by showing them examples of what their own profile 
would look like from the perspective of other users. In many 
social networks determining what data is visible and what data is 
not visible and to whom is a complex task for users. Here lipford 
et al. implement a system for Facebook that allows users to view 
their own profile from various perspectives. Because this system 
is implemented in Facebook users can view their own profile from 
the perspective of a friend (directly connected user), a friend of a 
friend or a Facebook user (unconnected or indirectly connected 
users), and a non-Facebook user (general public). This paper does 
help users under- stand the privacy settings that they’ve made but 
it does not help protect them from various more subtle privacy 
issues such as neighborhood malicious attacks, and network 
inference techniques. However, these techniques are out of the 
scope of this section and are covered in better detail in the OSN 
deanonymization section. This paper forces the user to properly 

sort their friends into the categories described above.
In an attempt to improve upon the situation, we have Wizards, 
[11], in which the authors design a \privacy wizard” which strives 
to make it easier for users to specify their privacy intentions. The 
key observation is that users imply most of their privacy settings 
and mentally categorize their connections to other users in the 
online social network as \communities.” For sample, users think 
of groups of relations such as co-workers, friends, classmates, etc. 
These categories are not bound by the simplistic set of 3 specified 
above. Rather, the user can create an arbitrary number of them in 
order to allow proper access to the correct OSN users. In [11], a 
machine learning technique is used to classify users in the online 
social network. When a new user initiates the system they are asked 
to make custom privacy settings for each user as new connections 
are made. The system uses the manual classifications to make 
broader categories. It attempts to select the most informative users 
for manual classification order to minimize the number of users 
that must be classified manually. The authors leverage the fact that 
users’ privacy settings for another user usually coordinate with 
the communities they’re associated with. They assume that the 
communities will be implied by the online social network data.

Fig. 1:  Alice is a member of two different communities: co-
workers and family. After categorizing Bob manually, the system 
will categorize the rest of the coworkers together because they 
are strongly connected.

To better understand this concept imagine Alice and, her friend in 
the OSN, Bob. When Bob tries to access Alice’s profile information 
there must be some set of rules governing how much of this content 
he can view. Before Bob has visited Alice’s page Alice is asked to 
classify Bob explicitly. Alice allows Bob to view everything on 
her profile except her date of birth (because she is aware of the 
work in [12]). What has happened here is that Alice has placed 
Bob into a category (for example Bob might be a co-worker). 
Alice did NOT tell the system that Bob is her colleague. She 
only expressed that Bob should have access to everything but 
her DOB. Now imagine
Bob is friends with several more people at work. Additionally, 
most of the people that work at that office are connected in the 
online social network. We can recognize that Bob is part of a 
community that Alice is mentally formulating based on who he is 
friends with and other social network data. We know what Alice 
wants Bob to access in her profile so we can assume that Alice 
probably feels similarly about the rest of that community. This, 
the core-idea of [11] is illustrated in Fig. 1 and in general it works 
very well except for the occasional outlier. This is very clever and 
well designed system for determining a user’s privacy settings 
with minimal effort by the user. However, users are occasionally 
mis-categorized. Additionally, this design does not protect users 
from the ever watchful eye of the OSN provider or ad agencies. 
Instead it allows them to achieve fine grained, explicit privacy 
settings immediately without having to learn a complex privacy 
scheme. Indeed, they need only classify a small percentage of 
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their OSN network to achieve powerful results.

A. Protection from Applications
Online social networks frequently employ some sort of application 
system. In such a system, third party developers are able to write 
code that is displayed in the social network and has access to 
a set of API functions that allow the application being written 
to access content typically only available to the online social 
network provider. Applications in all the major online social 
networks are opt-in however users are not always happy with 
sharing their personal data with miscellaneous third parties. In 
the majority of online social networks there is no _ne grained 
control of what personal content the application can access. In 
other words, applications are opt-in, all or nothing. This subsection 
reviews some of the methods researchers have attempted in order 
to improve this situation.

Fig. 2: FAITH Architecture. The FAITH system sits between 
Facebook and Your Server in order to intercept and verify calls 
and responses

In [14], Lee et al. argue that Facebook asks new users to make 
privacy decisions immediately when their account is created. 
Obviously it’s good that Facebook takes privacy and security 
concerns seriously but, as we just discussed, new users aren’t able 
to comprehend the full impact of the privacy decisions they’re 
forced to make. This is especially true before they’re familiar 
with the OSN. Additionally, these privacy settings do not have 
any impact on the ability of third party applications to access 
the user’s data. Lee et al. develop \FAITH” which provides a 
mechanism for users to expose a different amount of their own data 
on an application by application basis. They do this by designing 
a transparent third party server which controls which applications 
can see which information. Instead of users accessing application 
data and applications accessing user data directly through the 
SN, all the API calls are routed through the FAITH source. At 
this point this server can decide, based on user specifications, 
what information to expose to this application at this time. A high 
level diagram of the architecture can be seen in Fig. 2. The draw-
back of this work is that users must opt-in to this service. FAITH 
has not been widely adopted be- cause third party applications 
have little or no incentive to use this system. Finally, FAITH still 
requires users to make elaborate privacy settings to reap the full 
benefits. This goes against the argument with which they open 
their paper. This system does provide adequate protection against 
social network applications when it is used by both the user and 
the third party app provider.
In [13], Felt and Evans address the same problem as Lee et 
al. They go on to point out that many applications require less 

information then they claim they need. Additionally, social 
graph information (who the user’s friends are) is often necessary 
but rarely mentioned. Felt and Evans design a system called \
Privacy By Proxy” which attempts to protect user data from third 
party social networking applications. In this systems third party 
applications are given references to user data but not the values 
themselves. For example, if the application would like to display 
the birthdays of the friends of the user they would write an html 
page that contains special tags known only to the social network 
distributer. One tag < user:friends > might reference the set of 
all friends and another tag < user:friends[0]:birthday > might 
reference a speci_c friend’s birthday. Clearly a more elaborate 
implementation is straightforward.

B. Protection from Advertisers
Because users are publishing a massive amount of data to social 
networking sites, marketing can be targeted at a granularity never 
before thought possible. Users can now be fed ads automatically 
that target their individual interests specifically. Most OSN 
providers have built their business model on delivering premium, 
highly focused ad space to advertisers. They determine the specific 
interests of users based on those users’ own generated content. 
However, users are not happy with having their data bought and 
sold at a premium. In this section we discuss works that protect 
user data from online advertisers.
The first line of defense against advertisements is blocking 
malicious or adversarial ads. In [75] Sculley et al. attempt to 
block ads that fit into any of the following categories: counterfeit 
goods, misleading or inaccurate claims, phishing, arbitrage, 
inaccurate or deceptive pricing, and malware. Their approach 
needs to have a low rate of false positives (which would wrongly 
punishes advertisers), and a low rate of false negatives (which 
would degrade the user experience). In order to achieve this high 
accuracy their system evaluates ads (selected randomly) over 
a large number of models. If the models to not converge to a 
classi_cation then the ad is subjected to manual inspection. The 
models implement a machine learning technique that classifies 
ads based on several features. 
Natural language features these are individual terms. 
String-based features Then this feature set tries to target 
intentional misspellings and typographical manipulation
Structural features This refers to the actual layout of the landing 
area. Where is the ad placed? 
Landing page-type what type of landing page is this? A blog? 
A forum? etc. 
Link-based features what links are there on the landing page. 
Are there any redirects? 
Non-text content Such as Multi media data. 
Advertiser account-level features Such as account creation time, 
and number of ads being run.
Policy specific features including a variety of proprietary features 
that help identify policy violations. 
The models are trained individually for different categories. That 
is, some ads might be considered adversarial on one page and 
not on another. This makes a lot of intuitive sense in the world of 
highly focused ad space because we expect ads to sell products 
related to the content of the page we’re viewing. Adverts that 
do not follow this simple rule of thumb often are perceived as 
annoying. Finally, map-reduce is used to train and implement 
the ad classifier.
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C. Protection from the OSN Provider
Very recently much work has gone into protecting user content 
from the online social network provider. The online social network 
provider acts as the \Eye of God” in that it can see all data that 
ows through the net- work. Currently users sign privacy policies 
and terms of use agreements with the provider which is their only 
line of defense. Then the users are now beginning to realize that 
they do not want to trust online social network providers with 
their personal data.
In [4], Anderson et al. design an online social network in the client 
/ server architecture that does not rely on the OSN provider to 
be trusted. Instead the server simply provides availability. That 
is, name resolution of members in the social network. The actual 
content of the social network resides on individuals’ computers 
spread across the Internet. Imagine two users Bob and Alice want 
to communicate via the online social network. Alice’s computer 
needs to connect to Bob’s computer but she does not know Bob’s 
IP address and he does not have a domain identity. In fact, it is very 
likely that both Bob and Alice were given dynamic IP addresses 
by their ISPs and that there machines are behind routers. In order 
to avoid elaborate configuration required for every member of 
the OSN we instead rely on the OSN servers only for name 
functionality. Alice will connect to the social network server and 
ask for Bob by his name. The social network server then gives 
Alice a path to Bob if Bob is online or, if Bob is not online, 
Alice will store the message locally and the server will notify Bob 
about this message the next time he is online and provide a path 
to Alice for Bob. The actual message content is not stored on or 
passed through the server at any point. This system has not been 
widely adopted because there is little incentive for an established 
social network provider to convert to such a application. In fact, 
they are incentivized not to build such a system because it would 
limit their ability to target advertisements. Additionally, online 
social networks are extremely difficult to start because of the 
paradox that only social networks with a large population are 
capable of increasing their population. In spite of this, it is this 
researcher’s opinion that a system of this design is the best solution 
to the problem of trusting the online social network providers. 
Unfortunately an online social network of this design does not 
have the enticing revenue potential that traditional online social 
networks have.

D. Protecting Location Information
Online social networking has stirred an interesting new trend of 
users sharing their location information with applications and 
fallowers. This allows online social networks to provide targeted, 
dynamic content based on location information. However, this again 
raises security and privacy issues because location information is, 
by its nature, sensitive (users are concerned about physical harm) 
and time-sensitive. Mobile online social networks make extensive 
use of user location. A mobile online social network is a network 
that users access primarily through mobile devices. All of this 
brings up interesting security and privacy concerns. For example, 
[109] presents a novel system of automatically categorizing places 
with tags based on online social network data about those places. A 
strong imagination is not necessary to envision the sort of malicious 
activities that might come about with semantically tagged location 
information about a person. Additionally, techniques like this 
show us that it is not just other users whom we concern ourselves 
with when dealing with our location information. Researchers, 
however good their intentions might be, often create tools like in 
[17] that can be used maliciously. Privacy Context Obfuscation 

(PCO) [16] which has been mentioned previously in this paper 
does make brief mention of obscuring location information based 
on parameters such as who is accessing the data, the time of day, 
and potentially, where the content is being accessed from. For 
example, users might be able to see the location of other users if 
and only if they are in the same location.

Fig. 3: Mobishare Architecture. Users send some in- formation 
to the OSN provider (user ID) and some information to the 
location server (user location). In this way, the location cannot 
be linked to the user because neither of the services have enough 
information.

A lot can be inferred from location information, especially if it 
has some semantic connotation. Using PCO the user simply needs 
to categorize strangers as not being able to view their location 
information in order to protect their privacy in a reasonable yet 
robust way. Wei, Xu, and Li describe a scheme for sharing location 
in a privacy preserving way in Mobishare, [18]. This work is an 
extension of Smokescreen, [19]. In this Mobishare users are able 
to share their location information with third party applications 
and other users but the OSN provider nor the location server have 
complete knowledge of the users’ identity and location. This is 
achieved by splitting location requesters into two groups, strangers 
and friends. Then, using an encryption scheme to protect location 
data, this information is transmitted to the location server or the 
online social network. Using this scheme, the online social network 
provider cannot learn the location of users and the location server 
(dealing with only fake ID’s) never learns the true identities of 
the users for which it has location information. A simple diagram 
of the entities used in this scheme can be seen in Fig. 3. This 
system is much more robust than PCO [20] in that it hides location 
information from the online social network provider itself and the 
third party location server cannot figure out the identities of the 
users for which it has location information. In order to place users 
at locations an adversary would need control of both the location 
server and the online social network.

III. Directions 
Few inferences drawn below:

To preserve usefulness(utility) of anonymized data is an 1. 
important aspect while applying techniques for privacy 
preservation. So, there is a need to develop methodologies 
that can quantitatively measure utility of data. There is need 
to evaluate various techniques in terms of tradeoff between 
privacy and utility. 
Many algorithms like k-anonymity, L-diversity, integrated 2. 
approach of k-anonymity & L-diversity have been developed 
for preserving privacy of social network user data but existing 
techniques leads to substantial information loss. 
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Anonymization techniques have been developed for one 3. 
time released network data. But many applications require 
publishing data periodically so there is a need to develop 
techniques that can preserve privacy of dynamic releases. 
Techniques are available for preserving privacy in case of 4. 
distributed tabular data e.g. [21]. However, in case of social 
network distributed privacy preserving techniques are not 
well reported in literature except [22]. 
Existing privacy preserving approaches for social networks 5. 
have been evaluated using either small datasets or synthetic 
datasets. There is need to conduct empirical experiments on 
large datasets. 
There is no existing technique which can prevent homogeneity 6. 
attacks, background knowledge attacks, attacks arising due 
to distance between sensitive values. 

IV. Conclusion 
It became evident from the literature that privacy of users is the 
main concern and topic of research now days. Various models 
proposed for tabular micro-data have been adopted for preserving 
privacy of social network data. Techniques like K-anonymity, 
L-diversity, and integrated K-anonymity L-diversity have been 
used till now but these techniques lead to substantial information 
loss. So, there is a scope of improvement of the techniques that 
provide privacy preservation with minimum information loss and 
better utility of released data.
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