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Abstract
Cryptography algorithms are either symmetric algorithms, or 
asymmetric algorithms. Symmetric algorithms work much faster 
than asymmetric algorithms. But it requires secured mechanism 
to share keys. Whereas hybrid encryption mechanism gives 
advantages of both algorithms and avoids disadvantages of both 
algorithms. Hybrid encryption will give faster performance since 
plain text will be encrypted using symmetric algorithm and key 
sharing will be done using asymmetric algorithm. We can use 
hybrid mechanism for either confidentiality or authentication. 
In this paper, we will evaluate hybrid encryption used for 
authentication in distributed systems.
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I. Introduction
Cryptographic algorithms are either symmetric or asymmetric. 
In a cryptosystem that uses symmetric cryptography, the sender 
and receiver use two instances of the same key for encryption 
and decryption. Each pair of users who want to exchange data 
using symmetric key encryption must have two instances of the 
same key. The security of the symmetric encryption method is 
completely dependent on how users protect the keys. If a key 
is compromised, then all messages encrypted with that key can 
be decrypted and read by an intruder. Since both users employ 
the same key to encrypt and decrypt messages, symmetric 
cryptosystems can provide confidentiality of data but they cannot 
provide authentication or nonrepudiation. There is no way to prove 
through cryptography who actually sent a message if two people 
are using the same key.

II. Symmetric Encryption
The symmetric encryption works much faster than asymmetric 
encryption because symmetric algorithms carry out simple 
mathematic functions on the bits during encryption and decryption 
processes. They substitute and transposition bits which is not 
processor-intensive and is not overly difficult. It’s hard to break 
messages encrypted with symmetric key of larger key size because 
symmetric algorithms carry out substitution and transposition on 
bits over and over again.
The weaknesses of symmetric algorithm are as follows. It requires 
a secure mechanism to deliver the keys, and it doesn’t provide 
authenticity or nonrepudiation. Each pair of user needs a unique 
key, so as the number of individuals increases, so does the number 
of keys, this makes key management little difficult.

III. Asymmetric Encryption
In Asymmetric cryptosystems, two different but mathematically 
related keys (public and private) are used for encryption and 
decryption. The public key can be known to everyone, and the 
private key must be known and used only by the owner. With a 
public key, one cannot figure out the corresponding private key, 
and vice versa. If Ann encrypts data with her private key, then 

Jack must have the corresponding public key to decrypt it. By 
decrypting the message with Jack’s public key, Jack can be sure that 
the message really came from Ann. This provides authentication 
because the sender is the only one who is supposed to have his 
private key. Ann may encrypt the message with the public key of 
Jack instead encrypting it with her private key. This method does 
not provide authentication because anyone can get Jack’s public 
key, but this will provide confidentiality of the message because 
the data can only be decrypted with Jack’s private key.
Asymmetric algorithms work much slower than symmetric 
algorithms, because they use much more complex mathematics 
to carry out the functions which are processor-intensive.

IV. Hybrid Encryption Mechanism
We figured out that symmetric algorithms are faster but have some 
drawbacks such as lack of scalability, difficult key management 
and they provide only confidentiality of data. Asymmetric 
algorithms do not have these drawbacks but are very slow. Let 
us see how these encryption methods can be used together to get 
the maximum benefits.
In the hybrid approach, both these technologies are used in a 
complementary manner with each performing a different function 
as shown in fig. 1.
A symmetric algorithm creates keys used for encrypting bulk data, 
and an asymmetric algorithm creates keys used for automated 
key distribution. When a symmetric key is used for bulk data 
encryption, this key is used to encrypt the message that will be 
sent. When the intended receiver gets the encrypted data, he will 
require the same key to decrypt the message. Since the key needs 
to be delivered safely to the recipient, an asymmetric algorithm 
can be used to encrypt the symmetric key.

Fig. 1: Hybrid Encryption Mechanism

So we use the symmetric key on the message and the asymmetric 
key on the symmetric key. Depending upon the security requirement 
one of these approaches can be employed.

A. Confidentiality
If confidentiality is the most important security service to Ann, 
she would encrypt the message with Jack’s public key. This is 
called a secure message format because it can only be decrypted 
by the person who has the corresponding private key. Ann doesn’t 
want anyone who has her public key to read her message to Jack. 



IJCST  Vol. 5, ISSue 3, July - SepT 2014

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  379

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Ann only wants Jack to be able to read it. So Ann encrypts the 
symmetric key with Jack’s public key. If Jack has kept his private 
key protected, he will be the only one who can read Ann’s message. 
Fig. 2 represents how confidentiality is achieved using hybrid 
mechanism.

Fig. 2: Achieving Confidentiality Via Hybrid Encryption 
Mechanism

B. Authentication
If authentication is the most important security service to Ann, 
then she would encrypt the data with her private key. This provides 
assurance to Jack that the only person who could have encrypted 
the data is the individual who has the possession of that private key. 
If Ann encrypted the data with Jack’s public key, authentication 
is not provided because this public key is available to anyone. 
Encrypting data with Ann’s private key is called an open message 
format because anyone with a copy of the corresponding public 
key can decrypt the message. Confidentiality is not ensured. 

V. Hybrid Encryption Supporting Confidentiality and 
Authentication Together
We have developed a prototype which makes use of hybrid 
encryption mechanism for authentication. In distributed enterprise 
application as depicted in fig. 3, each node is responsible for 
authenticating user requests.

In our prototype, a separate copy of key pair is used for each node 
for asymmetric encryption. In distributed systems all nodes in a 
trusted domain, will share each other’s public keys using trusted 
channel, and will be stored in each node’s local trust store. This 
is how non-trusted nodes will not be able to access public key of 
node and so data confidentiality is also achieved. 
The plain text under discussion is a self-contained session token. 
Our session token will contain information about the session 
which includes user information (e.g. username), authorization 
information (e.g. role, access rights) and session information (e.g. 
creation time, time out). When any user logs on to the application 
via any node in the distributed system, it will generate session token 
that will be encrypted using hybrid encryption mechanism.
Each node will contain public key of all other nodes in that 
trusted domain. Now if same token is used in any other node 
in the distributed system, token will be decrypted using hybrid 
mechanism and that user will be authenticated and authorized to 
that node.

VI. Performance Analysis
We did performance test for our prototype using Apache JMeter. 
Performance test ran with 10 concurrent threads with 10 loop count, 
so that total 100 login requests. Then accessed those sessions in 
local node as well as on different (remote) node.

Fig. 4: Performance Report for Authentication Using Hybrid Encryption

We have set a duration assertion benchmark of 200 milliseconds for response time. All timings, referred in Fig4, are in milliseconds 
i.e. timing in average, min and max columns. For this assertion benchmark, we found only 13% of requests were failing (Error column 
in the report in Fig4). Based on the performance report, the time taken for failed requests are above 200 milliseconds. Those requests 
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took over 17sec (Max column in the report). So the average time 
taken during 100 sample also went as high as 1.5 seconds (Average 
column in the report). We can see the minimum response time 
is as low as 6 milliseconds (Min column in the report), which is 
really a good performance.

VII. Conclusion
Based on the performance report in fig. 4, we can conclude that 
hybrid encryption mechanism gives faster performance like 
symmetric encryption and makes symmetric key sharing secured 
through asymmetric encryption.
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