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Abstract 
The wireless sensor networks have wide processing capacity 
in which the data transmission plays a vital role in WSN. We 
are enhancing a system to have a better data transmission rate. 
Based upon the study we found that the transmission of data in 
the Military is still not highly secure. So our system enhancing 
the security based on the Digital Signature and the security under 
digital signature. Initially we group the nodes in the form of cluster 
and those clusters have the cluster head to access the region. After 
the formation of the cluster region, need to analyze the mobility, 
and therefore to process the data transmission. For the transmission 
of data we propose the algorithm EEDC in the existing they have 
used LEECH. Being the process in wireless network, clusters are 
formed periodically and dynamically. In the security part we are 
using two ways, one is the identity based digital signature and 
Identity based online/offline Digital Signature. So the system will 
be much more secure than the present strategy. The attacker can 
be easily identified with this network.

I. Introduction
Wireless sensor networks consist of small nodes with sensing, 
computation, and wireless communications capabilities. Due to 
recent technological advances, the manufacturing of small and low-
cost sensors has become technically and economically feasible. 
These sensors measure ambient conditions in the environment 
surrounding them and then transform these measurements into 
signals that can be processed to reveal some characteristics about 
phenomena located in the area around these sensors. A large 
number of these sensors can be networked in many applications 
that require unattended operations, hence producing a wireless 
sensor network (WSN). In fact, the applications of WSNs are 
quite numerous. For example, WSNs have profound effects 
on military and civil applications such as target field imaging, 
intrusion detection, weather monitoring, security and tactical 
surveillance, distributed computing, detecting ambient conditions 
such as temperature, movement, sound, light, or the presence 
of certain objects, inventory control, and disaster management. 
Deployment of a sensor network in these applications can be 
in random fashion (e.g., dropped from an airplane in a disaster 
management application) or manual (e.g., fire alarm sensors in a 
facility or sensors planted underground for precision agriculture). 
Creating a network of these sensors can assist rescue operations 
by locating survivors, identifying risky areas, and making the 
rescue team more aware of the overall situation in a disaster 
area. Typically, WSNs contain hundreds or thousands of these 
sensor nodes, and these sensors have the ability to communicate 
either among each other or directly to an external base station 
(BS). A greater number of sensors allows for sensing over larger 
geographical regions with greater accuracy. 
Sensor nodes coordinate among themselves to produce high-
quality information about the physical environment. Each sensor 
node bases its decisions on its mission, the information it currently 
has, and its knowledge of its computing, communication, and 
energy resources. Each of these scattered sensor nodes has the 
capability to collect and route data either to other sensors or back 

to an external BS(s).1 A BS may be a fixed or mobile node capable 
of connecting the sensor network to an existing communications 
infrastructure or to the Internet where a user can have access to 
the reported data.In the past few years, intensive research that 
addresses the potential of collaboration among sensors in data 
gathering and processing, and coordination and management of the 
sensing activity was conducted. In most applications, sensor nodes 
are constrained in energy supply and communication bandwidth. 
Thus, innovative techniques to eliminate energy inefficiencies that 
shorten the lifetime of the network and efficient use of the limited 
bandwidth are highly required.
Such constraints combined with a typical deployment of large 
number of sensor nodes pose many challenges to the design 
and management of WSNs and necessitate energy-awareness at 
all layers of the networking protocol stack. For example, at the 
network layer, it is highly desirable to find methods for energy-
efficient route discovery and relaying of data from the sensor nodes 
to the BS so that the lifetime of the network is maximized.

II. Secure Data Transmission with Hierarchical 
Clustering
One of the major threats in wireless sensor network is security and 
huge consumption of energy which has to be addressed. Energy 
consumption can be constrained through clustering. Clustering is 
an effective way of avoiding complexities between sensor nodes 
of a network which will transmit data to the base station through 
the cluster head. Security for wireless sensor network can be 
provided using digital signature which is a critical security service 
offered in asymmetric key management like cryptography. As 
we have introduced clustering technique our network becomes a 
“cluster based wireless sensor network”. Dynamic clustering of 
the sensor nodes will help in reducing the energy consumption 
to an extent by multi-hop technique. For this EEDC algorithm is 
used. The Energy Efficient Dynamic Clustering (EEDC) algorithm 
which supports two tier hierarchy networks for providing data to 
multiple base stations is known as two tier hierarchy network. 
Clustering is an effective and practical way to enhance the system 
performance of WSNs. In recent years, wireless communication 
due to rapid hardware cost reduction and providing its devices with 
portability has become one of the most important communication 
methods in our everyday life. Many people communicate with 
others through wireless environment almost every day. However, 
from privacy viewpoint, wireless security is a crucial challenge 
since messages are delivered to their destinations through the air 
so hackers can maliciously intercept the messages and decrypt the 
messages. A Clustering sensor node is an efficient topology and a 
crucial issue in Wireless Sensor Network (WSN). Clustering is a 
technique in which small light weight, low cost , low power sensor 
nodes are grouped in to some clusters. In this paper, propose a 
security solution for LEACH (Low-Energy Adaptive Clustering 
Hierarchy), a protocol where clusters are formed dynamically 
and periodically. A LEACH protocol effective one to reduce and 
balance the total energy consumption for CWSNs. The wireless 
sensor network consists of small sized, light weighted, low power, 
inexpensive wireless nodes called sensor nodes, deployed in 
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physical or environmental condition. And it is measured physical 
parameters such as sound, temperature, pressure, humidity and 
light. In WSNs the individual Sensor node are capable of data 
sensing their environments, processing the data locally, sending 
data to one or more collection points and aggregates the data and 
sends the data to the base station in a WSN as The cost of data 
transmission is much more expensive than that of data processing. 
The sensor nodes have the ability to communicate either among 
each other or directly to a base station. Data in sensor network are 
bound either downstream to nodes from a sink node or upstream 
to a sink node from nodes. Wireless sensor network are a kind of 
application specified network.

Fig. 1: Simple Cluster Network Architecture

Fig. shows the simple cluster Network Architecture, In Cluster 
Network, consist of large number of Sensor Nodes(SN) are 
grouped into different clusters. Each Cluster is composed of one 
Cluster Head(CH) sensor node which is elected autonomously 
and cluster member nodes or leaf(non CH). Leaf (non CH),join 
a cluster depending on the receiving signal strength. The Cluster 
Head(CH) gets the sensed data from the leaf(non CH),aggregates 
the sensed information and then sends it to the base station.
In Cluster wireless sensor networks have the following 
characteristics:
It includes two kinds of nodes:
Sensor nodes with limited energy can sense their own residual 
energy and have the same architecture. Base Station (BS) without 
energy restriction is far away from the area of sensor nodes.  All 
sensor nodes use the direct transmission or multi-hop transmission 
to communicate with the BS. Sensor nodes sense environment at 
a fixed rate and always have data to send to the BS.
Cluster head perform data aggregation and Base Station(BS) 
receives compressed data.
The lifespan of WSN is the total amount of time before the first 
sensor node runs out of power.Some very big clusters and very 
small clusters may exist in the network at the same time. In large 
scale CWSNs, multi-hop data transmission is used for transmission 
between the CHs to the BS, where the direct communication is 
not possible due to the distance or obstacles between them. The 
version of the proposed SET-IBS and SET IBOOS protocols for 
CWSNs can be extended using multi-hop routing algorithms, to 
form secure data transmission protocols  for hierarchical clusters. 
The solutions to this extension could be achieved by applying 
the following two routing models. The multi-hop planar model: 
A CH node transmits data to the BS by forwarding its data to 
its neighbor nodes, in turn the data is sent to the BS. We have 
proposed an energy efficient routing algorithm for hierarchically 
clustered WSNs in, and it is suitable for the proposed secure data 

transmission protocols. The cluster-based hierarchical method: 
The network is broken into clustered layers, and the data packages 
travel from a lower cluster head to a higher one, in turn to the 
BS. Each cluster head creates a TDMA schedule for its cluster 
members. This information is broadcasted back to the nodes in the 
cluster. Once the clusters are created and TDMA schedule is fixed, 
data transmission can begin. Each cluster member can be turned off 
until the node‘s allocated time. Each node sends data to its cluster 
heads with minimal transmission power. This power is estimated 
by received signal strength of the advertisement message, so that 
data transmission uses a minimal amount of energy. When all the 
data has been received from the cluster members, then cluster head 
node perform data aggregation function to compress the data into 
a single signal. After a certain time the next round, begin. After the 
cluster formation, the cluster heads broadcast the aggregate data 
to the next level. At the next level, the nodes aggregate their data 
and sends to their cluster heads. In this manner, the cluster heads 
at the last level transmit the final information to the BS.

III. Conclusion
In this paper, we first reviewed the data transmission issues and the 
security issues in CWSNs. The deficiency of the symmetric key 
management for secure data transmission has been discussed. 
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