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Abstract 
Wireless Networks are susceptible for a variety of malicious attacks 
because they use shared transmission medium. The transmission 
of information may be jammed by an attacker by introducing 
malicious packets into the network. These jammers create a lot of 
noise in the total network and create problems at both the ends of 
transmission and affect the performance of the wireless networks. 
Hence in every wireless network employ certain techniques to 
detect or to avoid or to prevent jamming attacks. Jammers deny 
services to the authorized users by jamming legitimate traffic by 
illegitimate  traffic. An attacker sends unauthorized packets to the 
nodes in the network and increase the traffic to jam the network. 
The jammers purposefully interfere with the physical transmission 
and reception of the wireless communication. The jamming 
attacks do not comply with the MAC protocols. The impact of 
an unintentional disruption can be minimized by identifying 
the presence of the jamming attacks and by implementing an 
appropriate prevention methods. Jammers can be identified in 
the MAC layer. To prevent these attacks, some schemes such as 
Triple DES, multilevel steganography. This paper also investigates 
the solutions to reduce the effectiveness of jammer as well as to 
decrease the jamming rate.

I. Introduction
The fundamental characteristic of wireless networks that renders 
them vulnerable to attacks is the broadcast nature of their medium. 
This exposes them to passive and active attacks, which are different 
in their nature and objectives. In the former, a malicious entity 
does not take any action except passively observing ongoing 
communication. On the other hand, an active attacker is involved 
in transmission as well. Depending on attacker objectives, different 
terminology is used. If the attacker abuses a protocol with the 
goal to obtain performance benefits itself, the attack is referred 
to as misbehavior. If the attacker does not directly manipulate 
protocol parameters but exploits protocol semantics and aims at 
indirect benefits by unconditionally disrupting network operation, 
the attack is termed jamming or Denial-of-Service, depending on 
whether one looks at its cause or its consequences. 
Jamming can disrupt wireless transmission and can occur either 
unintentionally in the form of interference, noise or collision at 
the receiver side or in the context of an attack.
A jamming attack is particularly effective since (i) no special 
hardware is needed in order to be launched, (ii) it can be implemented 
by simply listening to the open medium and broadcasting in the 
same frequency band as the network and (iii) if launched wisely, 
it can lead to significant benefits with small incurred cost for the 
attacker. With regard to the machinery and impact of jamming 
attacks, they usually aim at the physical layer and are realized 
by means of a high transmission power signal that corrupts a 
communication link or an area. Conventional defense techniques 
against physical layer jamming rely on spread spectrum, which 
can be too energy-consuming to be widely deployed in resource 
constrained sensors. Jamming attacks also occur at the access 
layer; an adversary either corrupts control packets or reserves the 
channel for the maximum allowable number of slots, so that other 
nodes experience low throughput by not being able to access the 
channel [3]. The work in [4] studies the problem of a legitimate 

node and a jammer transmitting to a common receiver in an on-off 
mode in a game-theoretic framework. Jamming can be considered 
as one of fundamental way of degrading network performance. In 
the simplest form of jamming, the adversary corrupts the content 
of original message by transmitting radio frequency signals in the 
network or by blocking the message so that it cannot be able to 
reach to the intended receiver. Radio interference attacks cannot 
be easily addressed by conventional security methods. jamming 
can be done in two forms. One is external threat model in which 
jammer will not be the part of network. other one is internal threat 
model in which jammer will be the part of network. An assumption 
is made that jammer transmits RF signal in wireless channel, so 
that channel is completely blocked and intended receiver may not 
be able to receive message. Therefore, jammer is an entity who is 
purposefully trying to interfere with transmission and reception of 
message across the wireless channel. Recently, several jamming 
strategies have been introduced. Later, jammers were categorized 
into four models. They are

Constant jammer• 
Reactive jammer• 
Deceptive jammer• 
Random jammer• 

A. Constant Jammer
In this model, jammer continuously emits RF signals and it 
transmits random bits of data to channel. It does not follow any 
MAC layer protocol. Being constant to the transfer it does not 
wait for channel to become idle.

B. Deceptive Jammer 
In this model, jammer constantly injects series packets to the 
channel without any gap between subsequent transmissions. It also 
broadcasts fabricated messages and reply old ones. Jammer will 
pass preambles out to the network and just check the preamble 
and remain silent.

C. Random Jammer
In this model, jammer alternates between period of continuous 
jamming and inactivity. After jamming for t1 units of time, it stops 
emitting radio signals and enter into sleep mode. The jammer after 
sleeping for t2 units of time wakes up and resumes jamming. Both 
time t1 and t2 is either random or fixed. 

D. Reactive Jammer
In this model, jammer will stay quite when the channel is idle. 
As soon as it senses activity on channel, it starts transmitting 
signal. In order to sense the channel jammer is on  and should 
not consume energy.
To lessen  jamming attacks many hiding schemes were
used. 
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These are:
• Strong hiding commitment scheme
• Cryptographic puzzle base scheme
• All-or-nothing transmission

The jammer jams the channel by blocking one or more nodes and 
block or corrupts the
packets. This continuous jamming can be used as denialof-service 
attacks. The jammer controls the probability of jamming and 
transmission range to cause maximal damage to the network in 
terms of corrupted transmission links. The jammer action ceases 
when it is monitored detecting node and notification message is 
passed out of jamming region. To detect jamming attacks some 
statistics are used such as signal strength, carrier sensing time, 
packet delivery ratio. The objective of a jammer is to interfere 
with legitimate wireless traffic.
Jammer can achieve this goal by either blocking real traffic or, by 
preventing reception of messages. There are different jamming 
models which can be used by jammer to address jamming attacks. 
This is the main reason why detecting jamming is very difficult as 
well as important as it is the first step towards building secure and 
dependable wireless channel. In existing systems, jammer jams an 
area in single wireless channel. Jammer controls the probability 
of jamming and transmission range in order to cause maximum 
damage.
Prevention of Jamming Attacks: To lessen  these attacks, we 
develop three schemes that prevent real-time packet classification 
by combining cryptographic primitives with physical-layer 
attributes. We analyze the security of our methods and evaluate 
their computational and communication overhead. Conventional 
anti-jamming techniques rely extensively on spread-spectrum 
(SS) communications or some form of jamming evasion (e.g., 
slow frequency hopping, or spatial retreats). SS techniques 
provide bit-level protection by spreading bits according to a 

secret pseudo-noise (PN) code, known only to the communicating 
parties. These methods can only protect wireless transmissions 
under the external threat model. Broadcast communications are 
particularly vulnerable under an internal threat model because all 
intended receivers must be aware of the secrets used to protect 
transmissions. 
The open nature of the wireless medium leaves it vulnerable 
to intentional interference attacks, typically referred to as 
jamming.
Anyone with a transceiver can eavesdrop on wireless transmissions, 
inject spurious messages, or jam legitimate ones.
Hence, the compromise of a single receiver is sufficient to reveal 
relevant cryptographic information. An intuitive solution to 
selective jamming would be the encryption of transmitted packets 
(including headers) with a static key. However, for broadcast 
communications, this static decryption key must be known to 
all intended receivers and hence, is susceptible to compromise. 
Moreover, even if the encryption key of a hiding scheme were 
to remain secret, the static portions of a transmitted packet could 
potentially lead to packet classification.

1. Real Time Packet Classification:
At the Physical layer, a packet m is encoded, interleaved, and 
modulated before it is transmitted over the wireless channel. At 
the receiver, the signal is demodulated, de-interleaved and decoded 
to recover the original packet m. Nodes A and B communicate 
via a wireless link. Within the communication range of both A 
and B there is a jamming node J. When A transmits a packet m 
to B, node J classifies m by receiving only the first few bytes 
of m. J then corrupts m beyond recovery by interfering with its 
reception at B.

2. A Strong Hiding Commitment Scheme
A strong hiding commitment scheme (SHCS), which is based on 
symmetric cryptography. Assume that the sender has a packet for 
Receiver. First, S constructs commit( message ) the commitment 
function  is an off-the-shelf symmetric encryption algorithm is a 
publicly known permutation, and k  is a randomly selected key of 
some desired key length s (the length of k is a security parameter). 
Upon reception of d, any receiver R computes.

3. Cryptographic Puzzle Hiding Scheme
A sender S has a packet m for transmission. The sender selects 
a random key k , of a desired length. S generates a puzzle (key, 
time), where puzzle() denotes the puzzle generator function, and tp 
denotes the time required for the solution of the puzzle. Parameter 
is measured in units of time, and it is directly dependent on the 
assumed computational capability of the adversary, denoted by 
N and measured in computational operations per second. After 
generating the puzzle P, the sender broadcasts (C, P). At the 
receiver side, any receiver R solves the received puzzle to recover 
key and then computes.

4. Hiding based on All-Or-Nothing Transformations
The packets are pre-processed by an AONT before transmission 
but remain unencrypted. The jammer cannot perform packet 
classification until all pseudo-messages corresponding to the 
original packet have been received and the inverse transformation 
has been applied. Packet m is partitioned to a set of x input blocks 
m = {m1, m2, m3….}, which serve as an input to an The set of 
pseudo-messages m = {m1, m2, m3,…..} is transmitted over the 
wireless medium.
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II. Conclusion
An internal adversary model in which the jammer is part of 
the network under attack, thus being aware of the protocol 
specifications and shared network secrets. We showed that the 
jammer can classify transmitted packets in real time by decoding 
the first few symbols of an ongoing transmission. We evaluated 
the impact of selective jamming attacks on network protocols such 
as TCP and routing. Our findings show that a selective jammer 
can significantly impact performance with very low effort. We 
developed three schemes that transform a selective jammer to a 
random one by preventing real-time packet classification.
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