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Abstract
Images are generally the collection of pixels which is used in 
different areas such as science, engineering and so on. With the 
increase use of digital techniques for transmit and sorting images, 
the essential issue of protecting the integrity, confidentiality as 
well as the authenticity of images has become a major disquiet. 
Classical cryptographic algorithms such as RSA, DES and AES 
are inefficient for image encryption due to image innate features, 
particularly high volume data. In this paper, we try to implement 
Image encryption using S-DES (Simplified Data Encryption 
Standard) based on Chaotic Logistic map (Arnold cat-map). In 
preceding work, most researchers used to make a chaotic icon 
using a key and then encrypt the chaotic image using the same 
key, but in this paper, first make a chaotic map of the image using 
Arnold cat-map, this chaotic map developed using a simple chaotic 
purpose, in this process there is no key will be used. Then use that 
chaotic image as a key for encrypting the image using S-DES. 
Combining the chaotic map with S-DES system can enhance the 
security of system by using the characteristic of sensibility of 
original value and randomness in chaotic map. Thus in this paper 
select the key when encrypt the image and used a chaotic image as 
a key not any other text. Thus the encryption speed is some faster 
in this implementation as compare to previous work.
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I. Introduction
Simplified-Data Encryption Standard (SDES) is a reduced 
adaptation of the Data Encryption Standard (DES) algorithm. It 
has parallel to DES but deal with a much lesser hunk and key size 
(operate on 8-bit communication blocks with a 
10-bit key) [2]. It was designed as a test block cipher for learning 
about modern cryptanalytic techniques such as linear cryptanalysis, 
difference cryptanalysis and linear-differential cryptanalysis. It is 
a variation of basic DES.
In Simplified-DES, the equal key is used for encryption and 
decryption. Though, the agenda of address the key bit is alert so 
that the decryption is the reverse of encryption. An input block to 
encrypt is subjected to an early variation IP. Then, it is applied to 
two rounds of key-dependent totaling. Finally, it is practical to a 
variation which is the contrary of the initial permutation.
S-DES is an abridged report of the DES algorithm. It has alike 
property to DES but deals with a large amount lesser block and 
input size (operates on 8-bit communication blocks with a 10-bit 
key). It was intended as a test block code for information about 
modern cryptanalytic method such as linear cryptanalysis, amount 
of dissimilarity cryptanalysis and linear-differential cryptanalysis. 
It is an option of basic DES.

A. Chaos
The next law of thermodynamics states that the calculation of 
disarray of the universe increases over time; which is a different 
way of saying that there is a lot of confusion in our life [2]. Chaos 
is a dynamical system that relies heavily on its initial conditions 

that is random and unpredictable [2]. Despite this unpredictability 
there is an underlying order to chaos. Although this is a basic 
textbook definition for chaos, there is no set universal definition 
for it because of the difficulty in coming up with one.  Even 
though it is a definition in process there are 3 conditions that are 
usually agreed upon according to Bai-Lin, and they are reliance on 
early situation, being a deterministic organization, and a periodic 
performance.

B. Chaotic Map
Chaos is an occurrence that occurs in nonlinear definable systems 
responsive to initial situation and has a pseudo-random behavior 
[3]. Various cryptographic algorithms based on chaos theory are 
obtainable till now and some of them are one way or another 
employed in ways that are competent of image encryption addition 
to text encryption. Image encryptions have to have particular skin 
such as suitable speed for image enormous data ciphering. Text 
encryption method is not suitable for finish on the image [4]. 
Almost, we need to broadcast a sensible amount of in convey, 
which necessitate a great sample gap and that in turn imply a large 
amount of keys. The division of a great number of keys is officially 
dependable to cause horrendous administration problems. 
The chaos is a procedure of exact pseudo-random series produced 
by nonlinear dynamics system [4]. It’s non-periodic, non-astringe 
and responsive to the unique price. Logistic map is a characteristic 
chaotic map and its look is showed as equation 

Xn+1= bXn  (1-Xn)
Where Xn Є [0, 1], when the worth of limitation b is between 
(3.569, 4), the system has the chaotic individuality, and then 
the sequence wrought by Logistic map is random and nearby to 
innovative value. It is likely to realize the position scramble of 
S-DES structure by collating the series of the chaotic map [4]. 
Working the series can create the sufficient large keys, and it 
achieves the reason that the in succession can be encrypt each 
time. 

C. Arnold Cat Map
A stage gap is a space in which all likely state of a association 
are symbolize, where the different state are all symbolize by one 
single end in that stage space.
A chaotic map recognized as the ACM is a separate organization 
that stretches and folds the trajectory in phase space, which resolve 
be a torus. Mathematically the ACM is defined as the following 
[5]:

Let  be the n×n matrix,
then the ACM transformation is,
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i.e.
Г: (x,y) → (x + y, x + 2y) mod n

Note: mod is the remainder of  and n.
We can also represent this as the system shown below.
X2 = (2x1+y1) mod 1
Y2 = (x1 + y1) mod1
The definition means the ACM is continuously applying its map 
to a given input and each of the iterations moves the pixel values 
to a unique corresponding point along the same torus [6].

II. Purposed Work
We evaluate the chaotic map of an image and then use that chaotic 
image as a key for encryption the real image using S-DES. We 
make the chaotic image of the main image by using Arnold cat-
map alteration. Arnold cat-map alteration is performed by using 
this function.
Γ: (x,y) → (2x+y,x+y) mod 1
One of this map’s features is that image being it seems that 
randomized by the transformation but recurring to its original 
state after a number of steps. In this paper we used only one step 
of the modification of the image. As can be seen in the fig. 2, the 
original image of lena is sheared and then wrap around in the 
first iteration of the change, which gives the randomization in 
encryption of the image.
For an image, the relationship between iterations could be 
expressed as follows:

For n=0:      T0(x,y) = Input Image(x,y)
For n=1:      T1(x,y) = T0(mod(2x+y,N),mod(x+y,N))
For n=m:         Output Image(x,y) = Tm(x,y)

In this proposed approach we are using only first iteration of the 
chaotic image of original image of lena, and this chaotic image 
treated as the key for encryption of the original image of Lena [7] 
[8]. Original image of lena and chaotic image of first iteration of 
the unique image are shown in fig. 1.

 

          (a)                                               (b)
Fig. 1(a): Main image (b): First iteration of Arnold Cat-Map of 
main image.

After getting the chaotic image of the original image we need to 
make the binary image of the chaotic image, this binary conversion 
of the chaotic image will be treated as the key for S-DES to encrypt 
the original image.

III. Result Analysis 
In this section, statistical analysis, sensitivity analysis and speed 
performance of the image are discussed.

A. Statistical Analysis
In order to resist statistical attacks, the encryption image should 
possess certain random properties. The result for lena image as 
shown in fig. 2(a) are used for illustration.

 
         (a)                                              (b)

       (c)
Fig. 2(a): Shows Frame of the Lena, (b) Shows First Iteration 
of the Arnold Cat-Map of lena image, (c) shows the encrypted 
image of lena image.

B. Color Histogram.
In fig. 3  frame (a), (b) and (c) show the histogram of RGB colors 
for original (Fig. 2(a) ), frame (e), (f) and (g) show the histogram 
of the encrypted images (Fig. 2(b) ) and Fig. 2(c) shows the first 
iteration of the chaotic image of the lena image, which is generated 
by Arnold cat-map. The figure clearly presents the random-like 
appearance of the encrypted images. 

  (a)

  (b)
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  (c)

     (d)

      (e)

       (f)
Fig. 3: Frame (a), (b) and (c) are the histogram of the red, green 
and blue channels of the  lena image in fig. 2(a). frame (d),(e) 
and (f) are the histogram of the red, green and blue channels of 
the encrypted image of lena (Fig. 2(b))

C. Sensitivity Analysis
To perform the sensitivity analysis we use the second iteration 
of chaotic map of the original image of lena, which makes little 
difference in the binary value of chaotic map from previously used 
chaotic map. Therefore now we found a new key for encryption 

of the original image of lena and now we get the new encrypted 
image as shown fig. 4.

 
        (a)                                              (b)

        (c)
Fig. 4(a): Original image of lena, (b) encrypted image of the 
original image of lena by old key,  (c)  new encrypted image 
found by the new key.

IV. Speed Performance
Apart from the security consideration, running speed of the 
algorithm is also an important aspect for a good encryption 
algorithm. The simulator for the proposed scheme is implemented 
using Matlab 7.0. Performance was measured on 2.40 GHz Pentium 
Core 2 Duo cpu with 2 GB RAM running Windows 7. A simulation 
result shows that the average running time is 0.013163 seconds 
for encryption and 0.014136 seconds for decryption.

V. Conclusion
In this paper, a color image encryption scheme is proposed, 
which is based on Arnold cat-map of the original image. The 
transformation modeled by the Arnold cat-map and then found a 
chaotic image of the original image, that chaotic image is then used 
for encryption of the original image. Thus the resulted encrypted 
image shows the randomness of the algorithm. The use of Anrold 
cat-map increases the confusion of the encrypted image. Indeed, 
all performance analysis proves the security robustness of the 
proposed algorithm.

References
[1] Yu, X. Y., J. Zhang, H. E. Ren, G. S. Xu, X. Y. Luo. “Chaotic 

image scrambling algorithm based on S-DES.” InJournal 
of Physics: Conference Series, Vol. 48, No. 1, pp. 349. IOP 
Publishing, 2006.

[2] Giesl, Jiri, LadislavBehal, KarelVlcek,“Improving chaos 
image encryption speed.”International Journal of Future 
Communication and Networking, No. 3 (2009), pp. 23-36.

[3] Pareek, Narendra K., VinodPatidar, Krishan K. Sud. “Image 
encryption using chaotic logistic map.” Image and Vision 
Computing 24, No. 9 (2006), pp. 926-934.



IJCST  Vol. 5, ISSue 3, July - SepT 2014  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 330   InternatIonal Journal of Computer SCIenCe and teChnology

[4] Salleh, Mazleena, Subariah Ibrahim, Ismail FauziIsnin. 
“Image encryption algorithm based on chaotic mapping”, 
JurnalTeknologi 39, No. 1 (2012): pp. 1-12.

[5] He, Jun, Zhi-bin Li, Hai-fengQian,“Cryptography based on 
Spatiotemporal Chaos System and Multiple Maps”, Journal 
of Software 5, No. 4 (2010), pp. 421-428.

[6] Wong, Kwok-Wo, Bernie Sin-Hung Kwok, Wing-Shing 
Law,“A fast image encryption scheme based on chaotic 
standard map”, Physics Letters A372, no. 15 (2008): 2645-
2652.

[7] Masmoudi, Atef, Mohamed SelimBouhlel, William Puech,“A 
new image cryptosystem based on chaotic map and continued 
fractions”, InEUSIPCO’10: 18th European Signal Processing 
Conference 2010.

[8] Sengodan, V., A. Balamurugan,“Efficient Signal Encryption 
using Chaos-based System”, 2010.

Sanjay Kumar is M.Tech student in 
Department of Computer Science 
Engineering at Sobhasaria Engineering 
College, Sikar. He received hisB.Tech 
degree in Information Technology 
from RTU, Kota in 2010. His research 
areas are Cryptography and Computer 
Networking.

Sandeep Srivastava is a Assistant 
Professor at Department of Computer 
Science Engineering,Sobhasaria 
Engineering College,Sikar, India. 
He holds aM.Tech. degree from the 
same college in 2010. He received his 
B.Tech degree in Computer Science 
Engineering from RTU, Kota. His 
research interests are in cryptography, 
information security and computer 
network.


