
IJCST  Vol. 5, ISSue 3, July - SepT 2014

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  297

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

MONA: Secure Multi-Owner Data Sharing for Dynamic 
Groups in the Cloud

1P.KIRANMAI, 2Y.RAMU
1,2Shri Vishnu Engineering College For Women: Bhimavaram, AP, India

Abstract
Now a days cloud computing plays a key role for sharing group 
resource among their users. Due to the frequent changes of 
membership maintaining multi owner data is becoming a difficult 
task and also sharing of data in an untrusted cloud is also a major 
challenge.For that purpose we introduce the MONA for dynamic 
groups in the cloud and it supports for group signature and broadcast 
encryption techniques.So that any cloud user can share data with 
the others.Here the revocation list is also presented.
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I. Introduction

A. What is Cloud Computing?
Cloud computing is the access to computers and their functionality 
via the Internet or a local area network. Users of a cloud request this 
access from a set of web services that manage a pool of computing 
resources (i.e., machines, network, storage, operating systems, 
application development environments, application programs). 
When granted, a fraction of the resources in the pool is dedicated 
to the requesting user until he or she releases them. It is called 
“cloud computing” because the user cannot actually see or specify 
the physical location and organization of the equipment hosting the 
resources they are ultimately allowed to use. That is, the resources 
are drawn from a “cloud” of resources when they are granted 
to a user and returned to the cloud when they are released. A 
“cloud” is a set of machines and web services that implement 
cloud computing.

B. Basic Concept of MONA:-
Cloud computing is providing the basic characteristics such 
as low maintainance and resource sharing.Because of these 
two characteristics it became an alternative for the traditional 
technology.Amazon and such others are providing various servies 
to the cloud users.
Cloud providers offering a basic service for the users is data 
storage.for example the company allows its entire staff to store 
and share files by using the cloud.By using this the staff can get 
rid of local storage and maintainance but the problem arised here 
is Confidentiality.For this purpose we use the encrypted data files 
to store in the cloud but still these are some challenging issue.
Cloud computng is providing the identity privacy as one of its 
obstacles without this user may not show intrest to use the cloud 
systems.Here unconditional identity is giving a chance to privacy 
problems.
In single-owner manner only the manager can store, share and 
modify the files in the cloud where as in multiple-owner any one 
of the group member can share, store or modify the data.so that 
all the members can enjoy the storing and sharing of data across 
the cloud.
In his it also maintains the revocation list that gives the information 
about the current group members. Changes of membership make 

secure data sharing highly difficult.key management is also become 
difficult for every change of membership in the list.
To solve the above challenging issues here we inroduced the 
MONA.This paper mainly includes:

Multi-owner data sharing-any one of the group member can 1. 
securely share and store the data.
Dynamic group management-new users can decrypt the data 2. 
that are uploded without contacting the data owners.
Seure sharing and privacy preserving  access control to users 3. 
is providing.so that when ever dispute occurs data owners 
real identities will be reveald by group manager.
We also provide strict security analysis.4. 

II. Related Work
There are many schemes proposed for secured sharing of data 
throughout the trusted cloud.

A. Plutus: Scalable Secure File Sharing On Untrusted 
Storage [4] 
It facilitates secure file sharing on untrusted servers and it also 
protects network integrity with file-sign/file-verify keys.Here the 
files are divided into filegroups and each group is encrypted with 
an exclusive fileblock key.Here the disadvantages are Heavy key 
distribution - After each user revocation the file-block key needs 
to be updated and distributed again.

B. Sirius: Securing Remote Untrusted Storage [5]
It handles multi-user file systems by using two keys MEK and 
MSK.The Disadvantage is Files metadata needs to be updated 
after each revocation 

C. Improved Proxy Re-Encryption Schemes with 
Applications to Secure [6]
It strengthens the distributed storage.Here the data encryption is 
a two-step procedure. 

Encryption is done using exclusive and symmetric content 1. 
keys. 
Data is encrypted with a master public key. 2. 

Here Proxy cryptography is used by the server to re-encrypt 
the particular content key(s) from the master public key.But the 
disadvantage is Collusion attack may occur 

D. Achieving Secure, Scalable, and Fine-Grained Data 
Access Control in Cloud Computing [3]
Here in this a secure data sharing model for dynamic groups 
in a remote storage and dynamic broadcast encryption is used.
Authentication is done by Group signatures and Supports effective 
user repudiation and new user registration.Revocation can be 
attained without updating the private keys of other users.

E. Secure Provenance: The Essential of Bread And Butter 
of Data Forensics in Cloud Computing [7]
In this Group signatures are used and encryption is done by 
ciphertext-policy attribute-based encryption technique .In this 
each user will have 2 keys Group signature key, Attribute key. 
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But the disadvantage is user revocation is not supported.
Compared with the above solutions MONA offers some unique 
features such as

Any one of the group member can store and share data files 1. 
in the cloud.
The complexity of encryption and size f cipher texts are 2. 
independent
Revocation list is available without upating the keys.3. 
New user can directly decrypt the files stored in the cloud 4. 
without his participation.

III. System Model

Fig. 1: System Model

Here we combine the cloud computing architecture with the 
example.Here we are using an organization who are using the 
cloud to enable it’s staff mebers to share data files in the same 
department or in group.It mainly consists of three major things.
Those are Group Manager (in our example he is Organization 
manager), Group members (Users/Staff of the Organization), and 
the third one is the important one cloud.
Cloud is operated by the CSPs and provides priced abundant 
storage services.But the cloud is not fully trusted because it is 
outside of the user’s trusted domain.
Group manager take care of parameters generation, user 
registration, user revocation and tracing real identity of a dispute 
data owner.
Group members are registerd users who can share their private data 
in the cloud with their group members.Here group members keeps 
on changing that is due to staff resignation and new employee 
joinings.
The major design goals of this project are access control, data 
confidentiality, anonimity, tracebility and efficiency.

IV. Experimental Study
For achieving the secure data sharing for dynamic groups in the 
cloud here we combine group signature technique and dynamic 
broacast encryption technique.Particularly the group signature 
enables users to anonymously use the cloud resources,and the 
dynamic broadcast encryption technique allows data owners 
to securely share their data files with others even with the new 
users.
Here tackling the user revocation is done by the group manager 
and the group manager provides the revocation list in the public 
by migrating them into the cloud.It reduces the computation 
overhead.In MONA the computation cost and the cipher text size 
are constant and those are independent of revoked users.

A. Implementation
Here we implement the MONA, using three algorithems.They 
are Signature generation, signature verification, revocation 
verification. 

1. Algorithms Used:
Signature Generation• 
Signature Verification• 
Revocation Verification• 

2. Algorithms Description

(i). Signature Generation

(ii). Signature Verification
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(iii). Revocation Verification

Modules:-
The implementation of MONA for data sharing in the cloud is 
done by using the following modules.

Registration: In this module a User has to register first, and 1. 
then only he/she has to access the data base. 
Login: In this module, any of the above mentioned people 2. 
has to login, they should login by giving their user name 
and password.
Group Signature: The group signature scheme allows any 3. 
member of the group to sign messages while keeping the 
identity secret from verifiers. Besides, the designated group 
manager can reveal the identity of the signature’s originator 
when a dispute occurs, which is denoted as traceability.
File Upload: Here the files are uploaded by the group members 4. 
into the cloud.The uploaded files were present in encrypted 
form, only registered user can decrypt it. Even CSP can only 
view the encrypted file form. 
File Download: The Registered users can download the file 5. 
and can do updates. The modified file will be uploaded into 
cloud server by the user.
User Deletion: Manager (admin) can reject the user, so as that 6. 
rejected user doesn’t login and access the database.

B. Performance Comparision of MONA:-

Fig. 2:

C. Experimental Results
When Iam doing this project I observed the following results.
In this Project, When ever the group member is registering into 
the group, they have to enter their mail id’s also.After the group 
manager activated the group member they can receive a mail that 
contains the group signature key which is mainly for providing 
security.If the group member wants to login he must enter the 

group signature.

Fig. 3: 

So the authorised users can only see the data.In this we can share 
the files among the group members.In this project for data viewing, 
downloading and deleting it needs the file key which is generated 
at the time of file uploading.It can also be send to the mails.

Fig. 4:

Here the Group manager has all rights to check the details of all 
group members’ work and he can also deactivate the accounts.
Here the account revocation is also provied.So the person them 
selves can deactivate their accounts or the group manager can do 
the deactivation.

V. Conclusion
Here we design a secure data sharing scheme, MONA, for dynamic 
groups in an untrusted cloud. The user is able to share the data 
in the cloud with their group without revealing their identities.
Here the MONA supports for efficient user revocation and it can 
be achieved by public revocaton list.The updation of the others 
private keys is not needed for MONA.Here the storage overhead 
and computation costs are constant.Here if the group manager 
fails to handle the files, the reliability and scalability  problems 
arises.In future for solving the reliability and scalability issues  
we further introduce the back-up group manager.In case of any 
failures of group manager the back up group manager handles 
those problems.So that the reliability and scalability increses.
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