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Abstract
strongly maintain log report over unlimited periods of your time 
is exceedingly vital to the right implementation of any institute. 
Reliability of the monitor files which of the work method ought to 
be ensured in the slightest degree repeats. Additionally, as log files 
typically contain sensitive info, confidentiality and privacy of log 
records square measure equally vital. However, deploying a secure 
work infrastructure involves substantial capital expenses that a lot 
of organizations could notice overwhelming. Authorization log 
management to the cloud seems to be a viable value saving live. 
During this paper, we have a tendency to determine the challenges 
for a safe cloud-based log management service and propose a 
structure for doing a similar.
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I. Introduction
A LOG could be a record of events occurring among organization’s 
system or network [1]. Work is vital as a result of log knowledge 
is accustomed troubleshoot issues, fine tune system performance, 
establish policy violations, investigate malicious activities, and 
even record user activities. Log records play a important role 
in digital rhetorical analysis of systems. Laws like HIPAA [2], 
Payment Card trade knowledge Security commonplace [3], or 
Sarbanes-Oxley [4] typically need forensically sound preservation 
of knowledge. To adjust to these laws, proof created in a very court 
of law, together with log records, should be unbiased, no tampered 
with, and complete before they’ll be used. Since log files contain 
record of most system events including user activities, they become 
a very important target for multi cloud attackers. AN aggressor, 
breaking into a system, usually would attempt to not leave traces 
of his or her activities behind. Consequently, the primary issue 
an aggressor typically will is to break log files or interrupt the 
work services. Moreover, the sensitive info contained in log files 
typically directly contributes to confidentiality breaches. AN 
example of this is often once logs contain information group action 
knowledge. Frequently, log info will be useful to an aggressor in 
gaining unauthorized access to system. One example of this is 
often the case once a user erroneously enters her secret within the 
username field whereas work into a system. Work programs can 
store the secret because the user-id to record the knowledge that 
a user has didn’t log in. Last, however not least, info in log file 
also can be accustomed because privacy breaches for users within 
the system since the log file contains record of all events within 
the system.That work is provided in a secure manner and that the 
log records square measure adequately protected for a planned 
quantity of your time (maybe even indefinitely). Ancient work 
protocols that square measure supported syslog [5] haven’t been 
designed with such safety features in mind. Security extensions 
that are projected, like reliable delivery of syslog [6], forward 
integrity for audit logs [7], slog [8], and syslog [9], typically give 
either partial protection, or don’t defend the log records from finish 
purpose attacks. Additionally, log management needs substantial 
storage and process capabilities. The log service should be ready 

to store knowledge in AN organized manner and give a quick and 
helpful retrieval facility. Last, however not least, log records might 
typically got to be created on the market to outside auditors United 
Nations agency aren’t associated with the organization. Deploying 
a secure work infrastructure to satisfy of these challenges entails 
important infrastructural support and capital expenses that 
several organizations might notice overwhelming. The rising 
paradigm of cloud computing guarantees a coffee price chance 
for organizations to store and manage log records in a very correct 
manner. Organizations will source the long storage necessities of 
log files to the cloud. The challenges of storing and maintaining 
the log records become a priority of the cloud supplier. Since the 
cloud supplier is providing one service to several organizations 
that it can take pleasure in economic science of scale. Pushing 
log records to the cloud, however, introduces a new challenge 
in storing and maintaining log records. The cloud supplier is 
honest however curious. This suggests that it will attempt not 
solely to urge tip directly from log records, however conjointly 
link log record connected activities to their sources. No existing 
protocol addresses all the challenges that arise once log storage 
and maintenance is pushed to the cloud.

II. Related Work
The Reliable Delivery and Filtering for System log feature permits 
a tool to be bespoken for receipt of system log messages. This 
feature provides reliable and secure delivery for system log 
messages exploitation Blocks contractible Exchange Protocol 
(BEEP). to boot, it permits multiple sessions to one work host, 
freelance of the underlying transport technique, and provides a 
filtering mechanism referred to as a message mortal. This module 
describes the functions of the Reliable Delivery and Filtering for 
system log feature and the way to tack them during a network.
It provides sensible, real-world steering on developing, implementing 
and associated maintaining effective log management practices 
throughout an enterprise. The steering during this publication 
covers many topics, together with establishing log management 
infrastructures, and developing and acting sturdy log management 
processes throughout a company. The publication presents log 
management technologies from a high-level viewpoint, and 
it’s not a piecemeal guide to implementing or exploitation log 
management technologies.
In this paper, we propose an approach for log resp. audit data 
representation, which aims at simplifying the analysis process 
for the security officer. For this purpose audit data and existing 
relations between audit events are represented graphically in a 
three dimensional space. We describe a general approach for 
analyzing and exploring audit or log data in the context of this 
presentation paradigm. Further, we introduce our tool, which 
implements this approach and demonstrate the strengths and 
benefits of this presentation and exploration form.
The Use of public key encryption to provide secure network 
communication has received considerable attention. Such public 
key systems are usually very effective against a “passive” 
eavesdropper, namely, one who merely taps the communication 
line and tries to decipher the intercepted message. However, as 
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pointed out in Needham and Schroeder an improperly designed 
protocol could be vulnerable to an “active” saboteur, one who may 
impersonate another user and may alter or replay the message. 
As a protocol might be compromised in a complex way, informal 
arguments that assert the security for a protocol are prone to 
errors.
An open, incrementally extensible object oriented database 
management system lets developers tailor database functionality 
for applications. It can also serve as a platform for research. This 
object describes the architecture of the Open file system. First we 
discuss its requirements, then its computational model. This builds 
database functionality as an extensible collection of transparent 
extensions to existing programming languages. We also describe 
how Open file system architecture is decomposed into a kernel 
meta-architecture and a collection of modules implementing 
specific behavioral extensions. Finally, we discuss risks of the 
approach and report on the project’s status.
Department of Computer and Information Science, Norwegian 
University of Science and Technology In this paper we have given 
results from simulations with two different scheduler strategies. 
Further work for the DB simulator includes extensions that could 
make it more suitable for simulation of algorithms for object-
oriented databases. Obviously, much more can be done with both 
the simulation model and the simulator. This includes adding new 
schedulers to the system, e.g., other versions of the two-phase 
locking scheduler, like wound-wait and wait-die. In a real system, 
replication is used for increased reliability and performance. This 
could also be integrated into this framework. It can also serve as 
a platform for research. This article describes the architecture 
of the Open file system. First we discuss its requirements, then 
its computational model. This builds database functionality as 
an extensible collection of transparent extensions to existing 
programming languages. We also describe how Open file system 
architecture is decomposed into a kernel meta architecture 
and a collection of modules implementing specific behavioral 
extensions.

III. System Architecture
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A. Log Generators for Data
These are the computing devices that generate log data. Each 
organization hat adopts the cloud-based log management service 
has a number of log generators. Each of these generators is up 
to with logging capability. The log files generated by these hosts 
are not stored locally except temporarily till such times they are 
pushed to the logging client.  

B. Logging Client or Logging Relay
The logging client Isa collector that receives groups of log records 
generated by one or more log generators, and prepares the log data 
so that it can be pushed to the cloud for long term storage. The 
log data is transferred from the generators to the client in batches, 
either on a schedule, or as and when needed depending on the 
amount of log data waiting to be transferred. The logging client 
incorporates security protection on batches of accumulated log 
data and pushes each batch to the logging cloud. When the logging 
client pushes log data to the cloud it acts as a logging relay. We 
use the terms logging client and logging relay interchangeably. 
The logging client or relay can be implemented as a group of 
collaborating hosts. For simplicity however, we assume that there 
is single logging client.

C. Logging Cloud
The logging cloud provides long term storage and maintenance 
service to log data received from different logging clients belonging 
to different organizations. The logging cloud is maintained by aloud 
service provider. Only those organizations that have subscribed 
to the logging cloud’s services can upload data to the cloud. The 
cloud, on request from an organization can also delete log data 
and perform log rotation. Before the logging cloud will delete or 
rotate log data it needs a proof from the requester that the latter 
is authorized.
Perform further analysis as needed. They can also ask the log cloud 
to delete log data permanently, or rotate information throughout 
the transmission.

D. Log Monitor
These are hosts that are used to monitor and review log data. They 
can generate queries to retrieve log data from the cloud. Based 
on the log data retrieved, these monitors will perform further 
analysis as needed. They can also ask the log cloud to delete log 
data permanently, or rotate logs.
We assume that the organization maintains the log generators 
and the logging client. The log monitor can be maintained by the 
same organization or can be a separate entity. The logging client 
can also play the role of a log monitor. We develop our model 
assuming that the log monitor is a separate entity that is trusted 
by the logging client. Since the logging client and log monitor 
operate independent of each other, they can communicate only in 
an asynchronous manner. This means that if a logging client wants 
to send some data to the log monitor (or vice versa), the sender 
cannot expect the receiver to be online to receive the data. As a 
result the sender has to publish the data in some location and the 
receiver needs to retrieve the data from there when needed. The 
logging cloud facilitates this communication by receiving and 
servicing appropriate requests.
The logging client and the log monitor communicate with the 
external world, over an unencrypted network that provides 
anonymous full-duplex communication. Our proof-of- concept 
prototype gets this service from the Tor network  Attacks on the 
Tor network that breach anonymity of communicating parties, 
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have been well studied and solutions proposed. Protecting the 
anonymous communication channel is beyond the scope of this 
paper. The organization’s network is well monitored victimization 
security tools like intrusion detection systems and firewalls. we 
tend to don’t assume that the organization’s security can’t be 
broken. However, we tend to do assume that all log generators 
and work client(s) cannot be compromised at the same time. just 
some preset fraction of them is compromised at the same time. 
Additionally, if such a compo- miss takes place it will be known 
speedily. The work shopper and register generators communicate 
with one another over a synchronous, encrypted, and etch network 
guaranteeing reliable delivery of messages and supporting the 
BEEP protocol.
We assume a Dolev–Yao wrongdoer model [18] for the system 
that permits the wrongdoer the subsequent capabilities.

The wrongdoer will intercept any message sent over the • 
Internet.
The wrongdoer will synthesize, replicate, and replay mess- • 
sages in his possession.
The wrongdoer will be a legitimate participant of the network • 
or will attempt to impersonate legitimate hosts. In addition, 
the wrongdoer will conceive to browse, delete, and modify 
information hold on within the work cloud. 

We ask for to safeguard against square measure as follows.
Replay of Log Messages: The assailant records a set of log • 
messages “M” sent by a work consumer to the work cloud. 
Later, the assailant attacks the work consumer and, so as to 
cover proof concerning the attack sends “M” to the work 
cloud.
Integrity of Transmitted and keep Log Data: The assailant has • 
access to the communication medium and may modify 
Believably of work Client: The assailant impersonates because • 
the work consumer and begins causation log messages to the 
work cloud.
Confidentiality of Log Messages. Throughout transmission • 
the assailant intercepts and reads log messages. In ad- dition, 
the assailant reads log information keeps at the work cloud.
Privacy of work consumer and Log Monitor, or Log • 
Generators: The assailant will actively attempt to correlate 
log messages or network traffic to associate these messages 
with specific work consumer, log monitor or log generators, 
inflicting privacy breaches.

We assume associate degree honest however curious threat model 
for the work cloud. This suggests that the cloud supplier is often 
offered and properly provides the services that square measure 
expected. However, it’s going to attempt to breach confidentiality 
or privacy of any information that’s keep domestically.

1. Log Research for Secure Storage Space
Central to our log file preparation protocol is that the creation and 
management of 3 sets of keys—Ai and Xi that square measure 
keys for making certain log record integrity, and Ki that may be 
a key for making certain log record confidentiality. These keys 
square measure derived in successive manner beginning with 3 
master keys A0 , X0 , and K0 . We have a tendency to use a secret 
key cryptosystem to supply integrity and confidentiality. we have 
a tendency to don’t suppose one trustworthy entity to store and 
manage keys. Instead, we have a tendency to propose employing 
a secret- sharing theme (such because the ones by Shamir [19] 
or Blakley [20]) to distribute the keys A0 , X0 , and K0 across 
many hosts. the thought is that given a secret S, and n and letter 
2 plus integers such zero < letter ≤ n, we’d like n entities to share 

the key S such that: 1) no single entity holds the entire secret; 2) 
any subgroup of entities of size ≥ letter will together recreate or 
recover the key S; and 3) no subgroup of entities of size t < letter 
will re-create or recover the key.
One of the issues of the key sharing schemes planned by Shamir 
or Blakley is that associate aggressor will in turn compromise 
every host until it’s compromised letter hosts. In such a case, 
the aggressor obtains the key keys. We have (i + 1). We assume 
that the break-in is detected at time t. That is, records Li+1,..., 
Lt  are potentially affected. In this case, precompromise records 
L0, Li   cannot be tampered with without being detected. This 
is because the message authentication codes MAC0, MACi has 
been generated using keys A0... Ai  that are not avail- able to the 
attacker. Consequently, the attacker cannot forge these message 
authentication codes. The attacker can insert spurious records for 
the period (i + 1), t. For this to occur, the attacker needs to either 
disregard an existing aggregated authentication code or forge a 
new aggregated authentication record. If an attacker disregards an 
existing aggregated authentication code, the insertion is detected. 
If the attacker decides to forge values, it cannot do this without 
subsequently being detected. This is because the attacker does 
not know the value
Our scheme can also detect truncation attacks. If the attacker 
deletes some trailing log records on the logging client, the existing 
aggregated message authentication code will be rendered invalid.  
In  addition, since  the attacker does not know the value n (that 
is, the number of times the current master keys A0 , X0   and 
K0   can be  used),  it  cannot  forge  a  new  aggregated message 
authentication code. Note that, as opposed to the scheme proposed 
in [10], we can still validate a single log entry without computing 
the aggregated code. Since log messages from log generators to 
the logging client are sent over authenticated channels, it ensures 
reliable delivery. An adversary that is masquerading as a logging 
client will be detected by the security in place at the organization. 
Replay of log batches as they are being sent to the logging cloud 
will be discussed in the next section.

Confidentiality: Since the log records are protected by the • 
encryption keys K0,..., KN   they cannot be deciphered without 
having the relevant keys. If an attacker compromises the 
logging client, it can at most obtain a key Ki   that is relevant 
for log records yet to arrive. It cannot break precompromise 
log records.
The actual cloud server is implemented as a multithreaded • 
server that accepts simultaneous connecting log clients and 
log monitors. Our implementation is such that it can be easily 
de- played on any existing cloud system. We have used a 
MySQL YOG database engine to store log data. The choice 
of MySQL is justified by the small batch table schema (only 
a few columns) that takes advantage of the extremely fast 
MySQL tuple fetch capabilities.

An upload-tag is essentially an instance of a hashed Diffie–Hellman 
key. The requester sends a delete or rotate request to the logging 
cloud over an anonymous channel. Evidence of possession of the 
Delete Tag proves the necessary authorization. The log client is 
implemented as a multithreaded server application that receives 
log messages from system log. The storage requirement for the 
log entries is as follows. Each log entry Li   is concatenated 
with a message authentication code and then encrypted. A 
message authentication code is generated on the resulting entry 
and appended to it.  To provide reasonable long-term security 
guarantees, 256-b message authentication code is sufficient under 
current technology. Thus, for each prepared log entry a total of 
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512 bits of overhead is incurred. If n numbers of log entries form 
a batch then the overhead for the batch is 512n. The aggregated 
message authentication code involves another extra 256 bits. Thus 
the total space overhead for a batch of n entries is linear in the 
number of log entries in the batch. This is comparable to the 
overhead in the Schneider–Kelsey scheme [14]. Moreover, if the 
size of each Li   is large the overhead for storing the authentication 
tags is negligible.

2. Anonymous Transfer, Retrieval of Data
The  logging  client  uploads  data  in  batches  where  each batch  
is  delimited by  a  start-of-log record and  an  end-of- log record. 
The cloud provider will accept log records only from its authorized 
clients. Thus, during upload a logging client has to authenticate 
to the logging cloud to prove that the client had obtained prior 
authorization from the logging cloud to use the latter’s services. 
However, we do not want the identity of the logging client to 
be linked to any of its transactions including the authentication 
process. To balance privacy and accountability, we propose using 
the k-times anonymous authorization protocol for authentication 
by the logging client to the logging cloud.
We develop four different protocols for anonymous upload, 
retrieval and deletion of log data. We assume the existence of 
an anonym zing network such as Tor to support the anonymous 
message exchanges in these protocols. We also assume that the 
logging client knows the public key of the entity that has valid 
reason to access the log files created by the logging client (the 
log monitor in our case). This entity also knows the public key of 
the client. These public keys may be known to the logging cloud 
or other adversaries.

IV. Conclusion
We proposed a complete system to securely outsource log records 
to a cloud provider. We reviewed existing solutions and identified 
problems in the current operating system based logging services 
such as syslog and practical difficulties in some of the existing 
secure logging techniques. In this work, find out the challenges 
for a secure cloud based log management service. The attackers 
use below three steps to hack. First, the attacker can intercept any 
message sent over the Internet. Second, the attacker can synthesize, 
replicate, and replay messages in his possession. And Last The 
attacker can be a legitimate participant of the network or can 
try to impersonate legitimate hosts. We implement how to store 
secure log file in cloud and that file we can change read, write, 
delete, upload and download. We can implement AES algorithm 
that uses for log monitor and log generator. We then proposed a 
comprehensive scheme that addresses security and integrity issues 
not just during the log generation phase, but also during other 
stages in the log management process, including log collection, 
transmission, storage and retrieval. One of the unique challenges 
is the problem of log privacy that arises when we outsourced log 
management to the cloud. Log information in this case should not 
be casually linkable or traceable to their sources during storage, 
retrieval and deletion. We provided anonymous upload, retrieve 
and delete protocols on log records in the cloud using the Tor 
network. The protocols that we developed for this purpose have 
potential for usage in many different areas including anonymous 
publish-subscribe.

V. Future Work
In the future, we plan to refine the log client implementation so that 
it is tightly integrated with the OS to replace current log process. 

In addition, to address privacy concerns current implementation 
allows access to log records that are indirectly identified by 
upload-tag values. We plan to investigate practical homo morphic 
encryption schemes that will allow encryption of log records in 
such a way that the logging cloud can execute some queries on the 
encrypted logs without breaching confidentiality or privacy.
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