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Abstract
A projected proxy-based multi cloud computing framework 
permits dynamic, on the fly collaborations and resource sharing 
among cloud-based services, addressing trust, policy, and solitude 
issues whereas not pre established collaboration agreements or 
standardized interfaces.  The recent rush in cloud computing 
arises from its ability to supply package, infrastructure, and 
platform services whereas not requiring outsized investments 
or expenses to manage and operate them. Clouds typically 
involve service suppliers, infrastructure/resource suppliers, and 
repair users (or clients). They embody applications delivered as 
services, additionally as a result of the hardware and package 
systems providing these services. Cloud computing characteristics 
embody a gift (network-based) access channel resource pooling 
multitenancy automatic and elastic provisioning and incaution 
of computing capabilities  and metering of resource usage 
(typically on a pay-per-use basis). Virtualization of resources like 
processors, network, memory, and storage ensures quality and high 
convenience of computing capabilities. Clouds can dynamically 
provision these virtual resources to hosted applications or to 
purchasers that use them to develop their own applications or to 
store data. Quick provisioning and dynamic reconfiguration of 
resources make possible address variable demand and guarantee 
optimum resource utilization.
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I. Introduction
The recent surge in cloud computing arises from its ability to supply 
code, infrastructure, and platform services whereas not requiring 
large investments or expenses to manage and operate them. 
Clouds usually involve service suppliers, infrastructure/resource 
suppliers, and repair users (or clients). They embody applications 
delivered as services, additionally as a result of the hardware 
and code systems providing these services. Cloud computing 
characteristics embody a gift (network-based) access channel; 
resource pooling multitenancy automatic and elastic provisioning 
and unleash of computing capabilities; and metering of resource 
usage (typically on a pay-per-use basis). One Virtualization of 
resources like processors, network, memory, and storage ensures 
measurability and high accessibility of computing capabilities. 
Clouds can dynamically provision these virtual resources to hosted 
applications or to shoppers that use them to develop their own 
applications or to store info. Speedy provisioning and dynamic 
reconfiguration of resources facilitate address variable demand and 
guarantee optimum resource utilization. As plenty of organizations 
adopt cloud computing, cloud service suppliers (CSPs) unit of 
measurement developing new technologies to spice up the cloud’s 
capabilities. Cloud mashups unit of measurement a recent trend 
mashups combine services from multiple clouds into one service 
or application, presumptively with on-premises (client-side) info 
and services. This service composition lets CSPs provide new 
functionalities to shoppers at lower development costs.

II. Literature Survey

A. Blueprinting The Cloud 
Current cloud solutions are fraught with problems. They introduce 
a monolithic cloud stack that imposes vendor lock-in and don’t 
let developers mix and match services freely from diverse cloud 
service tiers to configure them dynamically to address application 
needs. Cloud blueprinting is a novel approach that lets developers 
easily syndicate, configure, and deploy virtual service-based 
application payloads on virtual machine and resource pools in 
the cloud.
One of the greatest challenges facing longer-term adoption of 
cloud computing is the ability to automatically provision services, 
effectively manage workload segmentation and portability (that is, 
the seamless movement of workloads across many platforms and 
clouds), and manage virtual service instances, all while optimizing 
the use of cloud resources and accelerating  the deployment 
of new services. Within such a cloud environment, it’s also 
important to equip developers with a unified approach that lets 
them develop cloud applications on top of existing applications 
at any layer of the cloud stack from multiple cloud providers. The 
cloud blueprinting approach we present here greatly helps cloud 
application developers deal with such challenges. 

B. The Problem With Cloud Computing Standardiza-
tion
Cloud computing is a convergence of many technologies. 
Some have their own standards .This convergence combined 
with massively scaled deployments represents “leap-ahead” 
capabilities. We have a choice proprietary stovepipe clouds–
standards based clouds Standards will be vital to achieve success. 
Can’t standardize what you can’t define A NIST Definition of 
Cloud Computing. A computing capability where the architecture 
surrounding massive clusters of computers is abstracted from 
the applications using it and a software and server framework 
(usually based on virtualization) provides clients scalable utility 
computing capabilities to elastically provide many servers for 
a single software-as-a-service style application or to host many 
such applications on a few servers.

B. Patient-Centric Authorization Framework For Electronic 
Healthcare Services
n modern healthcare environments, a fundamental requirement for 
achieving continuity of care is the seamless access to distributed 
patient health records in an integrated and unified manner, directly 
at the point of care. However, Electronic Health Records (EHRs) 
contain a significant amount of sensitive information, and allowing 
data to be accessible at many different sources increases concerns 
related to patient privacy and data theft. Access control solutions 
must guarantee that only authorized users have access to such 
critical records for legitimate purposes, and access control policies 
from distributed EHR sources must be accurately reflected and 
enforced accordingly in the integrated EHRs. In this paper, we 
propose a unified access control scheme that supports patient-
centric selective sharing of virtual composite EHRs using different 
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levels of granularity, accommodating data aggregation and privacy 
protection requirements. We also articulate and address issues and 
mechanisms on policy anomalies that occur in the composition of 
discrete access control policies from different data sources

C. Towards HIPAA-Compliant Healthcare Systems
In healthcare domain, there is a gap between healthcare systems and 
government regulations such as the Health Insurance Portability 
and Accountability Act (HIPAA). The violations of HIPAA not 
only may cause the disclosure of patients’ sensitive information, 
but also can bring about tremendous economic loss and reputation 
damage to healthcare providers. Taking effective measures to 
address this gap has become a critical requirement for all healthcare 
entities. However, the complexity of HIPAA regulations makes it 
difficult to achieve this requirement. In this paper, we propose a 
framework to bridge such a critical gap between healthcare systems 
and HIPAA regulations. Our framework supports compliance-
oriented analysis to determine whether a health care system is 
complied with HIPAA regulations. We also describe our evaluation 
results to demonstrate the feasibility and effectiveness of our 
approach. In this paper, we have presented a framework which 
facilitates compliance analysis between healthcare systems and 
legal regulations, such as HIPAA regulations. We first extracted 
policy patterns from both HIPAA regulations and healthcare 
systems’ policies, along with a generic policy specification 
scheme. Then, we discussed our transformation and compliance 
analysis methods to determine whether a healthcare system is in 
compliance with HIPAA regulations by leveraging logic-based 
reasoning techniques. Our evaluation clearly demonstrated the 
efficiency and effectiveness of our methodology. As part of our 
future work, we would further investigate how cross-referenced 
policies can be analyzed in our framework. Also, we would attempt 
to refine and enhance our framework to deal with most sections 
of HIPAA regulations. In addition, we are planning to conduct 
extensive evaluation of our approach with real-life healthcare 
systems. Moreover, we would study comprehensive policy 
enforcement architecture for distributed healthcare systems in 
clouds, with the consideration of HIPAA compliance

D. Security-Control Methods For Statistical Databases:
This paper considers the problem of providing security to 
statistical databases against disclosure of confidential information. 
Security-control methods suggested in the literature are classified 
into four general approaches: conceptual, query restriction, data 
perturbation, and output perturbation. Criteria for evaluating the 
performance of the various security-control methods are identified. 
Security-control methods that are based on each of the four 
approaches are discussed, together with their performance with 
respect to the identified evaluation criteria. A detailed comparative 
analysis of the most promising methods for protecting dynamic-
online statistical databases is also presented. To date no single 
security-control method prevents both exact and partial disclosures. 
There are, however, a few perturbation-based methods that prevent 
exact disclosure and enable the database administrator to exercise 
“statistical disclosure control.” Some of these methods, however 
introduce bias into query responses or suffer from the 0/1 query-
set-size problem (i.e., partial disclosure is possible in case of null 
query set or a query set of size 1). We recommend directing future 
research efforts toward developing new methods that prevent 
exact disclosure and provide statistical-disclosure control, while 
at the same time do not suffer from the bias problem and the 
0/1 query-set-size problem. Furthermore, efforts directed toward 

developing a bias-correction mechanism and solving the general 
problem of small query-set-size would help salvage a few of the 
current perturbation-based methods. 

E. Preserving Data Privacy For Out Sourcing Data 
Aggregation Services
Advances in distributed service-oriented computing and 
internet technology have formed a strong technology push for 
outsourcing and information sharing. There is an increasing 
need for organizations to share their data across organization 
boundaries both within the country and with countries that may 
have lesser privacy and security standards. Ideally, we wish to 
share certain statistical data and extract the knowledge from the 
private databases without revealing any additional information of 
each individual database apart from the aggregate result that is 
permitted. In this paper we describe two scenarios for outsourcing 
data aggregation services and present a set of decentralized peer-
to-peer protocols for supporting data sharing across multiple 
private databases while minimizing the data disclosure among 
individual parties. Our basic protocols include a set of novel 
probabilistic computation mechanisms for important primitive 
data aggregation operations across multiple private databases, 
such as max, min, and topk selection. We provide an analytical 
study of our basic protocols in terms of precision, efficiency, 
and privacy characteristics. Our advanced protocols implement 
an efficient algorithm for performing KN classification across 
multiple private databases. We provide a set of experiments to 
evaluate the proposed protocols in terms of their correctness, 
efficiency and privacy characteristics

III. Existing System
Many existing cloud data services provide similar access control 
models, in which individual and organizational privacy, a key 
requirement for digital identity management, is unprotected. Also, 
with cloud computing initiatives, the scope of insider threats, a 
major source of data theft and privacy breaches, is no longer 
limited to the organizational perimeter. Multi cloud environments 
exacerbate these issues because proxies can access data (which the 
environment might dynamically move or partition across different 
clouds) on behalf of clients. Revealing sensitive information in 
identity attributes to proxies that grant them authorization to access 
the data on behalf of clients is not an attractive solution. Thus, 
assuring the private and consistent management of information 
relevant to ABAC becomes more complex in multi cloud 
systems.

IV. Proposed System
Our proposed framework for generic cloud collaboration allows 
clients and cloud applications to simultaneously use services from 
and route data among multiple clouds. This framework supports 
universal and dynamic collaboration in a multi cloud system. 
It lets clients simultaneously use services from multiple clouds 
without prior business agreements among cloud providers, and 
without adopting common standards and specifications. As more 
organizations adopt cloud computing, cloud service providers 
(CSPs) are developing new technologies to enhance the cloud’s 
capabilities. Cloud mashups are a recent trend; mashups combine 
services from multiple clouds into a single service or application, 
possibly with on-premises (client-side) data and services.
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Fig. 1: Collaboration of Two Clouds

This service composition lets CSPs offer new functionalities to 
clients at lower development costs.

A. Collaboration Framework For Multicloud System:
Cloud collaboration allows clients and cloud applications to 
simultaneously use services from and route data among multiple 
clouds. This framework supports universal and dynamic 
collaboration in a multi cloud system. It lets clients simultaneously 
use services from multiple clouds without prior business agreements 
among cloud providers, and without adopting common standards 
and specifications.

B. Client/User:
Client sends a request to cloud C1, which dynamically discovers the 
need to use services from clouds C2 and C3. C1 employs proxies to 
manage these interactions. A client that wishes to simultaneously 
use services from multiple clouds must individually interact 
with each cloud service, gather intermediate results, process the 
collective data, and generate final results. Proxies can facilitate 
collaboration without requiring prior agreements between the 
cloud service providers. 

Fig. 2: Flow Diagram

First, the requesting entity chooses proxies to act on its behalf 
and to interact with cloud applications. A client or a CSP might 
employ multiple proxies to interact with multiple CSPs. It can 
select proxies based on, for example, latencies between proxies 
and clouds or workload conditions at various proxies.

C. Cloud Service Provider
Cloud service providers (CSPs) deploy proxies as an autonomous 
cloud system and offer it as a service to clients. A client employs 
two proxies to interact with CSPs C1 and C2. Alternatively, a 

client initiates a service request with C1, which then discovers the 
need for a service from C2. PSP: proxy service provider. Clients 
deploy proxies within the infrastructure of their organization. A 
client employs two proxies to interact with CSPs C1 and C2. A 
client initiates a service request with C1, which then discovers 
the need for a service from C2.

D. Proxy Service Provider
It involves deploying proxies as an autonomous cloud that offers 
collaborative services to clients and CSPs. A group of CSPs that are 
willing to collaborate can manage this proxy-as-a-service cloud, 
or a third-party entity, a proxy service provider (PSP), can provide 
management. Clients directly subscribe to the proxy cloud service 
and employ them for inter cloud collaboration. To protect data at 
rest and data in transit, proxies must provide a trusted computing 
platform that prevents malicious software from taking control and 
compromising sensitive client and cloud application data.

V. Conclusion
To facilitate dynamic collaboration between clouds, we tend to 
planned a framework that uses proxies to act as mediators between 
applications in multiple clouds that should share knowledge. Our 
planned framework has the potential to beat many restrictions 
within the current cloud computing model which will stop dynamic 
collaboration among applications hosted by completely different 
cloud systems. Future analysis directions for the planned framework 
embrace purification the proxy preparation eventualities and 
development of infrastructural and operational elements of a multi 
cloud system. This should be in the midst of implementation of 
AN experimental platform victimisation open supply tools and 
libraries that employment together with real-world cloud services 
to gauged the system’s practicality and limitations, and create 
additional refinements.

VI. Future Work  
Currently, our research going toward a proxy deployment strategy 
based on use cases, trust, and safety requirements. But here we 
have seen some security issues while collaborating the clouds. We 
are also increasing the better security for proxy reliable including 
isolation management, data exposure and confidentiality, virtual 
OS security and securely along with a suite of proxy services to 
support various collaboration methods. Our incremental approach 
to the development of proxy services for collaboration initially 
provides support for simple use cases, later progressing to more 
complex use cases. 
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