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Abstract
Current approaches to enforce fine-grained access management 
on confidential information hosted within the cloud area unit 
supported fine-grained coding of the info.  Underneath such 
approaches, information homeowners area unit answerable of 
encrypting the info before uploading them on the cloud and 
re-encrypting the info whenever user credentials modification. 
Information homeowners therefore incur high communication 
and computation prices. a stronger approach ought to delegate the 
enforcement social management} of fine-grained access control to 
the cloud, so to minimize the overhead at the info homeowners, 
whereas reassuring information confidentiality from the cloud. We 
tend to propose associate approach, based on 2 layers of coding, 
that addresses such demand. Underneath our approach, the info 
owner performs a coarse-grained encryption, whereas the cloud 
performs a fine-grained coding on prime of the owner encrypted 
information. A difficult issue is however to decompose access 
management policies (ACPs) such the 2 layer coding are often 
performed. We tend to show that this drawback is NP-complete 
and propose novel optimisation algorithms. We tend to utilize 
associate economical cluster key management theme that supports 
expressive ACPs. Our system assures the confidentiality of the 
info and preserves the privacy of users from the cloud whereas 
delegating most of the access management social control to the 
cloud.
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I. Introduction
Security and privacy represent major considerations within the 
adoption of cloud technologies for information storage. Associate 
in nursing approach to mitigate these considerations is that 
the use of encoding. However, whereas encoding assures the 
confidentiality of the information against the cloud, the utilization 
of standard encoding approaches isn’t ample to support the social 
{control} of fine-grained structure access control policies (ACPs). 
several organizations have these days ACPs control that users 
will access that data; these ACPs area unit typically expressed in 
terms of the properties of the users, spoken as identity attributes, 
mistreatment access management languages like XACML. Such 
Associate in Nursing approach, spoken as attribute primarily 
based access management (ABAC), supports fine-grained access 
management that is crucial for high-assurance information security 
and privacy. Supporting ABAC over encrypted information could 
be a essential demand so as to utilize cloud storage services for 
selective information sharing among completely different users. 
Notice that usually user identity attributes encipher non-public 
data and will therefore be powerfully shielded from the cloud, 
significantly because the information themselves. Approaches 
supported encoding is planned for fine-grained access management 
over encrypted informatio . As shown in Figure one, those 
approaches cluster information things supported ACPs and code 
every cluster with a unique parallel key. Users then area unit 
given solely the keys for the information things they’re allowed 

to access. Extensions to cut back the amount of keys that require 
to be distributed to the users are planned exploiting hierarchal 
and alternative relationships among information things. Such 
approaches but have many limitations:

II. Existing System
Approaches based on encryption have been proposed for fine-
grained access control over encrypted group with a different 
symmetric key. Users then are given only the keys for the data 
items they are allowed to access. Extensions to reduce the number 
of keys that need to be distributed to the users have been proposed 
exploiting hierarchical and other relationships among data items. 
Such approaches however have several limitations: 

As the data owner does not keep a copy of the data, whenever 1. 
the user dynamics or ACPs change, the data owner needs to 
download and decrypt the data, re-encrypt it with the new 
keys, and upload the encrypted data. Notice also that this 
process must be applied to all the data items encrypted with 
the same key. This is inefficient when the data set to be re-
encrypted is large. 
In order to issue the new keys to the users, the data owner 2. 
needs to establish private communication channels with the 
users. 
The privacy of the identity attributes of the users is not 3. 
taken into account. Therefore the cloud can learn sensitive 
information about the users and their organization.
They are either unable or inefficient in supporting fine-grained 4. 
ABAC policies.

It requires the data owner to enforce all the ACPs by fine-grained 
encryption, both initially and subsequently after users are added/
revoked or the ACPs change. All these encryption activities have 
to be performed at the owner that thus incurs high communication 
and computation cost.

A. Existing System architecture

Fig. 1: Existing Architecture

B. Proposed System 
A challenging issue in the TLE approach is how to decompose the 
ACPs so that fine-grained ABAC enforcement can be delegated to 
the cloud while at the same time the privacy of the identity attributes 
of the users and confidentiality of the data are assured.
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The TLE approach has many advantages. When the policy or user 
dynamics changes, only the outer layer of the encryption needs to 
be updated. Since the outer layer encryption is performed at the 
cloud, no data transmission is required between the data owner 
and the cloud. Further, both the data owner and the cloud service 
utilize a broadcast key management scheme whereby the actual 
keys do not need to be distributed to the users. Instead, users are 
given one or more secrets which allow them to derive the actual 
symmetric keys for decrypting the data.
This two layer enforcement  allows one to reduce the load on the 
Owner and delegates as much access control enforcement duties 
as possible to the Cloud. Specifically, it provides a better way 
to handle data updates, user dynamics, and policy changes. The 
system goes through one additional phase compared to existing 
approach.

C. Proposed System Architecture

Fig. 2: Proposed Architecture

III. Literature Survey

A. Controlling Access to Published Data Using Crypto-
graphy
We propose a framework for enforcing access control policies on 
published XML documents using cryptography. In this framework 
the owner publishes a single data instance, which is partially 
encrypted, and which enforces all access control policies. Our 
contributions include a declarative language for access policies, 
and the resolution of these policies into a logical “protection 
model” which protects an XML tree with keys. The data owner 
enforces an access control policy by granting keys to users. The 
model is quite powerful, allowing the data owner to describe 
complex access scenarios, and is also quite elegant, allowing 
logical optimizations to be described as rewriting rules. Finally, 
we describe cryptographic techniques for enforcing the protection 
model on published data, and provide a performance analysis 
using real datasets.
We have provided a comprehensive framework for controlled 
sharing of data. Our framework includes high-level access control 
policies, a powerful logical model for protecting a document tree, 
and encryption techniques to construct an XML document that 
enforces the policies. We believe such a framework can satisfy 
the needs of emerging communities of users who want to share 

data in a distributed setting, but are restricted by trust and privacy 
constraints. Our continued work is focused on proving formal 
security claims about the data instances we have described here, 
as well as improved query processing and update techniques.
Towards Privacy Preserving Access Control In the Cloud:
It is very costly and cumbersome to manage database systems 
in-house especially for small or medium organizations. Data-as-a-
Service (DaaS) hosted in the cloud provides an attractive solution, 
which is flexible, reliable, easy and economical to operate, for such 
organizations. However security and privacy issues concerning the 
storage of the data in the cloud and access via the Internet have 
been major concerns for many organizations. The data and the 
human resources are the life blood of any organization. Hence, 
they should be strongly protected. In this paper, we identify the 
challenges in securing DaaS model and propose a system called 
Cloud Mask that lays the foundation for organizations to enjoy 
all the benefits of hosting their data in the cloud while at the same 
time supporting fine-grained and flexible access control for shared 
data hosted in the cloud.
Current trends in cloud computing and associated services are 
further pushing publishing functions to third-party providers to 
achieve flexibility and economies of scale. However, recent surveys 
have found that one of the key resistance factors for organizations 
to move to the cloud is represented by data privacy and security 
concerns. We believe that Cloud Mask is a promising solution to 
address privacy and security concerns in the context of attribute 
based access control of organizational data over a cloud data 
service. We have implemented and demonstrated a preliminary 
system that supports most of the functionality described in Section 
IV except the querying facility. We plan to adapt the system to 
build Cloud Mask and also extend it to support the capabilities 
discussed in Section.

B. Over-encryption: Management of Access Control 
Evolution on Outsourced Data
Data outsourcing is emerging today as a successful paradigm 
allowing users and organizations to exploit external services for 
the distribution of resources. A crucial problem to be addressed in 
this context concerns the enforcement of selective authorization 
policies and the support of policy updates in dynamic scenarios. 
In this paper, we present a novel solution to the enforcement of 
access control and the management of its evolution. Our proposal 
is based on the application of selective encryption as a means to 
enforce authorizations. Two layers of encryption are imposed on 
data: the inner layer is imposed by the owner for providing initial 
protection; the outer layer is imposed by the server to reflect 
policy medications. The combination of the two layers provides 
an efficient and robust solution. The paper presents a model, an 
algorithm for the management of the two layers, and an analysis 
to identify and therefore counteract possible information exposure 
risks.
There is an emerging trend towards scenarios where resource 
management is outsourced to an external service providing storage 
capabilities and high-bandwidth distribution channels. In this 
context, selective release requires enforcing measures to protect 
the resource confidentiality from both unauthorized users as well as 
“honest-but-curious “servers. Current solutions provide protection 
by exploiting encryption in conjunction with proper indexing 
capabilities, but suffer from limitations requiring the involvement 
of the owner every time selective access is to be enforced or the 
access policy is modified. In this paper we have put forward the idea 
of enforcing the authorization policy by using a two-layer selective 
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encryption. Our solution offers significant benefits in terms of 
quicker and less costly realization of authorization policy updates 
and general efficiency of the system (replication of resources 
can carry along the policy itself). We believe these benefits to be 
crucial for the success of emerging scenarios characterized by a 
huge number of resources of considerable size and that have to 
be distributed in a selective way to a variety of users.

C. Controlling Access to an Oblivious Database using 
stateful Anonymous Credentials:
In this work, we consider the task of allowing a content provider 
to enforce complex access control policies on oblivious protocols 
conducted with anonymous users. As our primary application, we 
show how to construct privacy-preserving databases by combining 
oblivious transfer with an augmented anonymous credential 
system. This permits database operator to restrict which items 
each user may access, without  learning anything about users’ 
identities or item choices. This strong privacy guarantee holds 
even when users are assigned die rent access control policies 
and are allowed to adaptively make many queries. To do so, we 
show how to augment existing anonymous credential systems so 
that, in addition to certifying a user’s attributes, they also store 
state about the user’s database access history. Our construction 
supports a wide range of access control policies, including  client 
and private realizations of the Brewer-Nash (Chinese Wall) and 
Bell-LaPadula (Multilevel Security) policies, which are used for 
nancial and defense applications. In addition, our system is based 
on standard assumptions in the standard model and, after an initial 
setup phase, each transaction requires only constant time.

IV. RELATED WORK:

A. Identity Token Issuance
IdPs are trusted third parties that issue identity tokens to Users 
based on their identity attributes. It should be noted that IdPs need 
not be online after they issue identity tokens.

Fig. 2: Creating Access Policy

B. Identity Token Registration
Users register their token to obtain secrets in order to later decrypt 
the data they are allowed to access. Users register their tokens 
related to the attribute conditions in ACC with the Owner, and the 
rest of the identity tokens related to the attribute conditions in ACB/
ACC with the Cloud. When Users register with the Owner, the 
Owner issues them two sets of secrets for the attribute conditions 
in ACC that are also present in the sub ACPs in ACPB Cloud. 

The Owner keeps one set and gives the other set to the Cloud. 
Two different sets are used in order to prevent the Cloud from 
decrypting the Owner encrypted data.

C. Data Encryption and Uploading
The Owner first encrypts the data based on the Owner’s sub ACPs 
in order to hide the content from the Cloud and then uploads them 
along with the public information generated by the AB-GKM::Key 
Gen algorithm and the remaining sub ACPs to the Cloud. The 
Cloud in turn encrypts the data based on the keys generated using 
its own AB-GKM :Key Gen algorithm. Note that the AB-GKM: 
:Key Gen at the Cloud takes the secrets issued to Users and the sub 
ACPs given by the Owner into consideration to generate keys.

D. Data Downloading and Decryption
Users download encrypted data from the Cloud and decrypt twice 
to access the data. First, the Cloud generated public information 
tuple is used to derive the OLE key and then the Owner generated 
public information tuple is used to derive the ILE key using the 
AB-GKM::KeyDer algorithm. These two keys allow a User to 
decrypt a data item only if the User satisfies the original ACP 
applied to the data item.

E. Encryption Evolution Management
Over time, either ACPs or user credentials may change. Further, 
already encrypted data may go through frequent updates. In such 
situations, data already encrypted must be re-encrypted with a 
new key. As the Cloud performs the access control enforcing 
encryption, it simply re-encrypts the affected data without the 
intervention of the Owner.

Fig. 4: Owner Giving the Access Policy to Nurse for Viewing the 
Medical Report (MR)

V. Conclusion
Current approaches to enforce ACPs on outsourced data using 
selective encryption require organizations to manage all keys and 
encryptions and upload the encrypted data to the remote storage. 
Such approaches incur high communication and computation 
cost to manage keys and encryptions whenever user credentials 
change. In this paper, we proposed a two layer encryption based 
approach to solve this problem by delegating as much of the 
access control enforcement responsibilities as possible to the 
Cloud while minimizing the information exposure risks due to 
colluding Usrs and Cloud. A key problem in this regard is how 
to decompose ACPs so that the Owner has to handle a minimum 
number of attribute conditions while hiding the content from the 
Cloud. We showed that the policy decomposition problem is NP-
Complete and provided approximation algorithms. Based on the 
decomposed ACPs, we proposed a novel approach to privacy 
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preserving finegrained delegated access control to data in public 
clouds. Our approach is based on a privacy preserving attribute 
based key management scheme that protects the privacy of 
users while enforcing attribute based ACPs. As the experimental 
results show, decomposing the ACPs and utilizing the two layer 
of encryption reduce the overhead at the Owner.
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