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Abstract
For securing embedded system, deprived of vital resources, the 
foremost task is to ensure data integrity and security of the data 
stored in untrusted memory. As on chip storage is limited in secure 
processor, designer is forced to push data and program code on 
an untrusted external memory which is always fully susceptible 
and open to adversarial tampering. This calls for efficient process 
that verifies and ensures integrity of data stored in untrusted zone. 
Available memory integrity technique like Merkle  trees suffers 
from a disadvantage of a very high communication overhead 
as processor has to quiz memory too often to perform integrity 
check. This slows down processor capability. Proposed technique 
suggests two algorithms and performs integrity check with low 
communication overhead and less silicon area occupancy.
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I.Introduction
To address unknown threats and ensure data integrity, systems 
can be isolated in private corporate networks using firewalls and 
intrusion detection systems. Still, such perimeter defences cannot 
protect against insider attacks [1]. In light of this situation, we need 
a model that incorporates security into the design and development 
phase of embedded systems.
The overall intent of any Memory integrity technique is the 
same, to ensure data is recorded exactly as intended and upon 
later retrieval, ensures the data is the same as it was when it was 
originally recorded. 
Memory integrity assures and ensures detection of unauthorized 
and illegal tampering of data stored in external memory. Being one 
of the most important activities, most architecture allocates and 
reserves on chip memory for holding cryptographic keys, highly 
sensitive code and data, trusted kernel and trusted architectures 
[3]. However, code and data of trusted applications that cannot 
be accommodated in the limited trusted on-chip memory are 
dispatched to the external memory which is beyond the secure 
web of the processor. Thus, it is necessary to have a memory 
integrity verification technique that can detect any unauthorized 
tampering of data between the time it is written into and read back 
from the external memory by the secure processor. Traditionally, 
designers use memory integrity verification program stored and 
run by the secure processor.
 Based on the hash value stored in the external memory, the integrity 
verification program computes verification key or hash value, and 
stores it in a dedicated private memory domain on the processor. 
Later, the verification program uses this hash key in order to detect 
any tampering of data at any location of the external memory. 
Whenever changes are made to data in the external memory, 
this private information has to be updated accordingly. Also, in 
order to verify the integrity of the data (or code) requested by an 
executing program, a verification program quizzes the external 
memory for additional data. These additional data are needed 
only for verification purposes. The size of the on-chip private 
memory used by the verification program is referred to as its 
space complexity, and the number of additional queries made 

by the verification program is referred to as its communication 
complexity. It is important that verification should not impose a 
significant execution time overhead.
The execution time is basically compose of processor execution 
time (time spent by the processor executing arithmetic and logic 
computations), and memory access time (time spent by the 
program waiting for loads and stores to be executed). However, 
rapid advances in processor architectures, but the inability of 
developments in memory technology to keep up with it, have 
resulted in program execution time being dominated by its memory 
access time Therefore, in order that memory integrity checking 
does not impose a high execution time overhead, it is necessary to 
keep its communication complexity as small as possible. However, 
this is not true for the most widely used memory integrity checking 
technique, Merkle trees 
A Merkle tree is a tree structure in which the leaf nodes hold 
blocks of memory, and every internal node holds the hash of 
the concatenation of contents of all its children. A Merkle tree 
constructed for data integrity verification of an untrusted external 
memory is illustrated in fig. 1.

Fig. 1:

An external memory of size n blocks is divided into r sets having 
m blocks each, i.e., r = ( n/m). Let the r sets be denoted as M1, 
M2…Mr. They form the nodes of the Merkle tree. Suppose that 
a block is read in from leaf node M3. Initially, contents of the 
leaf nodes, M3 and M4, are read from the memory, and their 
hashes, h3 = H(M3) and h4 = H(M4), are computed, respectively. 
Hash values h3and h4 are concatenated, and the resulting value is 
hashed to generate h34. The hash value in the neighboring node, 
h12, is read from memory, concatenated with hash value h34, and 
hashed to generate h1234 = H(h12h34). This process is continued 
until the root hash value is computed. Finally, the computed root 
hash value is compared with the pre-computed root hash value 
stored in a secure memory on the processor. Thus, in order to 
perform integrity checking of a memory block, we need to fetch 
2*m blocks. Thus, the communication complexity of Merkle tree 
integrity checking is (2*m+log2 r). For typical values of memory 
size n, the communication complexity of integrity checking can 
be quite high, as it has to fetch and store large number of hash 
values. 
We propose a scheme which enables us to reduce the communication 
complexity by reducing the leaf node size m while incurring 
much less space. The proposed scheme achieves this benefit at 
the cost of additional computations with respect to computing and 
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updating   the information stored in its private memory. However, 
the execution time overhead due to these additional computations 
can be reduced by introducing custom functional units aimed at 
optimizing these computations.
In this paper, we propose a new method for verifying the integrity 
of an untrusted memory with low communication complexity 
while incurring a modest space overhead. 

II. Related Work
Most of the previous research work in memory integrity verification 
revolves around Merkle tree (or hash tree). Blum et al. [8] were 
the first to propose the use of a Merkel tree for data integrity. 
Subsequently, idea was widely employed for managing secure 
databases, managing the digital rights management systems and 
verifying data in stacks and queues, and authenticating program 
execution on a trusted processor [8]. Williams and Sirer [9] worked 
on method to determine the optimum size of the leaf node. Clarke 
et al. [10] proposed an adaptive scheme for memory integrity 
verification which combined the benefits of log-based Merkle tree-
based scheme, more applicable for infrequent memory integrity. 
On the theoretical side, there are some works which propose hash 
functions that enable fast incremental hash re-computation on 
modified data which find application in memory integrity checking 
[11]. Our proposal curbs communication complexity compared 
to the existing techniques while incurring a reasonable space 
overhead. 

III. Integrity Verification Model
Given a group of s members, {A1,A2;……As}, we generate a 
value X which can be used to check the integrity of any  one of 
the s members. We refer to X as the state value of the group. 
Value X can be trivially generated by obtaining the cryptographic 
hash values of all the s members of the group, and concatenating 
them. However, our scheme generates a state value X which is 
lot more space-efficient than the above-mentioned trivial case. In 
databases, hash values are computed over large partitions of the 
database. Thus, in order to check the integrity of data accessed 
by database queries, entire contents of the partition to which the 
queries are made need to be referred (even though data other than 
that accessed by the queries are not immediately needed). This high 
communication complexity results in performance degradation of 
processor. However, by using the proposed scheme, the database 
can be broken, partitioned into groups of small sets of data, and 
state values of all the groups computed in a space efficient manner. 
Thus, only the data in the set to which the query was made need 
to be read for verifying the integrity of the query. This reduction 
in communication complexity results in better performance and 
throughput. 

IV. Proposed Memory Integrity Verification Technique
The proposed memory integrity checking technique comprises 
two routines: REFRESH() and VERIFY(). The REFRESH() 
routine constructs and updates the state of the checker to reflect 
new additions and modifications to existing values in untrusted 
memory, and VERIFY() utilizes the state of the checker to 
determine whether the values read in from the external memory 
are corrupted. Thus, the REFRESH() routine is executed on a 
store instruction, and the VERIFY() routine is executed on a load 
instruction. Usually, an executing program issues higher number 
of loads than stores [15]. Therefore, in general, it is advisable to 
formulate the VERIFY() routine to have as low latency as possible 
while the REFRESH() routine can tolerate greater latency.  

A. REFRESH () routine
PREREQUISITES :
Memory M consisting of n blocks. Blocks are arranged in r sets 
each containing m blocks (i.e r = n/m). The sets are divided into t 
non-overlapping groups each containing s sets (i.e t = r/s). Hence 
Memory M = n blocks = r * m = t * s * m
The REFRESH() routine builds and updates the state information 
stored in the private on-chip memory of the memory checker 
program and  is called on every store instruction issued by the 
processor. The state information is formulated such that it can be 
used to detect and point out any adversarial corruption of data 
stored in memory by legitimate store operations of executing 
programs.
Input : Memory M={M1,M2,……,Mt} where Mi ( 1 <=i<=t) is a 
group and Mi = {M1

i, M2
i,….Ms

i} where Mj
i  (1<=j<=s) is a set 

belonging to group Mi

Output :  (1) State value Xi ( 1<=I <=t) for each of t groups stored 
in private memory of checker.
(2) Transformed MAC values fji for all the s sets in each of the t 
groups stored in external memory. 
Algorithm :
Declare vectors Xi, hj

i, fj
i 

Declare matrix Bi[p][p], declare temp variable
for j = 1 to s do step 4     =0       
hji = HMAC(Mj

i)    
Compute Xi               
for m = 1 to p do
  for n = 1 to p do   
                 Bi[m][n] = Xi [n]           
for k = 1 to p do               
{                                            
     temp = Bi[k][p]                             
     k++;
     for j = p to 1
     { 
        Bi[k][j] = Bi[k][j-1]
     }
     Bi[0][0] = temp
 }
for j = 1 to s do  step 9                             
fj

i = Bi * hj
i 

B. Procedure VERIFY() routine
The VERIFY() routine is executed when the processor issues a 
load instruction. This routine checks whether the value loaded 
from a particular location in the memory is the same as the value 
placed there by the most recent store instruction. It does this with 
the aid of the state information stored on the processor, and the 
MAC values stored in the memory. This procedure is executed 
when processor issues a read instruction. It verifies the integrity 
of data in set Mk

i

Input : Memory block to be read from kth set of group Mi i.e Mk
i

Output : Mk
i is whether legitimate or not 

Algorithm :
Read fk

i of set Mk
i from external memory     

hk
i=HMAC(Mk

i) //Compute p-bit MAC value of set Mk
i 

Read the state value Xi from private on chip memory
for k = 1 to p do  
                 {                 
                                temp = Bi[k][p]                             
     k++;
     for j = p to 1
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     { 
        Bi[k][j] = Bi[k][j-1]
     }
     Bi[0][0] = temp
 }
fk

1i=Bi*hk
i                            

if  fk
1i  =  fk

i             
After that compare computed MAC value with MAC value read 
from memory then Mk

i is legitimate send to processor else Memory 
M said to be corrupted 
The main advantage of this updating procedure is that we do not 
need to read in the contents of the unmodified sets in order to update 
their transformed MAC values. In case any of the old transformed 
MAC values were tampered with, then, the new transformed MAC 
value will fail the VERIFY() routine, and tampering detected. 
The main reason for refreshing the state value of a group, when 
a constituent set is modified, is to prevent replay attacks against 
the proposed scheme.             

V. Communication Complexity
The communication complexity of the proposed scheme is 
dependent on whether the memory operation is a read or a 
write.

A. Read Operation
When a block is read from a memory set, the VERIFY() routine 
requires all the m blocks in the set, and the corresponding 
transformed MAC value, in order to perform integrity verification. 
Therefore, the communication complexity of integrity verification 
on a read is (m+1) memory accesses (the additional query is for 
reading in the transformed MAC value).

B. Write Operation
When a block in a memory set is written to, the REFRESH() 
routine requires all the m blocks in the set, and the corresponding 
transformed MAC value. In addition, the routine also reads in the 
transformed MAC values of the remaining (s-1) sets in the group 
for updating them. Therefore, the communication complexity of 
integrity verification on a write operation is (m+ s). However, the 
write operation does not need to wait for the (s - 1) transformed 
MAC values of the unmodified sets in order for it to finish 
executing. 

VI. Observations
Table 1 lists the communication and space complexities of the 
proposed scheme with those of Merkle tree. For read operations, 
the proposed scheme offers the low communication complexity 
advantage. For write operations, the communication complexity 
of the proposed technique is slightly higher. Moreover, the 
factor s contributes a small additive overhead to communication 
complexity while giving a significant multiplicative reduction 
factor (1/s ) to the space complexity of the proposed scheme.

Table 1: Comparison of Space and Communication Complexity

Scheme
Communication 
complexity
(Memory accesses)

Space 
Complexity
(Bits)

Merkle Tree 2m+log2(n/m) p
Proposed 
Read
Write

(m+1)
(m+s)

(1/s) (n/m)p
(1/s) (n/m)p

The proposed scheme is unchallenged .The operation of the 
memory checker leaks no information about state values to the 
adversary. The state values are randomly generated, and stored 
securely on the processor. Thus, the best an adversary can do is 
guess, and the probability of him making the correct one is 2-p. 
Also, the transformed MAC values stored in the memory do not 
give much information to the adversary about the state values. This 
is so because the adversary has no knowledge of the MAC values 
since he does not know the key used in the HMAC() algorithm. 
Thus, this eliminates any possibility of solving a system of linear 
equations to solve for the state values. 

VII. Summary
In this paper, a novel memory integrity verification technique 
has been proposed which enjoys low communication complexity 
and a modest space complexity overhead. The proposed scheme 
gets this advantage by employing some additional operations 
for building the state values. However, most of these additional 
computations are bit manipulations which can be done very 
efficiently and easily. 
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