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Abstract
A Mobile ad-hoc network could be a self organizing system of 
mobile nodes that communicate with one another via wireless link 
with no fixed infrastructure or central controller like base station 
or access points. Nodes act as host or router to forward packets 
to other nodes in a multi-hop fashion. There are various attacks in 
MANET that affect the routing. For e.g. Rushing attack, flooding 
attack, wormhole attack etc.
This paper illustrates how the rushing attack can affect the 
performance of MZRP routing protocol in wireless network and 
also see the impact of rushing attack at the different position of 
attacker i.e. near sender, near destination node and anywhere in 
the network. The simulation is done using NS-2 simulator.
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I. Introduction
A Mobile ad-hoc network which is also known as a mobile mesh 
network is a self-configuring wireless network of mobile nodes 
[1]. In MANET nodes are connected to each other through a 
wireless link. Network topology is not static [2].  The basic idea 
behind the MANET is “anytime, anywhere and in any situation 
communication”. The nodes act as the router or host to transmit the 
data to other nodes in multi-hop fashion [4].  Each node forwards 
the packets unrelated to its own use [9].  In MANET there are two 
types of routing- unicast routing and multicast routing. The unicast 
routing is used for one to one communication whereas multicast 
routing is used for one to many communications. For the unicast 
routing different routing protocols are used like- DSDV, DSR, 
AODV etc. Similarly for the multicast routing there are different 
routing protocols like- MAODV, ODMRP, MZRP etc.
Applications of MANETs [8] -

Military• 
Emergency and disaster• 
Personal area network• 
Immediate collaborative computing • 
Urgent business meetings• 

A. Routing Protocols in MANET
Routing protocols in MANETs are classified into two main 
categories (see Figure1) -

Unicast routing protocols1. 
Multicast routing protocols2. 

 Routing Protocols in MANETs 
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Fig. 1: Classification of Routing Protocols in MANET

B. Multicast Zone Routing Protocol (MZRP)
The multicast extension of zone routing protocol (ZRP) is MZRP. 
It combines the feature of both proactive and reactive routing 
protocols.  MZRP is shared tree multicast routing protocol. In this 
two type of nodes - forwarding node and multicast group member 
nodes.  In MZRP there are two phases- tree initialization phase 
and tree maintenance phase.

1. Tree Initialization Phase 
To create a multicast tree over the network source node initiate 
a two stage processes. In the first stage source node tries to form 
a tree inside the zone. In the second stage it extends the tree to 
the entire network. To create the tee initially source node sends a 
TREE_CREATE control packets to nodes within its zone through 
unicast routing. The interested node joins the group by sending 
TREE_CREATE_ACK packet and form the route. To extend the 
tree outside the zone, source node sends a TREE_PROPAGATE 
packet to all border nodes of the zone. (See Fig. 1)

Fig. 2: Multicast Tree Creation Inside a Zone

2. Tree Maintenance Phase
As the multicast tree is created, the source node periodically 
transmit the TREE_REFRESH packet to refresh the multicast 
tree. If any node doesn’t receive this packet within a specific 
time interval, it removes the corresponding stale multicast route 
entry. When any link break is occur then downstream nodes are 
responsible for detecting and rejoining the multicast group.

Advantages:
Reduce control overhead.• 
Unicast and multicast routing protocol can exchange • 
information.
Structure of network can be small or large.• 

Disadvantage
If the node is far away then it takes long time.• 

II. Classification of Attacks
The routing attacks are classified into two main categories-

Internal vs. External attack• 
Active vs. Passive attack• 

Internal vs. External Attack- as the name clear that the internal 
attacks are carried out by compromised node or malicious node 
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that are the part of network domain. In this attacker node use the 
secret information of the network. An external attack is carried 
out by a node or group of nodes which are not the part of network 
domain.
Active vs. Passive attack- an active attack alters the system 
resources and also effects their operations. Active external attacks 
can be carried out by outside sources that do not belong to the 
network [3]. The passive attack uses the information from the 
system but doesn’t affect the system resources.

A. Rushing attack
Rushing attack is an effective denial of service attack, which is 
against the on-demand routing protocols. Rushing attack also 
known as “sudden forward motion attack”. A rushing attack use 
the duplicate suppression mechanism by which it fastly forward 
the route discovery reply to the routing request broadcast in order 
to gain the access to the forwarding data [4].
Impact of rushing attack at the different position of attacker 
node-
There are three scenarios: 

When the attacker node present near the sender1. 
When the attacker node present near the destination2. 
When the attacker node present anywhere in the network.3. 

Fig. 3: Rushing Attack Formation (Adapted From [5])

1. When the attacker node present near the sender

Fig. 4: Attacker Node Present Near the Sender

2. When the Attacker Node Present Near the Destina-
tion

Fig. 5: Attacker Node Present Near the Destination

3. When the Attacker Node Present Anywhere in the 
Network

Fig. 6 Attacker Node Present Anywhere in the Network

III. Proposed Approach Used to Prevent Rushing 
Attack
The threshold value is used to reduce the rushing attack. In this a 
fixed value is used for transmission. Under this the packets will 
reach to the neighbor node at fixed time interval. If an attacker is 
present then the forwarded packet will reached before the time, 
in this way the neighbor node can easily identify the attacker 
node.

A. Simulation Parameters and Results
Table 1: Parameters for Simulation Environment
PARAMETERS VALUE
Traffic Type TCP
Number of Nodes 50
Area Covered 600 X 600
Speed of the Node’s 1,2 m/s
Routing Approaches MZRP
Observation Parameters Throughput, PDR and Average delay
Mobility Type Critical Mobility

The network simulator ns-2 is used to simulate the results. The 
performance metrics which are used for simulation –
Throughput – it is defined as the number of packets sends per 
unit time. It is measure in Kbps.
Throughput= no. of packets sent/unit time
Packet delivery ratio (PDR)–It is the ratio of number received 
packets to the send packets.
PDR= Received packets/send packets
Average Delay: This metric represents average end-to-end and 
indicates how long it took for a packets to travel from the source to 
the application layer of the destination. It is measured in seconds 
[6].
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Average delay = S / R
Where S is the sum of the time spent to deliver packets for 
each destination, and R is the number of packets received by all 
destination nodes.

A. Results

Fig. 7: PDR for 50 Nodes in MZRP Near Sender

Fig. 7 shows the Packet Delivery Ratio (PDR) is high when the 
attacker node is present near the sender because in MZRP inside 
the zone proactive approach is used whereas outside the zone 
reactive approach is used. Rushing attack is basically against the 
on-demand (reactive) routing protocols.

Fig. 8: PDR for 50 Nodes in MZRP Near Destination

When the attacker node is present near the destination in that 
case PDR (packet delivery ratio) is low. Because outside the zone 
reactive approach is used. By using threshold value the PDR can 
be improved. See fig. 8.

Fig. 9: PDR for 50 Nodes in MZRP Anywhere in the Network
 
Fig. 9 shows that the PDR is low when the attacker node is present 
anywhere in the network. In that case attacker node receive the 

request from the previous intermediate node and then forward to 
the other intermediate node. 
By applying the concept of threshold value then the PDR will be 
improved at the different position of attacker node. In this concept 
fixed value is used for the transmission. 

Fig. 10: Throughput for 50 Nodes in MZRP Near Sender

The throughput is high when the attacker node is present near the 
sender in that case there is no effect of rushing attack. Because in 
MZRP inside the zone proactive approach is used. See fig. 10.

Fig. 11: Throughput for 50 Nodes in MZRP Near Destination

Fig. 11 when the attacker node presents near the destination in 
that case the throughput value is low. Because there are many 
packets dropped by attacker node.
The throughput value is high when attacker node is present near 
the sender because in MZRP, inside the zone proactive approach 
is used and this rushing attack is mainly against the on-demand 
routing protocols. But when the attacker node is present near 
the destination node and anywhere in the network then value 
is low because many packets will be dropped by attacker node. 
See fig. 12.

Fig. 12: Throughput for 50 Nodes in MZRP Anywhere in the 
Network
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Fig. 13: End to End Delay for 50 Nodes in MZRP Near Sender

The end to end delay should be minimum. When the attacker node 
is present near the sender the end to end delay is low. Because 
rushing attack works only outside the zone, it forwards the RREQ 
more quickly as compared to the other nodes. But with increasing 
the time the end to end delay will also increases. See fig. 13.

Fig. 14: End to End Delay for 50 Nodes in MZRP Near 
Destination

Fig. 15: End to End Delay for 50 Nodes in MZRP Anywhere in 
the Network

Fig. 15 shows that when the attacker node present anywhere in 
the network then end to end delays is high as the time increases. 
By applying the concept of threshold the value of end to end 
delay is improved. 

IV. Conclusion
In this paper we have present the rushing attack on MZRP and 
also present its prevention technique. When the attacker node 

(rushing attack) on MZRP is present near the sender then the 
throughput value and packet delivery ratio (PDR) is high and end 
to end delay is less. Because rushing attack is basically against 
the on-demand (Reactive) routing protocols. And inside the zone 
proactive approach is used. But when attacker node is present near 
the destination then the throughput value and packet delivery ratio 
(PDR) is low and end to end delay is high. There is any situation 
when attacker node present anywhere in the network then the 
throughput value and Packet Delivery Ratio (PDR) is also low and 
end to end delay is high. So, to prevent the network from rushing 
attack we use threshold value. In this fixed value is used for the 
transmission. In this way we can easily identify the presence of 
attacker node in the network.
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