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Abstract 
This paper belongs to the implementation of various asymmetric key 
cryptography techniques by modifying their working architecture 
as well as mixing of various algorithms together and then to do the 
comparative study along with various complexity analysis.
Cryptography basicallymeant for secure communication, 
its motive to send or receive the massage, should be secure, 
confidential,authenticated and non-repudiate. This paper is based 
on the combination of RSA AND El-Gamal Cryptography with 
their security issues. The RSA Cryptography depends on the Integer 
Factorization Problem (IFP), while the El-Gamal Cryptosystem 
depends on Discrete Logarithm Problem (DLP). This model works 
on the basis of merging between IFP with DLP which gives a 
good speed of computation for asymmetric cryptosystem based 
on difficulties of the solutions of two difficult problems,Hence the 
computation of the proposed system is more efficient compared 
to El-Gamal algorithm and RSA algorithm.
Cryptography is a well known for confidentiality , security and 
privacy .Here in this paper we are working on the   implementation 
of various asymmetric key cryptography techniques by modifying 
their working architecture as well as mixing of various algorithms 
together and then to do the comparative study along with various 
complexity analysis.
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I. Introduction
Cryptography is art of writing and reading the secret information. 
Cryptography is a field of computer networks which transforms 
(encrypts) the information (plain text) into an unreadable form 
(cipher text). This cipher text can be decrypted only with the 
help of a secret key. Cryptographic can broadly classified into 
two types.(1) Symmetric Key Cryptography(2) Asymmetric Key 
Cryptography
In symmetric key cryptography same key is used for processing 
encryption as well as decryption. The main types of cryptosystems 
are symmetric and asymmetric cryptosystem, the symmetric 
cryptosystems depend on one secret key that is used in encryption 
and the same in the decryption, therefore it is sometimes called 
secret key cryptosystems, such classical, stream, DES cipher 
systems.
The asymmetric cryptosystems depend on two different key, one of 
them is used for encryption and the second is used for decryption, 
such as RSA, El-Gamal cipher systems, DSS and Diffie-Hellman 
key exchange system.
The RSA cryptosystem depends on the IFP (Integer factorization 
problem) and the El-Gamal cryptosystem depends on the DLP 
(Discrete logarithm problem).
Authors used these two problems to propose cryptosystem which 
depends on the IFP and DLP to achieve maximum security. On the 
other hand they propose a cipher system that uses the symmetric 
and asymmetric concept in the same system. 

In this paper they introduce some modifications of RSA and 
El-Gamal cryptosystems that was based on the IFP and DLP. 
The comparison of computation time for RSA, El-Gamal and 
proposed methods are also included to show the improvement of 
the efficiency of computation.

II. RSA
Rivest,Shamir and Adelman introduces RSA. RSA is a form of 
pubic key cryptography. The public key cryptography creates its 
public and secret key with the following procedure. RSA is the 
most commonly standards of encryption in computer world. The 
RSA is most widely used in web browser such as netspace to 
email encryption programs. The security is based on integrated 
factorization problem (IFP). They use large integers (1024 
bites).
The main importance of RSA, it was not been proven that breaking 
RSA algorithm is equal to factoring large number but neither has 
it been proven the factorization is not equivalent.
The different types of attacks on RSA such as searching the 
massage space, guessing private key , cycle attack , common 
modular, low exponent, and final factoring variable N which is 
factoring the public key and it’s the best way to crack RSA.

A. Weakness of RSA
When we use two prime numbers there are various points which 
are used to break the algorithm in most cases,These weakness 
are as follows:

Using same key for encryption and signing.1. 
Small encryption exponent. If you use small exponent like e= 2. 
2 and send the same massage to different recipients.
Action as an oracle.3. 
These are technique which is used to recover plain text, if 4. 
a user just blindly returns RSA transformation of input, so 
don’t do that.

B. New Approach of RSA Cryptography
The new approach is instead of using two prime numbers to 
generate public and private key , we will  going to generate three 
prime numbers with reduce size which  will generate variable N 
with large size.
Hence the factorization in this case will be more difficult than 
original algorithm. It is easier to find two prime numbers from 
factorization but it’s difficult to find three prime numbers from 
factorization.

Key Generation
Choose three distinct prime numbers say p,q and s.

Find n such that  1. 
       n = p*q*s 
      {n will be used as modulus of both public and private key}

Phi (n) = (p-1)(q-1)(s-1)2. 
Choose e such that3. 

       1<e<Phi(n)
       Such that e and Phi (n) share no division other than 1
      {e= public key exponent}
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Determine ‘d’ which satisfies the congruence relation  4. 
       d* e=1 ( mod Phi (n))

III. El-GAMAL
El-Gamal is the asymmetric key cryptography. It is a public key 
cryptography which is based on Diffie Hellmankey exchange. 
It was introduced by Taher El-Gamal in 1985. It is consist of 
signature, encryption algorithms as well as discrete logarithm 
problems.  
Here in El-Gamal for the implementation, there are two persons 
Alice and Bob who wants to communicate the secured data.First 
of all they will choose prime number p and generator g which 
are public key of Bob. 
Alice will choose a random key K and Bob will choose private 
key X (however Bob don’t know the which random key Alice 
is choosing , neither Alice knows the value of Bobs private key 
X).
Bob calculate the value Y by its private key X by the formula Y 
=gX mod pand send the value Y to Alice.  Alice will calculate k 
by the formula 
K= Yk mod p
Then Alice will calculate K then will calculate C1 and C2 by 
following method 
C1= gk mod p, C2= MK mod p
Now the values of C1 and C2 will send to Bob 
Here Bob will calculate(C1X) mod p =k and will recover the 
massage M = (K-1)C2 mod p 
K-1 =inverse of K mod p 

A. Elgamal Implementation

Fig. 1: Diagrammatic Representation of Elgamal

B. El-Gamal Encryption Procedure

Fig. 2: Diagrammatic Representation of Elgamal

C. ElGamal Decryption Procedure

Fig. 3: Diagrammatic Representation of Elgamal

IV. Research Implementation Will be Done in Java
The research work will be implemented in Java. Java originally 
developed by Sun Microsystems Companybut now overtaken by 
ORACLE company recently. The first version of java (java 1.0) 
was introduced on 1995 .The latest version of java released is  
java 1.7 . Java is a platform which accepts the program written 
in other language and convert it into java programming language 
and runs that language on java virtual machine. Its main feature 
is that java writes the program once and hence runs that program 
on multiple operating system.
Java is platform independent and open source language. It supports 
huge number of readymade code so itseasy to implement any kind 
of complex research work.As per huge calculations are required 
in implementation of security algorithms so there is required high 
class APIs which are available in JAVA language. Results Analysis 
is complex injava , and take more time for result’s analysis .

V. Research Analysis to Be Done in MATLAB
MATLAB is developed by MATHWORK, it is basically used 
for matrix manipulation plotting of data and functions, it creates 
the user interface and interfacing with the program is wriiten in 
other language.
The Results analysis is to be done in MATLAB. Interface features. 
MATLAB includes GUIDE (GUI development environment) 
.MATLAB is easy approach to represent results into Tabular and 
Graphical form.MATLAB has inbuilt featureswith the help of 
which we can easily convert any numeric results into Tabular and 
Graphical form.Take short time interval for Result Analysis.
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Table 1. Tabular Representation of Comparison Time of RSA 
and ElGamal
Message
Size Operation ElGamal RSA Proposed 

Method

1 KB
Encryption 0.120sec 0.150sec 0.120sec
Decryption 0.120sec 0.128sec 0.120sec

2 KB
Encryption 0.250sec 0.292sec 0.240sec
Decryption 0.245sec 0.262sec 0.240sec

4 KB
Encryption 0.515sec 0.620sec 0.503sec
Decryption 0.509sec 0.570sec 0.494sec

10 KB
Encryption 1.452sec 1.781sec 1.454sec
Decryption 1.441sec 1.671sec 1.454sec

20 KB
Encryption 3.522sec 4.355sec 3.511sec
Decryption 3.509sec 4.254sec 3.503sec

40 KB
Encryption 11.805sec 17.322sec 11.745sec
Decryption 11.711 sec 22sec 11.505sec

100 KB
Encryption 169sec 195sec 166sec
Decryption 168sec 250sec 165sec

These are the previous results from one of our base papers.These 
results are implemented on MATLAB TOOL, which is very   
famous now days.
In future by considering it as base we will be going to compare 
the time of enhanced RSA and enhanced El-Gamal and hence 
compare that table with new one.

VI. Findings
RSA is most widely used algorithm.1. 
There is no remarkable improvement is the progress of 2. 
integrated papers.
El-Gamal algorithm is less explored.3. 
In RSA, the security will be compromised if the factorization 4. 
of n could be done.
Although blowfish is better than DES and AES, still it is 5. 
less used.

VII. Conclusion
We are going to introduce RSA, El-Gamal  then  the enhanced 
RSA and enhanced El-Gamal . Then we will compare the time 
between them. We will be going to implement all results using 
MATLAB.
The proposed method is a combination between RSA and El-
Gamal cryptography  based on its problems, these two algorithms 
give us additional difficulties, because we employee the DLP 
and IFP in the same protocol. The complexity and the execution 
time of the public-key cryptography are trade-off problem. The 
execution time of the proposed method doesn’t differ great than 
the original methods.
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