
IJCST  Vol. 5, ISSue 3, July - SepT 2014  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 46   InternatIonal Journal of Computer SCIenCe and teChnology

Design of Blow Fish Encryption Engine
1Anu Priya Sunny, 2Biljy.P.H, 3Nandakumar.R

1,2,3NIELIT, Calicut, Kerala, India

Abstract
For an encryption engine the security of the key is the most 
important factor.it is not necessary to have a lengthy key for 
increased security. In this paper we are discussing about how to 
design a secure encrypyion algorithm (BLOWFISH) [2] using 
a key with variable length. Here the length of the key may vary 
from 32 bits to 448 bits. An efficient algorithm for key generation 
is explained in detail later in this paper. Here the input plain text 
and the output cipher text are of 64 bits. The input plain text 
after undergoing a series of operations gets transformed into the 
cipher text. Here we make use of one P-array(permutation array) 
and four S- boxes (substitution boxes). Both the P-array and four 
S-boxes are initialized with the hexadecimal equivalents of pi. 
The process of encryption and decryption are comparably the 
same except from the fact of utilizing the elements of P-array in 
the reverse order.
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I. Introduction
Cryptographic algorithms have become a common place in today’s 
world of confidential encryption. We have heard about many 
different encryption methodologies. The most ancient one being 
the art of substitution. In substitution methodology we make a 
tabular or grid like representation for all the letters, symbols and 
numbers for which we have to find replacements for, so that we 
can take care of all the important requirements of confidential 
encryption.
Many cryptographic algorithms have been developed recently. 
Basically there are two classes of such algorithms.

A. Symmetric Keyed Cryptography
In symmetric keyed cryptography the same key is used for both 
encryption and decryption purposes. The symmetric keyed 
cryptography is further classified into block ciphers, where 
encryption and decryption is carried out in blocks of data (eg. 
DES, AES, blowfish) and stream ciphers, which operates on single 
bits of data. 

B. Asymmetric Keyed Cryptography
In this case two separate keys are used for encryption and 
decryption. Public key which is known to all for encryption and 
private key for decryption. (eg.RC5)

II. Principle of Operation
The principle of operation can be well explained by splitting the 
algorithm into two steps. First one being the key expansion which 
is then followed by data encryption. 
Blowfish is a 64 bit symmetric block cipher that has a variable 
length key from 32 to 448 bits. The algorithm was developed 
to convert 64 bit plaintext into 64 bit cipher text efficiently and 
securely. The variable length key [3] is used for sub key generation. 
The sub keys used in blowfish are the P array and S boxes. The 
P array consists of 18 32-bit values while 4 S boxes consist of 
256 32-bit values. The original values of P array and S box are 

modified using key. The procedure for generation of subkey is 
as follows:

Initialize the Sboxes and P-array using a fixed string, here 1. 
the string used is hexadecimal equivalents of pi.P-array is 
initialized first followed by the 4 S-boxes.
XOR first element of the P-array(P1) with the first 32 bits of 2. 
the key followed by XORing of second element of the P-array 
with the next 32 bits of the key. This process is extended till 
the eighteenth array element is replaced.
Encrypt an all-zero string with the blowfish algorithm using 3. 
the subkeys generated in the steps 1 and 2.
Replace P1 and P2 with the output of step 3.4. 
Encrypt the output of step 3 using the newly modified 5. 
keys.
Replace the array content of P3 and P4 using the output of 6. 
step 5. 
Continue this process till all the elements of P-array and 7. 
S-boxes are replaced in order with the outputs of continuously 
changing blowfish algorithm.521 iterations are needed to 
replace all the subkey values.

The 64 bit plain text is separated into left and right half and 
each one consists of 32 bit. The encryption consist of a16 round 
feistel [1] network. In the first round an exclusive or operation is 
performed between left 32 bit and the 32 bit Pi of the P array. This 
value becomes the next 32 bit right value and this value also given 
into the feistel function. The F function takes the 32-bit input and 
separates it into 4 bytes. These four values are given to the four 
S boxes. The output from the S box is 32 bit value.32 bit output 
from the first S box is given to the modulus addition with second 
S box. The addition result is then XOR with input from the third 
S box. The result of this XOR operation is given to the modulus 
addition with the  value from the fourth S box .The final 32 bit 
output from the F function is XOR with the right half data. This 
result becomes 32 bit left half input for the next round. This steps 
repeat for total of 16 rounds.

Fig. 1: Encryption Block
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Fig. 2: Feistel Network

The input to F function is the output of pi XOReds with left 32 
bits of the data. This 32 bit value is further separated into 4 8 
bit values and fed to each of the S-boxes in order. The output of 
each S-box is again a 32 bit value which undergoes XOR and 
MODULO ADDITION operations alternatingly as explained in 
the algorithm.

III. Encryption Core

A. Blowfish I\O Diagram

CLK : Input clock signal
RESET : To reset the function with each new data                                   
encryption mode
KEY  : Key used for encryption and decryption. 
KEY_EN : Signal goes high when new key is inserted.
DATA_EN : Signal goes high when new data is inserted.
DATA_IN : The input plain text.
MODE  : Decides whether the operation mode is   
    encryption or decryption.
DATA_OUT : The output cipher text.
DONE           :  Signal goes high when output cipher text is  
    obtained and the engine becomes ready for   
    the next cycle.
BUSY            : Signal goes low when the current cycle is   
    completed.

D. Sample Function Table
Table 1:

IV. Simulation Result
Initially give the input plain text and key and all the other Inputs as 
1. After successively running with these set of inputs now change 
reset input to 0. Again in the next step change key enable as 0. 
Again reset is changed to 1 and we obtain the output as follows. 

INPUT  : FFFFFFFFFFFFFFFF 
KEY  : FFFFFFFFFFFFFFFF 
CIPHER : 51866FD5B85ECB8A

V. Hardware Test Results

Compiled and simulated the program in Quartus II tool and  
downloaded the program to Cyclone II FPGA kit and by giving 
inputs virtually using inbuilt functions in the FPGA kit , obtained 
the above result.

VI. Resource Utilization Report
Table 2:
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VII. Conclusion
This paper discussed  the simulation and hardware validation 
of a customized IP core for the popular Blowfish Cryptographic 
Algorithm.
Blowfish is known to have a memory footprint of just over 4 
kilobytes of RAM and is unpatented and license-free, and is 
available free for all uses
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