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Abstract
One of the main concerns when designing a key management 
scheme is the network scalability. Indeed, the protocol should 
support a large number of nodes to enable a large scale deployment 
of the network. In this paper, we propose a new scalable key 
management scheme for WSNs which provides a good secure 
connectivity coverage. For this purpose, we make use of the 
Symmetric-key design theory. We show that the basic mapping 
from Symmetric-key to key pre-distribution allows us to achieve 
high network scalability.  we propose an enhanced Symmetric-
key -based key pre-distribution scheme providing high network 
scalability and good key sharing probability providing high secure 
connectivity coverage and overall improved performance. 
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I. Introduction
The most widely used transmission support is radio waves. 
Wireless transmissions utilize the microwave spectre: the available 
frequencies are situated The exact frequency allocations are set 
by laws in the different countries; the same laws also regulate 
the maximum allotted transmission power and location (indoor, 
outdoor). Such a wireless radio network A secure system may 
be defined as a system that does exactly what its designers 
conceived it for and does not show any unexpected behavior, 
even when an attacker tries to make the system act differently 
Recent advancement in wireless communication and electronics 
has enabled the development of low cost wireless sensor  networks. 
A sensor network is composed of a lots of sensor nodes that are 
densely deployed either inside the phenomenon or  very close to 
it. These sensor nodes consist of sending, data processing, and 
communication components [1]. Security is  critical for a variety of 
WSN s applications, such as home security monitoring and military 
deployments. In these  applications, each sensor node is highly 
vulnerable to many kinds attacks, both physical and digital, due to 
each node’s cost  and energy limitation, wireless communication 
and exposed location, which make the task of incorporating 
security in WSNs  a challenging problem [4]. In WSNs security, 
the key management problem is one of the most important and 
the most  fundamental aspects. able to encrypt and authentication  
messages among sensor nodes. has been extensively studied  in 
the context of WSNs[6]. The low memory and energy physical 
constraints of sensor nodes limit key management scheme in  the 
real world. The key pre distribution is another class of solution 
using symmetric encryption techniques to this problem.  This paper 
will present a new efficient key pre distribution scheme.
The contributions of our work are given next:

We review the main state of the art of symmetric key 1. 
management schemes for WSNs that we classify into two 
categories: probabilistic schemes and deterministic ones. We 
further refine the classification into sub-categories 
We introduce, the use of unital design theory in key 2. 
predistribution for WSNs

We analyze and compare our new approach against main 3. 
existing schemes, with respect to different criteria: storage 
overhead, energy consumption, network scalability, secure 
connectivity coverage, average secure path length and 
network resiliency. The obtained results show that our 
solution enhances the network scalability while. 

II. Related Works: Using Scalable Key
Mission-critical networks show great potential in emergency 
response and/or recovery, health care, critical infrastructure 
monitoring, etc. Such mission-critical applications demand that 
security service and ldquoany how.rdqu  it is challenging to design 
a key management scheme in current mission-critical networks to 
fulfill the required attributes of secure communications, such as 
data integrity, authentication, confidentiality, nonrepudiation, and 
service availability. In this paper, we present a self-contained public 
key-management scheme, a scalable method of cryptographic 
key management [11] (SMOCK), which achieves almost zero 
communication overhead for authentication, and offers high service 
availability. In our scheme, a small number of cryptographic keys 
are stored offline at individual nodes before they are deployed in 
the network. To provide good scalability in terms of the number of 
nodes and storage space,[2] we utilize a combinatorial design of 
public-private key pairs, which means nodes combine more than 
one key pair to encrypt and decrypt messages. We also show that 
SMOCK provides controllable resilience when malicious nodes 
compromise a limited number of nodes before key revocation 
and renewalMany security  mechanisms such as encryption and 
authentication can be provided by accessing to shared keys. 
Several techniques are previously proposed to address this issue. 
The Extensive features about key distribution in sensor networks 
are given  management.These studies compared themselves with 
the basic scheme as we did in this paper. Eschenauer and Gligor’s  
basic scheme [9] proposed a probabilistic key sharing scheme 
similar to basic scheme. It provides a secure communication  
network can be formed with key sharing information between 
sensor nodes. but it is vulnerable to the node compromise attack. 
issues in wireless sensor network. So in this papers author are given 
some key  management scheme techniques such as probabilistic, 
q-composite randomize, pair wise and polynomial pool based 
scheme. Key pre distribution results in high security during 
adversarialattacks.

Fig. 1:
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III. Unital Design for Scalable Key PRE-DISTRIBUTION 
IN WSNS
The design of optimal key management technique which 
provides higher security with lower complexity and reduced 
communication overhead and  storage requirements is one of 
the important challenges for the security of the wireless sensor 
networks[8]. Although many key management protocols are  
already proposed like Localized Encryption and Authentication 
Protocol  (LEAP), µTESLA etc and a broadcasting based key 
updating which further reduces the  time and communication 
overheads.  and their applications. 
When looking as communication network the Wireless sensor 
networks can be  classified as the networks of small, battery-
powered, Memory-constraint devices  called sensor nodes, 
which have the capability of wireless communication over a  
limited area. Due to memory, processing and power limita ons, 
specialized deployment procedure and protocols are required 
to build a fully functional network.  The protocol uses the key 
management schemes for ensuring the security of the  network. 
Key distribution schemes are various techniques that have been 
developed by network engineers for a better maintenance of key 
management in WSN [9].

IV. Proposed Algorithm
The proposed key management algorithm uses the symmetric 
key encryption while  considering initially individual keys 
are distributed by secured pre deployment  operations [3].The 
whole algorithm can be explained as follows[13]: Let there be N 
numbers of mobile station/nodes (MS) in the network and one 
Base Station (BS) there can be many BS but for simplicity only 
one is considered. We consider that the symmetric key encryption 
is used for data encryption and the encryption sequence. 
We presented an efficient key management technique for securing  
communication in WSN and the simulation is performed for 
analysis of proposed  technique. The simulation results show that 
the overhead imposed by the proposed algorithm [1] is very less 
compared to standard algorithm (LEAP). The proposed algorithm 
also reduces the energy consumption and the end-to-delayeven
Symmetric-key algorithms : Are ways of doing 
cryptography wherethe keys for decryption and encryption are 
exactly the same shared secret. You can generate the secret 
randomly, from a password, or through a secret key-exchange 
procedure like Diffie-Hellman [14]. and then symmetric-key 
algorithms are used [15] for everything else because they are faster. 
There are two kinds of symmetric-key algorithms, called stream 
ciphers and block blocks.
Examples: popular: Symmetric ciphers include Two 
fish,Serpent, AES Blowfish, .In history, some symmetric ciphers 
were broken by cryptanalysis [14], so it was less safe to use them for 
secrets. Some attacks are called known-plaintext attacks, chosen 
plaintext attacks, differential cryptanalysis and linear cryptanalysis. 
Other terms for symmetric-key encryption are secret-key, single-
key, shared-key

Fig. 2:

 V. Performance Comparison

A. Network scalability at Equal Key Ring Size
The network scalability of the t-UKP schemes is computed as the 
average value between the  maximum and the minimum scalability. 
The network scalability of the SBIBD-KP [18] scheme is computed 
as  m2+ m + 1 where mis the SBIBD design order and m  + 1 is the 
key ring size. We compute the salability of  the Trade-KP scheme 
as 2q2 where q is the first  prime power greater than the key ring 
sizek, this  value allows a achieve the best session key sharing  
probability using the Trade-KP scheme as we proved   In this 
subsection, We compare the required key ring  size when using the 
unital-based, the SBIBD-KP and  the Trade KP schemes at equal 
network size.. When using the t-UKP schemes,  the results show 
that the higher t is the higher  required key ring size is. However, 
this value remains  significantly lower than the required key ring 
size of  the SBIBD-KP[17] and the Trade-KP schemes.  Moreover, 
we can see clearly in the figure, that at  equal network size, the 
UKP* scheme provides very  good key ring size compared the 
SBIBD-KP and the  Trade-KP schemes. For instance, the key 
ring size  may be reduced over a factor greater than two when  
using the UKP* compared to the SBIBD-KP scheme a scalable 
key  management scheme which ensures a good secure  coverage 
of large scale WSN with a low key storage  overhead and a good 
network resiliency. 

Fig. 3:

B. Key Ring Size at Equal Network Size
The security issue in a Wireless Sensor Network (WSN) has been 
drawing considerable research attention in recent years. Key 
management, a basic security service, becomes the core design for 
various security services, such as encryption and authentication. 
To increase the connectivity of each key in a large-scale WSN 
and to enlarge its maximum supportable network size, this paper 
presents a Scalable Grouping (SG) random key predistribution 
scheme [6]. the security strength, the scheme takes on the concept 
that the link key is composed of some shared keys [16]. 

C. The Random Key Pre distribution Scheme
Key predistribution is the method of distribution of keys onto nodes 
before deployment., the nodes build up the network using their 
secret keys after deployment, that is, when they reach their target 
position. Key predistribution schemes [3] are various methods that 
have been developed by academicians for a better maintenance 
of key management in WSNs. Basically a key predistribution 
scheme has 3 phases: [16]
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Key distribution:• 
Shared key discovery:• 
Path-key establishment:• 

During these phases, secret keys are generated, placed in sensor 
nodes,[2] and each sensor node searches the area in its 
communication range to find another node to communicate. A 
secure link is established when two nodes discover one or more 
common keys (this differs in each scheme)[4], and communication 
is done on that link between those two nodes. used in creation. There 
are a number of aspects of WSNs on which key pre distribution 
schemes are competing to achieve a better result. The most critical 
ones are: local and global connectivity, and resiliency[6].Local 
connectivity means the probability that any two sensor nodes 
have a common key with which they can establish a secure link 
to communicate. Global connectivity is the fraction of nodes that 
are in the largest connected graph over the number of all nodes. 
Resiliency is the number of links that cannot be compromised 
when a number of nodes(therefore keys in them) are compromised.
[9] that introduced the ides of random key distribution, whereby 
the randomness factor drastically improves resiliency [17].

Fig. 4:

D. Network Connectivity at Equal Key Ring Size
Wireless Sensor Networks (WSNs) consist of a large number  of 
sensor nodes that are batteries powered, equipped with  limited 
memory and computational capabilities. These constrained 
devices face many security threats and thus there  is a need of 
some cryptographic mechanism for secure  communication. Key 
distribution is of critical importance to  provide security in WSNs. 
Till now a number of key  distribution schemes [8] are proposed in 
the literature but there  are very few schemes considering mobility 
of sensor nodes. In  this paper we have proposed a modification 
to the key  management scheme supporting node mobility in  
heterogeneous sensor network [3]. 
A number of symmetric key establishment schemes scheme  are 
proposed in the literature but most of these scheme  consider 
only static nature of sensor nodes. However there are  number 
of applications such as military operations, wildlife  monitoring, 
logistics, assisted living, transportation etc. which  demands 
mobile sensor nodes [4]. This mobility can be  provided in. In 
our scheme AN can create the encryption key. These key rings 
are selected in such a way that no colliding key pair is present in 
same key ring. BS also  has another key 

 
Fig. 5:

E. Numerical Results
Internet communication is a major challenge for anyone claiming 
to design scalable multiagent systems [1]. Millions of messages 
are passed every day, referring to one another and thus shaping a 
gigantic network of communication. In this paper, we compare and 
discuss two different approaches to modelling and analysing such 
large-scale networks of communication: Social Network Analysis 
[3] (SNA) and Communication-Oriented of a message so that 
they can decrypt the message. A major advance in cryptography 
occurred with the invention of public-key cryptography [9]. The 
primary feature of public-key cryptography is that it removes the 
need to use the same key for encryption and decryption. 

1. Encryption and Digital Signature Explained
To better understand how cryptography is used to secure electronic 
communications, let’s look at a process we are all familiar with: 
writing and sending a check.

2. Securing the Electronic Version
The simplest electronic version of the check can be a text file, 
created with a word Processor [7], asking your bank to pay 
someone a specific sum. sending this check over an electronic 
network poses several security problems:

Since anyone could intercept and read the file, you need • 
confidentiality.

3. Digital Signature
The process of digitally signing starts by taking a mathematical 
summary (called a hash code) of the check.[8] This hash code is 
a uniquely-identifying digital fingerprint of the check. If even a 
single bit of the check changes, the hash code will dramatically 
change [9]., a new hash code can be created from the received 
check and compared 

4. Confidentiality and Encryption
Once the electronic check is digitally signed, it can be encrypted 
using a high-speed Mathematical [8] transformation with a key 
that will be used later to decrypt the document. This is often 
referred to as a symmetric key system because the same key is 
used at both ends of the process [5]. As the check is sent over the 
network, it is unreadable without the key. The next challenge is 
to securely deliver the symmetric key to the bank.
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5. Public-key Cryptography for Delivering Symmetric 
Keys
Public-key encryption is used to solve the problem of delivering 
the symmetric [4] encryption key to the bank in a secure manner. 
To do so, you would encrypt the symmetric key using the bank’s 
public key. Since only the bank has the corresponding private 
key, only the bank will be able to recover the symmetric key and 
decrypt the check. Why use this combination of public-key and 
symmetric cryptography [3] The reason is simple. 

Fig. 6: 

VI. Conclusion
We proposed, in this work, a scalable key management scheme 
which ensures a good secure coverage of large scale WSN with 
a low key storage overhead and a good network resiliency. We 
make use of the Symmetric-key theory. We showed that a basic 
mapping from Encryption and digital signature explained  to key 
pre-distribution allows to achieve high network scalability while 
giving a low direct secure connectivity coverage. We proposed 
then an efficient scalable Symmetric-key  pre-distribution scheme 
providing high network scalability and good secure connectivity 
coverage. We discuss the solution parameter and we propose 
adequate values giving a very good trade-off between network 
scalability and secure connectivity
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