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Abstract
The nature of wireless Ad-Hoc and sensor networks make them 
very attractive to attackers. One of the most popular and serious 
attack in wireless ad hoc and sensor network is the wormhole 
attack. It is a particularly severe attack on routing protocols for 
ad hoc networks in which two or more colluding attackers record 
packets at one location, and tunnel them to another location for 
a replay at that remote location. When this attack targets routing 
control packets, the nodes that are close to the attackers are 
defended from any alternative routes with more than one or two 
hops to the remote location. All routes are thus directed to the 
wormhole established by the attackers. The wormhole attack is 
particularly challenging to deal with since the adversary does 
not need to compromise any nodes and can use laptops or other 
wireless devices to send the packets on a low latency channel. 
This Paper focuses on threat that wormhole attack possesses on 
network and also mentions one of the few initiatives with the 
respective specifications to solve the problem.
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I. Introduction
Today devices like mobiles, laptops, PDA’s and many others 
which have high level of mobility are increasingly becoming 
common and with that wireless technologies are also becoming 
popular [7]. Wireless networks not only provide its user ease of 
use but also provides ability to move freely while connected to 
network. Wireless network can be divided into two types: one is 
Infrastructure based network and another is Ad-Hoc network. In 
Infrastructure based network, each user needs to communicate 
with an access points or base stations whereas, Adhoc wireless 
network consists of (usually mobile and wireless) nodes that create 
and maintain their inter-communication links without the help of 
a pre-existing infrastructure. Ad-Hoc network as discussed in [1] 
is adaptive in nature and self organizing. Lack of infrastructure 
in adhoc network means a lack of central entities such as fixed 
routers, name servers etc. Thus they can be set up urgently 
because they don’t need any fixed infrastructure. Due to above 
mentioned characteristics, wireless Adhoc networks can be used 
as Environmental control behavior, Health care systems, Search 
and rescue operation, Battle field operations and many more.

Fig. 1: Working of a General Ad-Hoc Network [15]

II. Wormhole Attack 
A wormhole attack is considered dangerous as it is independent 
of MAC layer protocols and immune to cryptographic techniques 
[6]. In wormhole attacks, attackers create a low latency link 
between two points in the network. This can be achieved by 
either compromising two or more sensor nodes of the network or 
adding a new set of malicious nodes to the network. Two attackers 
connected by a High speed Off channel Link, are strategically 
placed at different ends of a network. Once the link is established, 
the attacker collects data packets on one end of the link, sends 
the data packets using the low-latency link and replays them at 
the other end [4].
Here X & Y be two Wormholes (Intruder) connected by Wormhole 
link. X replays in its neighborhood (in area A) everything that Y 
hears in its own neighborhood (area B) and vice versa. The net 
effect of such an attack is that all the nodes in area A assume that 
nodes in area B are their neighbors and vice versa. This, as a 
result, affects routing and other connectivity based protocols in 
the network. Once the new routes are established and the traffic 
in the network starts using the X-Y shortcut, the wormhole nodes 
can start dropping packets and cause network disruption. They 
can also spy on the packets going through them and use the large 
amount of collected information to break any network security. 

 
Fig. 2: Wormhole Attack

In a wormhole attack using wired links or a high quality wireless 
out-of-band links, attackers are directly linked to each other, 
so they can communicate swiftly. However they need special 
hardware to support such communication. On the contrarily, a 
wormhole using packet encapsulation is relatively much slower, 
but it can be launched easily since it does not need any special 
hardware or special routing protocols [2-4].

III. Significance of Wormhole Attack
Though wormhole is a useful networking service because it simply 
presents a long network link to the link layer and up, the attacker 
may use this link for his own benefit. After the attacker attracts a 
lot of data traffic through the wormhole, it can interrupt the data 
flow by selectively sinking or modifying data packets, generating 
gratuitous routing activities by turning off the wormhole link 
sporadically [4]. The attacker can also simply record the traffic 
for later analysis. Using wormholes an attacker can also break 
any protocol that directly or indirectly relies on geographic 
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immediacy. Like, target tracking applications in sensor networks 
can be easily mystified in the presence of wormholes. Likewise, 
wormholes will affect connectivity-based localization algorithms, 
as two neighboring nodes are localized in close proximity and 
the wormhole links essentially ‘fold’ the entire network. This 
can have a major impact as location is a useful service in many 
protocols and application, and often out-of-band location systems 
such as GPS are considered expensive or unusable because of the 
environment [5].

IV. Background & Previous Work
All protocols in this section fall under two broad categories: 
localization schemes and packet leashes.

A. Localization Schemes
Wireless security protocols based on localization have the potential 
to detect wormhole attacks [8]. Localization systems are based 
on verifying the relative locations of nodes in a wireless network. 
Knowing the relative location may help conclude whether or not 
packets are sent by either a node or wormhole. Several localization 
schemes discussed in this section: Echo Protocol, Area-based Point 
Triangulation Test (APIT), Coordinate System, Signal Strength 
and Infra-Red (IR), and Directional Antennas.
Sastry, Shankar and Wagner [9] from the University of California 
at Berkeley discuss a location verification scheme known as the 
Echo protocol. Rather than focusing on individual nodes of a 
network, this protocol emphasizes the regions of verification. 
Nodes in the regions of verification must prove they are part of the 
wireless network using radio frequency (RF) and ultrasonic sound 
capabilities. A verified node sends a RF signal to an unverified node 
in the network. To prove it is part of the network, the unverified 
node sends an ultrasonic signal back to the verified node. The 
verified node determines whether or not the unverified node is 
in the region of verification depending on the time it takes to 
receive an ultrasonic signal. RF signals are used in most wireless 
network devices today. The strong points of this protocol are 
that cryptography and tight time-synchronization are not needed. 
However, because each network device needs additional equipment 
to detect and emit ultrasonic sound frequencies, this protocol 
may detract some developers from adopting this idea to prevent 
wormhole attacks.
He, Huang, Blum, Stankovic and Abdelzaher [10] developed 
an area-based point in triangulation test (APIT) which uses 
triangulation to determine the location of nodes in a network. 
Calculations are performed to check whether or not certain nodes 
are within triangles formed by anchors, which are nodes with 
Global Positioning System (GPS). These calculations determine 
the relative locations of all nodes in the network which may 
prove helpful to combating wormhole attacks. Compared to the 
Echo protocol, APIT does not require additional equipment for 
ultrasonic sound frequencies. However, APIT does require some 
nodes to have GPS in the wireless network to give some reference 
of locations in a network so that nodes without GPS have a relative 
idea of where they stand.
Another localization scheme known as the coordinate system 
involves the work done by Nagpal, Shrobe and Bachrach [11]
[12] at Massachusetts Institute of Technology (MIT). Similar to 
the APIT, the protocol uses a subset of GPS nodes to provide 
nodes without GPS a sense of relative location. This is achieved 
using two algorithms: the gradient which measures a GPS node’s 
hop count from a point in a network, and multilateration, which 
determines the way GPS nodes spread information of its location 

to nodes without GPS. Hop counts tell how far a node is from a 
particular source. A flaw in using this scheme is that wormholes 
can disrupt hop counts within a network. Therefore, any system 
following this scheme is rendered defenceless under wormhole 
attacks.
Bulusu, Heidemann and Estrin [13] discuss other localization 
techniques such as the verification of signal strength and Infra 
Red (IR). Weaker signal strengths may indicate a node is farther 
away. However, signal strengths are not reliable outdoors because 
ambient sound can disrupt signals. IR is very efficient in pinpointing 
nodes in open spaces using invisible lasers. On the other hand, IR 
is very sensitive to its surroundings rendering it unusable outdoors 
due to the interference of sunlight and indoor areas which do not 
have a line-of-sight to each network device.
Hu and Evans [12] developed a protocol using directional 
antennas to prevent wormhole attacks. Directional antennas are 
able to detect the angle of arrival of a signal. In this protocol, two 
nodes communicate knowing that one node should be receiving 
messages from one angle and the other should be receiving it at 
the opposite angle (i.e. one from west and the other at east). This 
protocol falls only if the attacker strategically placed wormholes 
residing between two directional antennas. This problem has been 
solved by having a verifier check on the communications between 
two nodes. However, some legitimate nodes are invalidated due 
to this solution. Drawbacks to this protocol include the flaw of 
rejecting valid nodes and requiring the use of directional antennas 
to prevent wormhole attacks. 
Overall, localization schemes are very effective in determining 
location. Wormholes, which fake their location to appear to be in 
two or more places at once, may trigger protocols to reject them 
as invalid nodes.

B. Packet Leashes
Hu, Perrig and Johnson [14] developed protocols with packet 
leashes have been proven to be reliable wormhole attack detectors. 
Packet leashes place restrictions on a packet’s maximum allowed 
transmission distance in a network. Two types of packet leashes 
discussed in this article are temporal and geographical leashes. 
Temporal leashes require tightly synchronized clocks on all nodes. 
Protocols based on temporal leashes ensure that packets transmitted 
across the network have an upper bound on its lifetime, which 
restricts the maximum distance of travel. Packets on a network 
remain valid for a certain time interval before they are rejected. 
However, setting up wormhole attacks under temporal leashes 
is difficult because packets must be sent through the wormhole 
within the restricted time period.
A geographical leash is the second type of leash discussed. 
Protocols based on geographical leashes differ slightly from 
temporal leashes in that each node must know its location and 
have loosely synchronized clocks. Using location and time, 
nodes can determine whether the packet is coming from a valid 
node or a wormhole. This protocol allows more flexibility in the 
synchronization time among nodes than temporal leashes. This 
type of packet leash also incorporates some of the same ideas used 
in localization schemes of using location to prevent wormhole 
attacks. A more refined temporal leash protocol known as the 
TESLA with Instant Key disclosure (TIK) is discussed by Hu, 
Perrig and Johnson. TIK uses a hash tree to hold symmetric keys 
to authenticate nodes. Receiving nodes will be able to determine a 
packet’s validity based on the time interval and the corresponding 
key of the sender node. TIK packets are structured so that the 
receiver node verifies the time interval and message authentication 
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codes (HMAC) before the key arrives. If the time interval is valid, 
then the node verifies the key. Completing both tests would verify 
the sender was not a wormhole. The TIK temporal leash protocol 
effectively detects a majority of wormholes. An attacker must know 
the right time intervals and keys pairs so that nodes in the wireless 
network will accept the wormhole’s packet. A disadvantage of this 
protocol is its strict requirements in timing. Each node must be 
synchronized at exactly the same time and errors in time difference 
must not be larger than a few microseconds or even hundreds of 
nanoseconds.

V. Present Work
This protocol adopted several design decisions to meet certain 
goals. 
Main goal is to design a protocol that not only prevents wormhole 
attacks but also avoids using strict clock synchronization, limits the 
need for specialized equipment, ensures information confidentiality 
and provides high performance, low power consumption and 
minimal memory storage.

A. Design of the Network and Network Devices
This protocol adopted several design decisions to meet certain 
goals. 
Main goal is to design a protocol that not only prevents wormhole 
attacks but also Avoids using strict clock synchronization, limits the 
need for specialized equipment, ensures information confidentiality, 
provides high performance, low power consumption and minimal 
memory storage.

1. Network Devices
The most significant difference between GPS and non-GPS nodes 
is that non-GPS nodes do not know their location directly. They 
rely on neighboring GPS nodes to determine their relative location. 
Otherwise, GPS and non-GPS nodes share many similar attributes. 
They use asymmetric and symmetric key cryptography and store a 
neighbor list and their transmission range distance in their memory. 
Both types of nodes make use of asymmetric and symmetric key 
cryptography. Asymmetric key cryptography allows nodes to 
authenticate or verify the sender of the message. In addition to 
holding keys for cryptography, each node maintains a neighbor 
list. This neighbor list consists of all GPS or non-GPS nodes within 
the transmission radius of the node as shown in Figure 3. The 
node’s transmission radius is also stored in memory for purposes 
explained in section C. Ideally, each node has a constant maximum 
transmission radius; however, in reality, network devices signals 
may vary depending on power consumption and other factors.

Fig. 3: Neighbor List 

Node’s A transmission range includes nodes B, I, E and F and 
GPS nodes 1 and 2. The other nodes C, D, H, and G are not on 
node A’s neighbor list.

2. Network Environment
The network environment requires that each non-GPS node must 
be in the transmission radius of at least one GPS node to prevent 
wormhole attacks effectively. However, the placement of nodes 
within the network does not matter. The network should work 
under adhoc or spontaneous networks. It should also work whether 
nodes in the network are mobile or stationary.

B. Protocol Functionality
The design of this protocol relies on the collaboration of GPS and 
non-GPS nodes in the network. The following subsections will 
explain the initialization, communication and detection process 
of the protocol to identify wormhole attacks. 

1. Initialization Process
Before the initialization process, all nodes are either sleeping 
or powered off. When the nodes are powered, the first step of 
the protocol is for the GPS node to broadcast or announce its 
presence in the network. GPS nodes will send this signal encrypted 
with a private key within its fixed transmission radius. All nodes 
within that radius will wake up, decipher the message using 
the GPS’s public key, and respond to the broadcast using an 
encrypted message with their own identity. After all the nodes 
have responded, each node will have compiled a neighbor list of 
GPS or non-GPS nodes around their transmission radius. This list 
is stored in each node’s memory. Messages sent across the network 
include a nonce or random number generated depending on time 
of the message. These nonces are verified by the receiving node 
to ensure that they are not replays of previous messages. Without 
nonces, a wormhole attack can flood the network with messages 
to overwhelm the network as illustrated in Figure 4. This type of 
attack is also known as a Denial of Service (DoS) attack which 
is commonly used to bring down the services of websites by 
overloading it with service requests. Nonces prevent attackers 
from replaying previous messages and nodes from accepting these 
messages because only nonces with the appropriate time stamps 
are accepted.

Fig. 4: Denial of Service (DoS) Attack

A wormhole overwhelms nodes in the network with messages so 
that it cannot take other requests.

2. Communication Process
After the initialization process, all nodes should be able to forward 
messages to each other. To keep the communication confidential, 
each node encrypts its own message before sending it out to the 
network. Each node uses symmetric keys. Nodes in the network 
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should remain in the communication state unless the one of the 
following conditions becomes true:

One or more nodes move to a different location of the • 
network.
One or more nodes suddenly turn off or stop responding, • 
requiring their removal from the network.
One or more nodes suddenly turn on or arrive, requiring their • 
addition to the network.

The network has set a refresh rate that automatically brings the 
protocol back to initialization to update the network.
If one or more of these states becomes true, the protocol goes 
back to the initialization state to update each node’s neighbor lists. 
Mobile networks may need to update at faster rates due to the 
constantly changing network structure. Higher refresh rates may 
help detect and prevent wormhole attacks but there are trade-offs 
in network performance and power consumption.

C. Detection Process

1. One-Hop Calculation
Two calculations run in the background of the communication 
process to detect wormhole attacks. The first calculation determines 
whether or not a node in the network should be able to hear the 
GPS nodes in its list stored in memory. If the distance between 
any two GPS nodes in a node’s neighbor list is greater than two 
times the transmission radius of the node, then the node is affected 
by a wormhole attack. A node can only hear GPS nodes at either 
end of the transmission radius as shown in Figure 5. Therefore, 
any GPS nodes whose distances are greater must be compromised 
by a wormhole. This calculation will be referred as the one-hop 
calculation throughout the rest of this paper.

Fig. 5: One-Hop Calculation

GPS nodes can only be 2 times the transmission radius away from 
each other in node A’s neighbor list.

2. Two-Hop Calculation
The second calculation determines whether two nodes can 
communicate with each other. For example, suppose there are two 
nodes A and J that are within the transmission radius of each other. 
If the distance between any GPS node in node A’s neighbor list and 
any GPS node in node J’s neighbor list is greater than three times 
the transmission radius of the node, then both nodes are most likely 
subjected to a wormhole attack. A node can only communicate 
with another node with the maximum distance of the GPS nodes 
at the end of their transmission radiuses as illustrated in fig. 6. 
This calculation will be referred as the two-hop calculation.

Fig. 6: Two-Hop Calculation

When node A communicates with node J, node A checks its 
neighbor list with node J’s neighbor list to see if there is any GPS 
nodes are greater than three times the transmission radius.
To summarize, nodes that fail the one-hop calculation are likely to 
be nearby a wormhole. Nodes that fail the two-hop calculation are 
potentially sending packets to a node compromised by a wormhole. 
In the detection process, any node failing the one hop and two-
hop calculations shut down and are removed to avoid additional 
damage on the network. 

VI. Experiments, Results and Discussion
Using JFreeChart, I created a program that plots random coordinates 
on an X-Y plane as depicted in fig. 7 and simulates their behavior 
according to the protocol design.

Fig. 7: JFreeChart GUI Software. Displays GPS nodes, non-GPS 
nodes and the wormhole scattered randomly on an x-y plane.

The program consists of three classes: the simulation, node and 
Graphical User Interface (GUI) class. The simulation class is the 
most important class as it implements the design of the protocol. 
The number of GPS nodes, non-GPS nodes and wormholes, the 
location of the nodes and wormholes, their transmission radius and 
the size of the network area can be configured in this class. The 
other two classes work to support the simulation class. The node 
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class is used primarily to hold data. Each node’s actual location, 
perception of location due to GPS nodes and wormholes and 
neighbor list are held in this class. On the other hand, the GUI 
class simply takes x and y coordinates from the simulation class 
and displays the X-Y plot graph on the screen. All three classes 
work together to produce results which are reported in a text file 
for easy access.
Two experiments were conducted to verify the effectiveness of 
the protocol. These experiments show whether the protocol design 
could work on wireless networks with the following conditions:

Limited numbers of GPS nodes.• 
Large network areas.• 
Ad-Hoc or randomized networks.• 

A. First Experiment: Limited Number of GPS Nodes
The first experiment analyzes the effectiveness of the protocol 
design under varying numbers of GPS nodes to non-GPS nodes. 
The ratios of GPS nodes to non-GPS nodes tested are 30:20, 
25:25, 20:30, 15:35, 10:40 and 5:45 under a total network area 
of 100 by 100 meters. In this experiment, all nodes can hear any 
other node within a transmission radius of twenty-five meters. The 
wormholes are in a fixed position on the top-right and bottom-left 
during all stages of this experiment. After conducting ten trials 
of the first experiment, the results show that lower numbers of 
GPS nodes relative to non-GPS nodes leads to fewer wormhole 
detections as shown in fig. 8.

Fig. 8: Experiment 1 Results. Shows the % of the Number of Nodes 
that Detected Wormholes Over the Number of Nodes With Actual 
Wormholes Within Their Transmission Radius Under Varying 
Numbers of GPS and Non-GPS Nodes

B. Second Experiment: Density Check
The second experiment determines whether the network will be 
able to detect wormholes under different densities. The density 
of the network is increased by adding more nodes on the network 
under a constant area. A 2:3 ratio of GPS to non-GPS nodes is 
maintained on this experiment because this ratio as proven to 
work as well as the higher GPS to non-GPS ratios in the first 
experiment. Distributions of 100, 75, 50, 30 and 20 nodes are 
tested in a network area of 100 by 100 meters. Ratios of 2:3 GPS 
to non-GPS nodes of these distributions are 40:60, 30:45, 20:30, 
12:18 and 8:12 respectively. Again, the wormholes are in a fixed 
position on the top-right and bottom left during all stages of this 
experiment. The results on the second experiment show lower 
densities of nodes result in fewer wormhole detections as depicted 
in Figure 9. Figure 10 shows the connectivity of non-GPS nodes 

in different densities. Each non-GPS node must be nearby at least 
one GPS node to be connected to the network. Larger numbers 
of nodes tend to lead to better wormhole detection as well as 
connectivity of the network. The density of the network seems 
to have a linear relationship with the wormhole detection rate 
while it has an exponential relationship with the connectivity of 
nodes in the network.

Fig. 9: Experiment 2 Results. Shows the % of the Number of 
Nodes That Detected Wormholes Over the Number of Nodes 
With Actual Wormholes Within Their Transmission Radius Under 
Varying Densities

Fig. 10: Connectivity. Shows the % of the Number of Non-GPS 
Nodes That are Disconnected Wormholes Under Varying Network 
Densities

Fig. 11: Experiment 2 Results. Shows the % of the Number of 
Nodes that Detected Wormholes Using One-Hop and Two-Hop 
Calculation Over the Number of Nodes With Actual Wormholes 
Within One-Hop and Two-Hop Under Varying Network Sizes
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VII. Conclusion
Wormhole attacks are significant problems that need to be addressed 
in wireless network security. Although substantial research has 
been done to combat wormhole attacks, this protocol is one of 
the first to implement a collaboration of GPS and non-GPS nodes 
as an aid to prevent this type of attack. The simulation results 
indicate that nodes working under this protocol have the potential 
to detect slightly over half of the actual nodes compromised by 
a wormhole. This research work holds confidence that further 
research in using GPS nodes may lead to better detection of 
wormholes. By having only a subset of GPS nodes, the costs of 
producing a secure network are significantly lower than the costs 
associated with the existing protocols noted in chapter two. The 
collaboration between GPS and non-GPS nodes has introduced 
a new way of preventing wormhole attacks. Users of wireless 
networks especially in applications of sensor networks will benefit 
from continued research in this form of prevention.

VIII. Future Work
The work can be extended to study the robustness of Wireless 
Adhoc Networks for all types of protocols. More types of attacks 
including group attacks can be studied and their relations to the 
vulnerability of the protocols can be ascertained.
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