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Abstract
Thousands of self-organizing sensor nodes may collaborate and 
establish a distributed monitoring, Wireless Sensor Network (WSN) 
in the future. Of late, numerous WSN applications have been 
using GPS devices to track and locate the position of the remote 
sensor nodes. Due to expensive hardware resources and power 
constraints of the sensor nodes, the usage of GPS hardware in WSN 
application is still unattainable. The target tracking systems which 
are already in use estimating the position of moving target based on 
measurements on Received Signal Strength (RSS), Time of Arrival 
(TOA), Angle of Arrival (AOA) and Time Difference of Arrival 
(TDOA). These measurements are less prudent for the application, 
which requires highly accurate target tracking. This paper proposes 
a Target Movement Prediction Algorithm (TMPA) based on 
topological coordinates. TMPA uses Topological Preserving Maps 
(TPM) to track and navigate the location of the target and Adaptive 
Weighted Target Tracking (AWTT) methodology condenses fault 
and improves the accurateness in the prediction.
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I. Introduction
Wireless Sensor Network ( WSN ) is used to bring about the 
interaction between humans and the environment. Wireless 
Sensor Network was originally developed for applications in 
battlefield. The sensors are deployed in regions where human 
intervene is not possible. Due to the success of the network in 
military area, the application has been extended to health care, 
remote monitoring, industrial applications etc. Recent advances 
in Wireless Sensor Network have to led their use in monitoring 
potential targets [1-2]. Sensors are deployed in remote locations. 
Through communicating with neighbor nodes using wireless 
as medium a self organizing network is created. Based on the 
functionality for which the nodes are deployed, they organize 
themselves. The various functions for which the sensor nodes are 
deployed vary from simple temperature monitoring to complex 
tracking of unauthorized entry of target in De-Militarized Zone( 
DMZ ). We consider the application of sensor nodes for target 
tracking mechanism. On detection of target, the sensor node 
communicates the information regarding the target signature to 
the neighbor nodes along with the sink. The neighboring nodes are 
activated on reception of the message and takeover the tracking. 
Due to the intrinsically open and distributed nature of WMNs, it 
is essential to enforce access control of sensitive information to 
cope with both eavesdroppers and malicious attackers. A MANET 
is a system made up of wireless mobile nodes. These nodes have 
wireless communication and networking characteristics. MANETs 
have been proposed to serve as an effective networking system 
facilitating data exchange between mobile devices even without 
fixed infrastructures. In MANETs, it is important to support group-
oriented applications, such as audio/video conference and one-to-
many data dissemination in battlefield or disaster rescue scenarios. 

In general, users working for the same mission form a cooperation 
domain; any particular application or interest in a network may 
lead to the establishment of a corresponding community. Since 
communication in wireless networks is broadcast and a certain 
amount of devices can receive transmitted messages, the risk of 
unsecured sensitive information being intercepted by unintended 
recipients is a real concern. For instance, a commander may 
issue secret commands to soldiers in battlefield via satellite-to-
MANET communication. Consequently, efforts to secure group 
communications in MANETs are essential.

II. Related Work
Localization in WSN is to find the terrestrial positions of sensors 
in a wireless sensor network. Determining the accurate location 
information of sensors is an important and crucial issue for WSN 
operations and its applications for several reasons. Because most of 
the information measured from sensors are only meaningful when 
they are attached to the location evidence of the corresponding 
sensors.
However, in most of the applications, sensor nodes are deployed 
without their location information being known in the prior, so there 
is no supportive set-up available to find them after deployment. It is 
therefore compulsory to find some methodologies for locating and 
tracking the position of each sensor in wireless sensor networks 
after their deployment.

Fig. 1: Illustration of Tracking and Navigation

WMNs have been recently suggested as a promising low-cost 
approach to provide last-mile high-speed Internet access. A typical 
WMN is a multi hop hierarchical wireless network. The top layer 
consists of high-speed wired Internet entry points. The second 
layer is made up of stationary mesh routers serving as a multi hop 
backbone to connect to each other and Internet via long-range 
high-speed wireless techniques. The bottom layer includes a large 
number of mobile network users. The end-users access the network 
either by a direct wireless link or through a chain of other peer 
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users leading to a nearby mesh router; the router further connects to 
remote users through the wireless backbone and Internet. Security 
and privacy issues are of utmost concern in pushing the success 
of WMNs for their wide deployment and for supporting service-
oriented applications. For instance, a manager on his way to 
holiday may want to send a confidential e-mail to some staff of her 
company via WMNs, so that the intended staff members can read 
the e-mail with their mobile devices (laptops, PDAs, smart phones, 
etc.). Due to the intrinsically open and distributed nature of WMNs, 
it is essential to enforce access control of sensitive information to 
cope with both eavesdroppers and malicious attackers. A MANET 
is a system made up of wireless mobile nodes. These nodes have 
wireless communication and networking characteristics. MANETs 
have been proposed to serve as an effective networking system 
facilitating data exchange between mobile devices even without 
fixed infrastructures. In MANETs, it is important to support group-
oriented applications, such as audio/video conference and one-to-
many data dissemination in battlefield or disaster rescue scenarios. 
In general, users working for the same mission form a cooperation 
domain; any particular application or interest in a network may 
lead to the establishment of a corresponding community. Since 
communication in wireless networks is broadcast and a certain 
amount of devices can receive transmitted messages, the risk of 
unsecured sensitive information being intercepted by unintended 
recipients is a real concern. For instance, a commander may 
issue secret commands to soldiers in battlefield via satellite-to-
MANET communication. Consequently, efforts to secure group 
communications in MANETs are essential.
The challenge of target tracking and mobile sensor navigation arises 
when a mobile target does not follow a predictable path. Successful 
solutions require a real-time location estimation algorithm and an 
effective navigation control method. Target tracking can be viewed 
as a sequential location estimation problem. Typically, the target 
is a signal emitter whose transmissions are received by
a number of distributed sensors for location estimation. There 
exist a number target localization approaches-based various 
measurement models such as received signal strength (RSS), 
time of arrival (TOA), time difference of arrival (TDOA), signal 
angle of arrival (AOA), and their combinations [2-3]. For target 
tracking, Kalman filter was proposed in [4], where a geometric-
assisted predictive location tracking algorithm can be effective 
even without sufficient signal sources. Li et al. [5] investigated 
the use of extended Kalman filter in TOA measurement model 
for target tracking. Particle filtering has also been applied with 
RSS measurement model under correlated noise to achieve high 
accuracy [6].
In addition to the use of stationary sensors, several other works 
focused on mobility management and control of sensors for better 
target tracking and location estimation. Zou and Chakrabarty 
[7] studied a distributed mobility management scheme for 
target tracking, where sensor node movement decisions were 
made by considering the tradeoff among target tracking quality 
improvement, energy consumption, loss of connectivity, and 
coverage. Rao and Kesidis [8] further considered the cost of 
node communications and movement as part of the performance 
tradeoff.

A. Existing Method
However, these existing solutions can only be used to deal with 
adversaries who have only a local view of network traffic. A 
highly motivated adversary can easily eavesdrop on the entire 
network and defeat all these solutions. For example, the adversary 

may decide to deploy his own set of sensor nodes to monitor the 
communication in the target network. However, all these existing 
methods assume that the adversary is a local eavesdropper. If an 
adversary has the global knowledge of the network traffic, it can 
easily defeat these schemes. For example, the adversary only needs 
to identify the sensor node that makes the first move during the 
communication with the base station. Intuitively, this sensor node 
should be close to the location of adversaries’ interest.

B. Proposed Method
We are primarily interested in target tracking by considering 
both moving targets and mobile sensors as shown in Figure 
1. Specifically, we are interested in the spatial resolution for 
localizing a target’s trajectory. The spatial resolution refers to 
how accurate a target’s position can be measured by sensors, and 
defined as the worst-case deviation between the estimated and the 
actual paths in wireless sensor networks [2]. Our main objectives 
are to establish the theoretical framework for target tracking in 
mobile sensor networks, and quantitatively demonstrate how the 
mobility can be exploited to improve the tracking performance. 
Given an initial sensor deployment over a region and a sensor 
mobility pattern, targets are assumed to cross from one boundary 
of the region to another. We define the spatial resolution as the 
deviation between the estimated and the actual target traveling 
path, which can also be explained as the distance that a target is 
not covered by any mobile sensors.

III. Implementation
In addition to the use of stationary sensors, several other works 
focused on mobility management and control of sensors for better 
target tracking and location estimation. Zou and Chakrabarty [7] 
studied a distributed mobility management scheme for target 
tracking, where sensor node movement decisions were made by 
considering the tradeoff among target tracking quality improvement, 
energy consumption, loss of connectivity, and coverage. Rao and 
Kesidis [8] further considered the cost of node communications 
and movement as part of the performance tradeoff. To enable 
target tracking by a mobile sensor with a prior knowledge on target 
motion, [9-10] presented a proportional navigation strategy and 
several variants. In [11], a continuous nonlinear periodically time-
varying algorithm was proposed for adaptively estimating target 
positions and for navigating the mobile sensor in a trajectory that 
encircles the target. Belkhouchet et al. [12] modeled the robot and 
the target kinematics equations in polar coordinates, and proposed 
a navigation strategy that attempts to position the robot in between 
a reference point and the target so as to successfully follow the 
target. Using the similar set of nonlinear kinematics equations, 
Vargas et al. [13] proposed a cubic navigation function, which 
is both simple and effective. In our work, we adopt this simple 
navigation function.
In this work, we consider the joint problem of mobile sensor 
navigation and mobile target tracking based on a TOA measurement 
model. Our chief contributions include a more general TOA 
measurement model that accounts for the measurement noise 
due to multipath propagation and sensing error. Based on the 
model, we propose a min-max approximation approach to estimate 
the location for tracking that can be efficiently and effectively 
solved by means of semidefinite programming (SDP) relaxation. 
We apply the cubic function for navigating the movements of 
mobile sensors. In addition, we also investigate the simultaneous 
localization of the mobile sensor and the target to improve the 
tracking accuracy. We present a weighted tracking algorithm in 
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order to exploit the measurement information more efficiently. 
The numerical result shows that the proposed tracking approach 
works well. There are several important reasons for us to utilize 
the TOA measurement model. First, TOA measurements are easy 
to acquire, as each sensor only needs to identify a special signal 
feature such as a known signal preamble to record its arrival 
time. Second, our particular use of TOA is a more practical model 
because we do not need the sensors to know the transmission start 
time of the signal a priori. As a result, our TOA model enables us 
to directly estimate the source location by processing the TOA 
measurement data. Furthermore, Xu et al. [14] have shown that 
direct TOA localization offers some performance gain over TDOA 
localization. Since the mobile sensor navigation control depends 
on the estimated location results, more accurate localization 
algorithm from TOA measurements leads to better navigation 
control.

IV. Tracking Mechanisams

A. Using K-means Clustering Algorithm for Pixel-wise 
Object Tracking 
Since our purpose is to set up a general tracking algorithm for 
arbitrary parts of human body, we consider the model-based 
methods are not appropriated in our work. That is because the 
success of model-based methods is based on the assumption of 
prior acknowledge and specific target model (e.g. head model, 
hand model, eye model, etc). In other words, the model-based 
methods can not deal with the target that is different from the 
pre-defined target model.
Therefore, in this paper, we select the K-means clus-tering 
algorithm for object tracking (hereafter we call it K-means 
tracker), because compared with those model-based tracking 
methods, the clustering-based tracking algorithm has the following 
advantages:

Does not need any prior target appearance model, so the 1. 
initialization becomes simple
Can track the non-rigid (human body) and ware object (hand) 2. 
well, even the target object deforms greatly
Can track any target object but not a specific one.3. 

B. Introducing the Concept of Non-target
However, most of the conventional pixel-wise tracking algorithms 
only use the target information for pixel clas-sification, which is 
similar to those model-based methods. Thus in those works, they 
only measure the similarity (or dissimilarity) between an unknown 
pixel and the target sample. Therefore, a threshold is required to 
determine whether this pixel belongs to the target group or not, 
according to the estimated similarity. However, it is well known 
that, while object tracking, both the target appear-ance and the 
surrounding background can change easily due to the illumination 
variance, target deformation, etc, so a fixed threshold can not be 
suitable under different conditions.
In this paper, we introduce the concept of non-target and apply 
the K-means clustering to both the target and non-target samples. 
The motivation to introduce this concept is that: through our 
experiments, we found out that the ability to discriminate the 
target from its sur-rounding background is the key element that 
resolves the tracking success or failure. Therefore, it is reasonable 
to consider that a good tracking algorithm should be performed 
between the target and background informa-tion. In this work, we 
introduce the concept of non-target (background) for the target 
discrimination. As shown in Fig.1, whether an unknown pixel 

within the searching area is the target or not is discriminated by 
measuring its similarity to the target group and non-target ones.

Fig. 2: Illustration for Describing Non-Target Samples

That is because, with the negative reference, it will be more 
confirmable that the pixels that do not belong to the non-target 
groups will belong to the target group. In Fig.1, RTB means the 
“Real Target Boundary” that really discriminate the target from 
the background. Since it is difficult to stably get the RTB, we 
propose a model named as “absolute target region” (hereafter 
ATR) to approximate RTB and describe the target object and its 
surrounding background. The ATR is an area that contains all the 
target object pixels, meanwhile, all the pixels on the outline of ATR 
are the representative non-target pixels around the target object.
In this paper, we use the ATR to:

Restrict the search area for speed up and increasing the 1. 
robustness of our tracking algorithm;
Represent the approximate target shape and direction;2. 
Model the surrounding non-target background. Since both the 3. 
target sample and surrounding ATR are continuously updated, 
our method becomes robust against the target appearance 
variance.

C. Tracking Framework

1. Elliptical Search Area
In this paper, we define the search area as a small region that 
contains the whole target object in both the previous frame and 
present frame. Here, we describe this search area by an ellipse. 
The position, direction and shape of search area are determined 
according to the previous tracking result and the maximum 
velocity of the target. Since all the pixels of target object are 
located within the search area, the pixels on the ellipse contour 
are the background ones. And we use some pixels on the ellipse 
contour to represent the negative (background) samples.

2. K-means Clustering with Target and Non-target
In Fig.3, we take the ellipse center as the target cluster center and 
describe it by fT = [cT pT ]T . Non-target pixels on the ellipse are 
presented as fN(j) = [cN(j) pN(j)]T , j = 1 _ m, where m is the 
number of the selected pixels on the ellipse, and an unknown pixel 
is described by fu = [cu pu]T.
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Fig. 3: Illustration for Target Clustering

An unknown pixel fu can be classified by comparing the distance 
dT from it to the target cluster center
dT = kfT  fuk2;     (1)
and the shortest distance dN from fu to the m pixels on the 
ellipse

   (2)
In Eq.(1)(2), the distance is calculated with the Euclidean distance 
in the 5D feature space, because Euclidean distance is invariant 
to rotation of the target. If dT < dN, fu is classified as a target 
pixel, otherwise a non-target pixel. When the pixel is classified 
as target, it will be recorded for the update procedure of search 
area described in the following section.
As shown in Eq.(2), there are m non-target points selected from 
the outline of search area. Here, we let m = 9 and 8 of them 
are resolved by the 8-equal division of the ellipse contour at the 
interval of 45_. The rest one is the cross point shown in Fig.3. 
For an unknown pixels, its cross point is performed by the ellipse 
contour and the radius connected by the unknown pixel and the 
ellipse center.

V. Impelemented Modules

A. Tracker Attackers Modules
The appearance of an endangered mobile user tracker (Attackers) 
in a monitored area is survived by wireless sensor, at the each time 
the inside and outside sensors are sensing to find out the attackers 
location and the timing. This information is passed to the server 
for analyzing. After analyzing the commander and tracker they 
are also can participate this wireless network. In the commander 
and tracker itself some intruders are there, our aim to capture the 
attackers before attempting the network.

B. Tracker Sensor Routing Techniques
This section presents two techniques for privacy-preserving routing 
in sensor networks, a periodic collection method and a source 
simulation method. The periodic collection method achieves the 
optimal location privacy but can only be applied to applications 
that collect data at a low rate and do not have strict requirements on 
the data delivery latency. The source simulation method provides 
practical trade-offs between privacy, communication cost, and 
latency; it can be effectively applied to real-time applications. In 
this paper, we assume that all communication between sensor nodes 
in the network is protected by pair wise keys so that the contents 

of all data packets appear random to the Global eavesdropper. This 
prevents the adversary from correlating different Data packets to 
trace the real object.

C. Adversary Model
For the kinds of wireless sensor networks that we envision, 
we expect highly-motivated and well-funded attackers whose 
objective is to learn sensitive location-based information. This 
information can include the location of the events detected by the 
target sensor network such as the presence of a mobile user. The 
Mobile user-tracker example application was introduced in, and 
we will also use it to help describe and motivate our techniques. In 
this application, a sensor network is deployed to track endangered 
giant mobile users in a bamboo forest. Each mobile user has 
an electronic tag that emits a signal that can be detected by the 
sensors in the network. A clever and motivated poacher could 
use the communication in the network to help him discover the 
locations of mobile users in the forest more quickly and easily 
than by traditional tracking techniques.
In any case, it should be feasible to monitor the communication 
patterns and locations of events in a sensor network via global 
eavesdropping. An attacker with this capability poses a significant 
threat to location privacy in these networks, and we therefore 
focus our attention to this type of attacker.

D. Privacy Evaluation Model
In this section, we formalize the location privacy issues under the 
global eavesdropper model. In this model, the adversary deploys 
an attacking network to monitor the sensor activities in the target 
network. We consider a powerful adversary who can tracker the 
communication of every Sensor node in the target network. Every 
sensor node i in the target network is an observation point, which 
produces an observation (i, t, d) whenever it transmits a packet d 
in the target network at time t. In this paper, we assume that the 
attacker only monitors the wireless channel and the contents of 
any data packet will appear random to him.                                               

E. Security Analysis
The generation number of a packet can be hidden in the secure 
routing scheme through link-to-link encryption. In this way, 
attackers cannot find the generation number of a packet for their 
further analysis. Notice that secure routing paths are only required 
to be established at the beginning of each session; during the packet 
transmission, secure routing paths are not required to change or 
re-established for each new generation.

VI. Analog Measurement Models
Routing in WSNs is interesting due to the fact that these networks 
are created in an instant, and consequently it does not depend on 
the availability of the infrastructure, such as routing devices in 
wired networks or access points in predefined wireless networks. 
Though, a plenty of geographic position based algorithms have 
been proposed based on different techniques like received signal 
strength measurement (RSS), angle-of-arrival (AoA), time 
difference of arrival (TDOA), triangulation, time of arrival (TOA) 
etc., it still remains a hard problem.
Implementing sensor nodes with GPS is expensive and infeasible 
in most of the applications due to energy constraints. In repetition, 
RSSI based measurements contain signal propagation, noise on 
the order of distance and clock synchronization between source 
and destination causes error in TOA, though TDOA overcomes the 
need of time sync between two nodes the synchronization demand 
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for different nodes within the network still remains.
These analog signal based dimensions encounter uncertainties 
and complexities in terms of poor line-of-sight, interference, 
scattering, and multipath fading, which are hard to overcome 
in many indoor and outdoor WSNs applications. Furthermore, 
geographical coordinate based localization is infeasible or not 
accurate in certain environments. Encountering the importance of 
tracking and accuracy will result in simple sensor nodes and less 
complexity algorithms, and facilitate large-scale implementation 
of WSNs.

VII. Virtual Coordinates
This paper proposes a solution which does not need an initialization 
of infrastructure. This implies that it is starting to serviceable 
as quick as the network is implemented. The sensor nodes use 
virtual coordinates instead of real coordinates which are informed 
throughout the lifetime of the network. No need of network-wide 
frequent updates and the system is exceptionally robust against 
nodes performing and link dynamics. Implementation of virtual 
coordinates eliminate the dependency rely on costlier anchor 
nodes.
Virtual coordinate routing enables high reactivity, robustness, 
energy efficiency and overhead-free relocation in large-scale 
WSNs. In virtual coordinate systems any node can be identified 
as an anchor node with no additional requirements. The number of 
anchor node determines the dimension of the network. Connectivity 
based routing make VCS an attractive method for positioning the 
tracking the target node.
TPM preserves the neighbor node information and provide the 
biased version of node maps using the conjunction of topological 
coordinates and virtual coordinates. TPM overcomes the issues 
related to the geographic routing and virtual coordinate routing.

VIII. Conclusion
We proposed, in this work, a scalable key management scheme 
which ensures a good secure coverage of large scale. WSN with 
a low key storage overhead and a good network resiliency. We 
make use of the unital design theory.  We provide a sequential 
algorithm and a joint weighted localization algorithm before 
controlling the mobile sensor movement to follow the target. The 
proposed system provides the fleet an ability to take decisions 
according to real-time information, in addition to historical data. 
The geofencing technique applies grants safety and security to 
the fleet throughout the trip. The designed software offers more 
flexibility, especially in loading digital maps; it has improved taps 
such as the ‘Tracking’ tap and the ‘Parameters’ tap, which makes 
the software more reliable. For the navigation of mobile sensors, 
the cubic law is applied. Simulation results illustrate successful 
tracking and navigation performance for the proposed algorithms 
under different trajectories and noises.
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