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Abstract
A variety of e-learning advantages have been recognized for a 
long time and many advances in E-learning system have been 
implemented, the needs on security and privacy protecting which 
provide new challenges, have begun to be studied. In E-learning 
system, identity verification of the learner is an important part 
of the operation of e-learning security. The learner’s identity 
information is inspected by the firewall system till now. Mobile 
agent systems have many advantages over traditional distributed 
computing environments. 
In this work we combine mobile agent and e-learning system and 
define a new Secured E-learning system which applies security 
using mobile agent. The agent works at both the client and server. 
It will be helpful in avoiding various attacks such as eavesdropping 
and increasing availability, authentication & confidentiality of 
the system. 
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I. Introduction
A Mobile Agent is a type of software agent with the feature 
of autonomy social ability learning and most significantly 
mobility.
More specifically, a mobile agent is a process that can transport 
its state from one environment to another, with its data intact, and 
be capable of performing appropriately in the new environment. 
Mobile agents decide when and where to move. Movement is 
often evolved from RPC methods. Just as a user directs an Internet 
browser to visit a website (the browser merely downloads a copy 
of the site or one version of it in the case of dynamic web sites) 
similarly a mobile agent accomplishes a move through data 
duplication. When a mobile agent decides to move, it saves its 
own state, transports this saved state to the new host, and resumes 
execution from the saved state.
A mobile agent is a specific form of mobile code, within the field 
of code mobility. However in contrast to the Remote Evaluation 
and Code on demand programming paradigms mobile agents are 
active in that they can choose to migrate between computers at any 
time during their execution. This makes them a powerful tool for 
implementing distributed applications in a computer network.
An open Multi-Agent System (MAS) is a system in which agents 
that are owned by a variety of stakeholders continuously enter 
and leave the system.

A. Advantages of Mobile Agents
Some advantages which mobile agents have over conventional 
agents are:

Computation bundles - converts computational client/server 1. 
round trips to re-locatable data bundles, reducing network 
load.
Parallel processing - asynchronous execution on 2. 
multiple heterogeneous network hosts
Dynamic adaptation - actions are dependent on the state of 3. 

the host environment
Tolerant to network faults - able to operate without an active 4. 
connection between client and server
Flexible maintenance - to change an agent’s actions, only the 5. 
source (rather than the computation hosts) must be updated
One particular advantage for remote deployment of software 6. 
includes increased portability thereby making system 
requirements less influential.

The increasing requirements of education, reduction of study 
cost and no location limits study have encouraged developers 
providing different types of learning systems. While a variety of 
e-learning advantages have been recognized for a long time and 
many advances in E-learning system have been implemented, 
the needs on security and privacy protecting which provide new 
challenges have begun to be studied. In E-learning system, identity 
verification of the learner is an important part of the operation 
of e-learning security. The learner’s identity information will be 
inspected by the firewall system [1].
Identity information inspection requires examination of the 
contents of the packet including the upper-protocol header. The 
filtering examination provided by firewalls is much better than no 
security. Therefore, we expect that packet inspection will continue 
to be important for the foreseeable future [1].
This scenario requires the implementation of software mobile 
agents in order to establish a secure exchange of communication 
between the virtual private network peers. Due to the problems 
with security of Mobile agents have limited their popularity. 
Mobile agents are composed of code, data, and state. Agents 
migrate from one host to another taking the code, data and state 
with them. 
With the spread of broadband networks and high-rate permanent 
increase in computing power, one of the greatest challenges of 
grid computing community, which found itself in front of, is the 
development effectively to disseminate knowledge and skills in 
grid computing to a wide range of users, who are not interested 
in the grid for itself but for its applications [10].
Therefore, the computer network architectures have become 
increasingly oriented towards a distribution of resources and 
computing power.
Nevertheless, the increase and diversification of the needs expressed 
showed the limitations of distributed systems and therefore the 
Client/Server model which was the most widely used model for 
developing distributed solutions [10].

B. Security Issues in Mobile Agent

1. Malicious Agent
It is a program or software that functions for an intruder with a 
purpose to attacking the itinerary host. It can pose a severe risk 
to the hosts serving a platform to the mobile agent. Hence these 
hosts are vulnerable to attack by such agents executing on them. 
There are several kinds of such agents and these can be virus, 
worms or spying agents [11].
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2. Malicious Host
When a mobile agent moves from one designated host to another 
designated host in the network to complete its task, there exists some 
designated hosts who tries to hamper the integrity, functionality 
and confidentiality of the agent in order to benefit themselves in 
some way [11].

C. Applications Of Mobile Agents Today
In what ways are mobile agents being used, and for what kinds of 
applications are they a good technical solution?
They have been characterized as “a solution in search of a problem,” 
by leading researcher John Ousterhout, author of the tcl scripting 
language; and many people in the agents’ field would certainly 
agree. Mobile agent proponents will begrudgingly admit that the 
problems for which their systems are appropriate can also be solved 
with normal distributed computing technologies like RPCs and 
distributed objects. While this is inherently true, are mobile agents 
nonetheless a more natural and simple model to help to solve old 
problems [8].

II. Related Work
A lot of work has already been done in the field of security using 
Mobile Agents. Even the various researchers have worked in this 
topic of security of e-Learning system and other details for the 
multiple usages. Authors have given lot of application of mobile 
agents in various fields of networking. This work is using mobile 
agent application in e-Learning [1]. The works of the several 
authors have been studied and lot of knowledge has been got to 
propose this work. Some of the works of the various researchers 
in the field are as follows:
HU Baofang, YU Zhenmei, in their paper they combine mobile 
agent and e-learning system and define a new E-learning system 
which has a mobile agent named Client Agent and a static agent. 
The Client Agent works at the client, inspects the packets including 
the learner’s private information, signs the legal ones and gnards 
them to the network server. So the packets can go through the 
network firewall without decryption. This architecture solves the 
condition that the traditional firewall can’t be fit for the VPN and 
makes the learner’s private information safer [1].
According to Atul Mishra, A.K. Sharma, Mobile agents offer 
an easy re-configurable, flexible and scalable solution to the 
management of today’s complex telecommunication networks 
thereby reduces the number of necessary human interactions. Many 
of the complex management tasks can be delegated to agents whom 
agents can easily carry out without much intervention from the 
higher management layers [2]. 
Rui A. Martins, Manuel E. Correia, Alexandre B. Augusto, this 
paper constitutes a survey of current security mechanisms employed 
for state of the art multi agent systems. Several papers regarding this 
subject where collected and researched and their security proposals 
related to identity, authentication, confidentiality, integrity and 
access control mechanisms for multi-agent systems presented and 
discussed [3].
The proposals by Xu Xiao-long et al [4] and Vieira-Marques et al 
are the most complete regarding solutions to the afore mentioned 
security issues, as they provide a multi agent system for data 
transfer that guarantees data and agent security, confidentiality 
and integrity. We feel that further research can and should be done 
in the field. Overall, we consider that multi agent systems to be a 
good paradigm to perform secure data transaction. As it can allow 
sensitive data to be transferred between different nodes addressing 
security issues such as authentication, confidentiality, integrity and 

access control. To achieve this, several cryptographic mechanisms 
and techniques are used, each with a specific issue in mind [4].
Antons Mislevics, Janis Grundspenkis show that there are several 
research activities that are related to MA technology and many 
more focusing on MA issues. In recent years software development 
technology has evolved that allowed building more advanced and 
secure MA systems. With increased popularity of cloud platforms 
potentially new scenarios for using mobile agents get introduced. 
To increase adoption of MA technology in these new scenarios it 
is important to make the technology user friendly and provide rich 
end-user experience while defining agent behaviors [5]. 
Analyzing popular MA systems two important limitations should 
be outlined: lack of common MA packaging approach and limited 
user-experience while designing MA (user is expected to have at 
least some programming skills). To address these issues a new 
approach for designing and executing mobile agents is proposed. 
The approach is based on workflows and enables end-users having 
no programming skills to design strongly mobile agents. In addition, 
a new MA packaging approach is also introduced that addresses 
common MA packaging requirements and is based on industry 
used standards and open specifications [6].
Remote evaluation (REV) is a new construct for building distributed 
systems. It involves sending executable code from one computer to 
another computer via a communication network. We explain how 
REV can reduce communication and improve performance for 
certain classes of distributed applications. After introducing REV 
in this manner, we focus on implementation issues. We incorporate 
REV into a high-level programming language by defining its 
syntax and its semantics. Next we discuss the compile-time and 
run-time support for REV in both heterogeneous and homogeneous 
systems, comparing it to that needed by a remote procedure 
call implementation. Finally, we include sample performance 
measurements and summarize our experience with a prototype 
REV implementation. [7]
In this work we combine mobile agent and e-learning system and 
define a new Secured E-learning system which has a mobile agent 
named SecurityAgent. The SecurityAgent works at both the client 
and server. 
After initial verification of the client through conventional password 
based security, SecurityAgent will keep updating about the client 
connection to the server using cryptography algorithm before every 
communication or even in idle state. 
It will be helpful in avoiding various attacks such as eavesdropping 
and increasing availability, authentication & confidentiality of the 
system. 
In this paper we presented a coupled simulation for security and 
privacy research in mobile ecosystems. The coupling of simulations 
allows the different aspects of the environment of the digital 
ecosystem to be modeled separately but studied as a whole. We 
coupled an outdoor simulation and indoor simulations populated 
by agents using mobile smart devices.
The agents can have different usage behaviors dependent both 
on their current activity and their current location. Modeling the 
capabilities and usage patterns of different smart devices allows 
us to study the qualities of different threats. As an example we 
showed the epidemic qualities of different types of mobile malware, 
dependent on the transfer mechanism.
The range and the usage scenario have significant effects on 
which environments become the infection hotbeds and how the 
malware propagates. This can prove valuable knowledge when 
designing countermeasures against emerging threats to mobile 
device ecosystems [9].



IJCST  Vol. 5, ISSue 2, AprIl - June 2014

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  461

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

III. Proposed Algorithm
Mobile agents are having increasing applications in the world 
of networking and their use has been increased from searching 
applications to data sharing and security. Since mobile agent works 
either independently or as a messenger between two or more 
applications, therefore they can be used for security involvement 
between the applications. 
In this work, a new security mechanism of the data sharing is 
being proposed with the help of e-Learning example. Security of 
data is achieved by using a mobile agent to carry the encrypted 
security key assigned to a client, to the server in a predefined 
time interval. This mobile agent verifies the security at server 
in sends verification status to the client. If client’s identity is not 
verified then the client application is stopped immediately from 
any further operations.
It will work after initial authentication of the client is performed 
and the client will start communicating with the server for taking 
contents, appearing in online exams for the contents studied. During 
the complete session of the client at the server, the mobile agent 
will have internal verification of the client through a verification 
code generated and given by the server after initial authentication 
of the client. 
Once the verification code has been assigned, the SecurityAgent 
will take charge of authenticating client at a random time interval 
and will assure the client is not manipulated for connection or has 
not been compromised in between. An E-Learning Application 
example has been taken to show the proposed security. 

Flow Chart Indicating the Flow of Processing to be Done for 
Implementation of the Proposed Algorithm

The complete work shall be done in following steps:
A Web Application will be developed to with initial 1. 
authentication
SecurityAgent and client application will be developed for 2. 
enhanced security implementation
Server will generate a verification code which will be kept 3. 
on the client machine with the client application
SecurityAgent will be transferred to each client in a random 4. 
time to verify the client.
If the client is found to be secured, his communication shall 5. 
happen normally for the educational contents.
If the client is not verified by the SecurityAgent then it will 6. 
stop the client communication immediately and client will 
be blacklisted.
All data shall be transferred after encryption using RSA 7. 
Algorithm for maintaining the security of the data.

IV. Results & Discussions
Studies of the various papers and works done by authors have 
been done to find out the problem and it is found that the mobile 
agents can provide good security in case of multi user environment 
without increasing lot of loads on the server.

E-Learning has been taken as the application area to show the 1. 
security provided by the proposed system. Several application 
areas have been found and it is concluded that e-Learning is 
the emerging field in which lot of work has not been done 
for the security of the contents and users.
Various papers and researches in the area have been studied to 2. 
find that other algorithms in this application area are focused 
on to provide the contents to the clients.
The implementation will have the following modules for 3. 
showing the proposed work:
E-Learning Website (Using ASP.NET & C#)4. 
Client Application & SecurityAgent Creation (Using C#)5. 
Running a separate thread for each client to send the 6. 
securityagent and find that the client connection and client 
has not been compromised and secured.
Verification is updated on server for each client7. 
To introduce malicious activity on one of the client by altering 8. 
the verification code (Using C#)
Generating graphs on the time scale and providing a discussion 9. 
of the results obtained.
Comparing the Results obtained with the results of the base 10. 
paper.

Experiments have been performed for the proposed work 
implementation using C# based client and server applications. 
During execution at client a mobile agent have been created which 
sends the validation key assigned to it, to server for verification 
in every 6 seconds. This verification confirms that the client is 
authorized and has not been manipulated by malicious users.
Two different experiments have been performed:

A. Round Trip Time for Various Clients 
Readings of the roundtrip time has been taken for 3 clients and 
actual time of verification is recorded to show that the proposed 
work do not impose much of the time delays during the processing 
at client.
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Table 1: Readings for Round Trip Time Taken during Validation 
in every 6 seconds for 3 Clients Running on Different Machines 
in a LAN Network Using Mobile Agent
Processes Client 1 Client 2 Client 3
1 35 50 62
2 27 24 46
3 34 46 46
4 66 46 46
5 47 49 46
6 38 * 31
7 43 15
8 39 31
9 45 31
10 21 46
11 22 46
12 50 46
13 54 46
14 100 62
15 56 31
16 57 *

*

* Stopped Due To Malicious Activity

Fig 1: Graph Showing Round Trip Time for Multiple Clients 
Running on Different Machines

From the graph it is seen that the time taken in roundtrip during 
different executions is not much and spike at 14th execution for 
client 1 may be due to some additional network delays. Time delays 
occurring in the verification process are on an average about 40 
milliseconds. This is an indicative measure that the processing 
on the client will not be affected due to additional mobile agent 
based security application.

B. Round Trip Time for Various Processes
Readings have been taken for the proposed work by running 
multiple clients on one machine that are named as P1, P2, P3, 
P4, & P5 in the table below. These readings are taken for the 
roundtrip time occurring on the same machine. 
These have been taken to show that the performance of the 
system remains same and is not affected due to added mobile 
agent security. In comparison with the table above we see that 
the variations in different processes on one machine are not very 

much in contrast with the variation when clients are running on 
different machines.

Table 2: Readings for Round Trip Time Taken During Validation 
in every 6 seconds for 5 Clients Running on Same Machine in a 
LAN Network Using Mobile Agent

Processes P1 P2 P3 P4 P5

1 30 49 43 34 58

2 47 43 51 36 46

3 47 40 51 43 42

4 46 43 22 47 47

5 60 36 42 45 45

6 40 45 51 42 20

7 33 39 44 44 32

8 46 30 44 46 55

9 54 22 46 40 41

10 33 43 44 21 45

PROCESSES STOPPED DUE TO 
MALICIOUS ACTIVITY OR FORCEFULLY 
STOPPED

AVERAGE 
READINGS 43.6 39 43.8 39.8 43.1

Fig 2: Graph Showing Round Trip Time for Multiple Clients 
Running on Same Machine

The graph with average reading as above indicates that there are 
three processes taking equal time and two other processes are 
taking equal time. This concludes that the system is not burdened 
by the working of mobile agents but it may affect due to other loads 
and network load on the system and network respectively.
Performance degradation is the major drawback of the addition of 
Mobile Agents in general, but from the above readings and graphs 
it is clear that the proposed work in not imposing much load on the 
system. We have imposed less or negligible load on the system and 
provided the proof for delays occurring in the system are majorly 
due to network load by comparing two charts as above.
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Timing for which the proposed work, worked smoothly:
COMPARISON WITH BASE PAPER
FEATURE EXISTING WORK

Types of 
Users

It includes the internal network, branch network, 
fixed learners and mobile learners. Fixed learners 
and mobile learners connect with the server 
through the VPN connection. Mobile learner 
staff is a dial-up VPN, fixed learners and mobile 
learners belong to clients. Every client is credible 
has certificate and ID Number issued by a trusted 
third-party. They Will not modify the code of the 
mobile agent.
It includes the internal network, branch network, 
fixed learners and mobile learners. Fixed learners 
and mobile learners connect with the server 
through the Socket connection. Mobile learner 
staff can be a dial-up VPN, fixed learners and 
mobile learners belong to clients. Every client is 
credible has authentication using password and 
key ID Number issued by a Server. They Will not 
modify the code of the mobile agent.

Type of 
Encryption

X.509 Certificate SSL Connection
AES & RSA Encryption & Decryption has been 
applied

Processing

Passes the secured encrypted data through System 
firewall
Passes the Secured Encrypted data through 
System firewall & Anti Virus Protection Firewall 
without interruption

Filtering
Applies Packet Level Filtering
Applies Connection Level Filtering on the basis 
of Security Key Validation

Alarming 
System

No
Yes

Logging of 
the Events

No
Yes

Real Time 
Monitoring

No 
Yes

Integration in 
Systems

Requires modifications to be added in the system 
firewall for packet filtering
No modifications are required in the existing 
firewall and the Addon developed is capable of 
handling all the events

Agents Used Client Agents on Client & Static Agent on Server
Client Agents on Client & Static Agent on Server

E-Learning 
Agent 
Protocol

Uses three protocols:
Identification, Verification and Authentication 
Protocol
Key Exchange Protocol
Hash & Signature Protocol

Users Following Four Protocols
Identification, Verification and Authentication 
Protocol
Key Exchange Protocol
Encryption & Decryption Protocol
Key Verification Protocol

Performance

Performance Issue has been discussed but no 
performance measures has been applied explicitly 
and no details has been given for performance of 
the system in terms of readings and graphs
Performance issue has been discussed and 
performance measurement has been applied 
on the static agent to verify both the speed and 
accuracy of the system. Reading & Graphs has 
been plotted for the same.

Efficiency 
of the 
Algorithm

The algorithm proposed Involves following:
The Key is generated randomly at server. 
Complexity of the same is: O (n)

Efficiency 
For 
Verification

Verification is being done from database query 
and simple if else if used to check if the key sent 
is correct or not, therefore the efficiency of the 
verification code is O(1)
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