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Abstract
Watermarking process tags the images ,holograms, signatures 
or other symbols in the background of paper attached with text, 
images, audio, video or with any other which needs to  show 
that transmitted cover of communication is authenticated and 
authorized. It uses user specified bitplane to hide watermark image 
into cover image. It adds noise and recovers the watermark from the 
noise-free and noisy images. In this paper Least Significant Bit has 
been implemented to authenticate and validate the transmission. 
MATLAB is used to write the code and perform the experiments 
and obtain the result.
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I. Introduction 
With the rapid development of computer networks and multimedia 
technology, digital multimedia such as audio, image and video are 
being widely and easily transmitted over the Internet. Duplication, 
modification and forgery of these multimedia contents have 
become difficult to detect and prevent. However, the ease of such 
manipulations may encourage the violation of intellectual property 
rights. As a result, the copyright protection has become a very 
important issue. Digital watermarking refers to embedding the 
copyright information such as copyright logo, signature, serial 
number, date, or icon, etc. into the original multimedia body that 
can be detected or extracted later by means of some operations 
in order to assert the rightful ownership of the multimedia. 
However, the conventional digital watermarking embedding 
procedure can’t be preventing some permanent distortion to the 
original multimedia object. The digital watermarking technology 
is achieved by modifying the carrier information to embed 
watermark, so it will have affection on the carrier, and may even 
cause the attention of attacker. So the new method invented 
which is called zero watermarking. A text is the easiest mode of 
communication and information exchange, brings many challenges 
when it comes to copyright protection and authentication. All 
changes to the text must preserve the value, utility, meaning and 
grammaticality of the text. Text is easier to copy, reproduce and 
tamper as compared with images, audio and video. Text being a 
specialized medium requires specialized copyright protection and 
authentication solutions. Traditional watermarking algorithms 
modify the contents of the digital medium to be protected by 
embedding a watermark. Zero watermarking algorithms which 
modify the contents of text itself for its authentication could be 
the better approach. The zero-watermarking technique does not 
modify the characteristic of carrier, so it is well suited to the 
information hiding technology that took text as the carrier. It 
is a non-embedded digital watermarking technology, a better 
solution to the invisibility and robustness. The text data has less 
redundant information, so modifying every bit of the carrier will 
cause serious damage to the text expression. Because of this, the 
zero-watermarking scheme arrives at a good balance between the 
watermarking robustness and the imperceptibility. The complete 

paper is divided into six sections. In section II Literature review is 
shown, section III contains methodology, in section IV experiment 
and results have been shown, section V contains conclusion while 
references have been shown in the last section.

II. Literature Review 
In one work structural component based zero watermarking has 
been shown. In this work a text watermarking is used to protect the 
text and give authentication to its copyright owner [1]. It protects 
text with the help of occurrences of double letter (aa-zz) in text to 
insert the watermark. Extraction process based on watermark key, 
are extracting image the algorithm embeds the watermark image 
logically in text and this image is later extracted in order to prove 
ownership [2]. We get the result in that whatever embedded and 
extracted images are same but they are not identical with respect 
to pixel and brightness. The existing text watermarking solutions 
for text authentication are not applicable under random tampering 
attacks and on all types of text [3]. With the small volume of attack, 
it becomes impossible to identify the existence of watermark and 
to prove the authenticity of information [4]. This approach use 
content instant of host text, characteristic of text is utilized to 
generate a watermark. This watermark is later extracted to prove 
the authenticity of text document [5].
In another work, the algorithm utilizes structural components in the 
text to watermark [6]. The original copyright owner of text logically 
embeds the watermark in the text and generates a watermark key 
[7]. The algorithm is a zero-watermarking algorithm since text 
is not modified to embed watermark, rather the characteristics of 
text are used to generate watermark key.
In the proposed approach, text partitions are formed considering 
user supplied preposition as the separator. These partitions are 
then combined together to form groups based on group size (gs) 
[8], where each group contains gs partitions. Afterwards, for each 
group, the occurrence of first letter in each double letter word 
is analyzed and maximum occurring first letter of each group 
is identified to form MOFL (Maximum Occurring First Letter) 
list. This MOFL list is used to generate watermark key based on 
watermark [9].

III. Methodology Used in This Work
Least Significant Bit (LSB) has been implemented in this work to 
watermark the cover image to hide the text. LSB is used because 
of its little effect on the image [10]. This new algorithm is using 
the third and the fourth Least Significant Bits (LSB) technique 
and shifting the watermark of pixel coordinates of image before 
embedding the watermark [11]. The proposed algorithm is flexible 
depending on the length of the watermark text. If the length of 
the watermark text is (MxN)/2 the proposed algorithm will also 
embed the extra of the watermark text in the third and forth LSB.  
This new algorithm has improved its quality of the watermarked 
image [12]. Experimental result shows that the quality of the 
watermarked image is higher. 
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Complete steps to watermark the image are as follows:

Fig. 1: Steps Used in the Proposed Work 

A. Bit Plane
In the Bit Plane Splicing LSB technique, we need to check its 
hiding capacity and the amount of degradation in the quality of 
cover image after data hiding process. A gray scale digital image 
consisting of 𝑚×𝑛 pixels such that each pixel is represented by 𝑟 
bits has a size of 𝑚×𝑛×𝑟 bits. A common value of 𝑟 is 8. In case 
of 𝑟=8, a pixel can have an integer value between 0 (black pixel) 
and 255 (white pixel) which represents the gray level intensity 
of a pixel. In the Bit Plane Splicing LSB technique, we need 
to check its hiding capacity and the amount of degradation in 
the quality of cover image after data hiding process [12]. As a 
general rule, quality degradation of the cover image is directly 
proportional to the size of secret data to be hidden. For this purpose 
we use Entropy and Entropy versus Secret Information Size curves 
for performance evaluation of this algorithm and our proposed 
algorithm. 

Where 𝑃𝑖 indicates the histogram or probability value of a 
particular pixel intensity in f(x, y) and 𝑙=2𝑟 is the total intensity 
values. The size of an image has no effect on the entropy whereas 
the probability of occurrence of the intensity levels of pixels has 
a major role in producing different entropy values.  

Fig. 2: Image Degradation Due to Bit Plane Splicing LSB 
Technique, Plane Wise Starting from Plane 1 to Plane 8

The image is of size 300×300 pixels and the intensity range is 
from 0 to 255. At level 0 (means when no modification is done 
on the image) the entropy value using (1) is around 7.2738 which 
is the maximum value. Now as we darken or brighten by a level 
(e.g. level 1 means all pixel intensities are increased by 1), entropy 
value decreases. Note that we have increased or decreased the 
intensity of each pixel by the same amount and truncated those 
intensity values out of bound (i.e. 0 and 255). It is evident that as 
we change the intensity of an image in this manner, the entropy 
value decreases till it becomes 0 (i.e. when all pixels are either 
black or white and the image conveys no information according 
to information theory).

B. How LSB Works? 

1. Watermark Embedding
In the proposed method, the watermark image is a binary image 
where as the host image is an 8 bit gray scale image. The watermark 
is embedded four times in different positions. The four embedded 
positions are chosen to hide the watermarks in order to be robust 
against cropping attack from the bottom, the top or the left or the 
right side of the watermarked image [13]. 
To hide the watermark because it is less sensitive to human eyes. 
Suppose the original gray image H with size of 512*512 pixels, 
which to be protected by the binary watermark W of size pixels 
32*32, the original image H is divided into a non-overlapping 
blocks of 8*8 and each bit of the encoded watermark is embedded 
in a block, therefore one watermark is required 1024 blocks.

The embedding process is described as follows:

Step 1: Decompose the original image H into components and 
then the component is divided into a non-overlapping blocks with 
size of 8*8 pixels.
Step 2: Use the Private Key determine the positions of embedding 
the watermark.
Step 3: Scramble on private image or secret image.
Step 4: The encoded watermark W’’ is embedded in the component 
B. For each encoded watermark bit, a block of 8*8 is modified 
as follows:
If W’’=1; for all the pixels of the 8*8 blocks, {I’=I+ λ}
If W’’=0; For all the pixels of the 8*8 blocks, {I’=I- λ} Where I’ 
is the modified pixel intensity and I is the original intensity and 
λ is a constant.
Step5: Position the modified block of pixels in its original location 
of the host image and then step 3 and 4 is repeated until all encoded 
watermark bits W” are embedded.  
Step6: After embedding the all encoded watermark bits four 
times, the components are composed to obtain the watermarked 
image.

IV. Experiments & Results
Complete experiments have been conducted using MATLAB. 
Step wise processes which have been carried out are shown as 
follows:
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1. First of all an original gray scale image as a cover image has 
been taken. 

2. Image to be hidden in the cover image according to the user 
specific bit plane.

3. Representation of histogram of image to be hidden

4. Hidden image inserted into bit plane

5. Shows final watermarked image before addition of noise.

6. Shows watermarked image after adding of noise.

7. Ask for bit plane

8. Watermark recovered from bit plane 1 of Noise-free watermarked 
image

9. Shows comparison of noisy and noise free watermark image
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10. Work done message

From the above experiments it seems clear that any bit plane can 
be used to hide and unhide the image. 

V. Conclusion
LSB uses Least Significant Bit to code any image. The simulator 
used in this experiment is capable of asking the bit plane to a 
particular bit which we want to use to hide the image. The result 
obtained is encouraging and produce the better result.
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