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Abstract
Cloud-assisted mobile health (mHealth) observation, which applies 
the prevailing mobile communications and cloud computing 
technologies to produce feedback call support, has been thought-
about as a revolutionary approach to rising the quality of health 
care service whereas lowering the health care price. Unfortunately, 
it additionally poses a heavy risk on each clients privacy and 
holding of observation service suppliers, which could deter the 
wide adoption of mHealth technology. This paper is to handle this 
necessary drawback and style a cloud-assisted privacy protective 
mobile health observation system to safeguard the privacy of the 
concerned parties and their information. Moreover, the outsourcing 
decryption technique and a new planned key personal proxy re 
encryption area unit tailored to shift the procedure quality of the 
concerned parties to the cloud while not compromising clients’ 
privacy and repair providers’ holding. Finally, our security and 
performance analysis demonstrates the effectiveness of our 
planned style.
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I. Introduction
WIDE readying of mobile devices, like good phones equipped 
with low price sensors, has already shown nice potential in up the 
standard of care services. Remote mobile health observance has 
already been recognized as not solely a possible, however 
conjointly a self-made example of mobile health (mHealth) 
applications particularly for developing countries. The Microsoft 
launched project “MediNet” is designed to comprehend remote 
observation on the health standing of polygenic disorder and vessel 
diseases in remote areas in Caribbean countries [1]. In such a far 
off mHealth observation system, a consumer may deploy 
transportable sensors in wireless body sensor networks to gather 
numerous physiological information, such as Blood Pressure (BP), 
respiratory rate (BR), graphical record (ECG/EKG), peripheral 
chemical element saturation (SpO ) and blood glucose. Such 
physiological information may then be sent to a central server, 
that may then run numerous internet medical applications on these 
information to come timely recommendation to the consumer. 
These applications have numerous functionalities starting from 
sleep pattern analyzers, exercises, physical activity assistants, to 
cardiac analysis systems, providing numerous medical consultation. 
Moreover, because the rising cloud computing technologies 
evolve, a viable answer will be sought-after by incorporating the 
software as a service (SaaS) model and pay-as-you-go business 
model in cloud computing, which might permit little firms 
(healthcare service providers) to surpass during this attention 
market.It has been discovered that the adoption of machine-driven 
call support algorithms within the cloud-assisted mHealth 
observation has been thought-about as a future trend [3]. 
Unfortunately, though cloud-assisted mHealth watching could 
supply a good chance to enhance the standard of care services 
and doubtless cut back care prices, there is a obstacle in creating 
this technology a reality. Without addressing the data management 

in mHealth system, clients’ privacy could also be severely broken 
throughout the gathering, storage, diagnosis, communications and 
computing. A recent study shows that seventy fifth Americans 
think about the privacy of their health info vital or important. It 
has also been reportable [5] that patients’ temperament to urge 
concerned in health program can be severely lowered once people 
are concerned with the privacy breach in their voluntarily submitted 
health knowledge. This privacy concern are going to be exacerbated 
due to the growing trend in privacy breaches on electronic health 
data. Although the present privacy laws like HIPAA (Health 
Insurance movable ness and answerableness Act) offer 
baselineprotection for private health record, they’re usually 
thought of not applicable or transferable to cloud computing 
environments. Besides, the present law is a lot of targeted on 
protection against adversarial intrusions whereas there’s very little 
effort on protecting shoppers from business aggregation non-
public data. Meanwhile, several firms have important industrial 
interests in aggregation clients’ non-public health knowledge and 
sharing them with either insurance firms, analysis establishments 
or even the govt agencies. it’s also been indicated [8] that privacy 
law couldn’t really exert any real protection on clients’ data privacy 
unless there’s an efficient mechanism to enforce restrictions on 
the activities of healthcare service providers Traditional privacy 
protection mechanisms by merely removing clients’ individuality 
data (such as names or SSN) or by mistreatment anonymization 
technique fails to function an effective approach in addressing 
privacy of mHealth systems due to the increasing quantity and 
variety of non-public distinctive information. It’s price noting that 
the collected information from associate mHealth observation 
system may contain clients personal physical knowledge like their 
heights, weights, and blood sorts, or perhaps their final personal 
distinctive information like their fingerprints and deoxyribonucleic 
acid profiles. According to personal distinctive data (PII) is “any 
data, recorded or otherwise, concerning associate distinctive 
individual. Virtually any data, if connected to associate identifiable 
individual, will become personal in nature, be it biographical, 
biological, kinship group, historical, transactional, locational, 
relational, procedure, vocational, or reputational. In different 
words, the scope of PII won’t essentially be restricted to SSN, 
name and address, that area unit usually considered as PII within 
the ancient sense. Indeed, the state of the art reidentification 
techniques have shown that any attribute may become personal 
distinctive data in follow. Moreover, it’s conjointly noted that 
though some attribute could also be unambiguously distinctive 
on its own, any attribute can be distinctive together with others, 
whereas no single element could be a (quasi)-identifier, any 
sufficiently massive set uniquely identifies the individual. The 
projected mobile health observation situation provides a decent 
chance for adversaries to get an oversized set of medical data, 
which could probably cause distinctive a personal user. Indeed, 
several recent works have already shown that even seemingly 
benign medical data like vital sign can be wont to determine 
individual users. Moreover, it is also observed that future mobile 
health observation and call support systems may need to wear 
down different far more privacy-sensitive options like 
deoxyribonucleic acid profiles, from which associate antagonist 
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could also be able to reidentify a personal user.Historically, the 
privacy issue is tackled with anonymization technique like 
-anonymity or diversity. However, it’s been indicated that these 
techniques may be insufficient to forestall reidentification attack. 
The threat of reidentification is therefore serious that legal 
communities have already been occupation for additional refined 
protection mechanism rather than just mistreatment anonymization. 
We believe that our projected scientific discipline primarily based 
systems may function a viable answer to the privacy issues in 
mHealth systems, and conjointly as an alternate selection for those 
privacy-aware users. Another major drawback in addressing 
security and privacy is the procedure work committed the scientific 
discipline techniques. With the presence of cloud computing 
facilities, it will be wise shift intensive computations to cloud 
servers from resource-constrained mobile devices. However, how 
to achieve this effectively while not compromising privacy and 
security become an excellent challenge, that ought to be rigorously 
investigated. As a very important remark, our style here chiefly 
focuses on insider attacks, that may well be launched by either 
malicious or nonmalicious insiders. for example, the insiders may 
well be dissatisfied employees or aid employees WHO enter the 
aid  business for criminal purpose.It absolutely was rumoured that 
thirty second of medical knowledge breaches in medical institutions 
between Jan 2007 and June 2009 were thanks to corporate 
executive attacks and therefore the incident rate of corporate 
executive attacks is apace increasing. The corporate executive 
attacks have value the ill-used establishments much more than 
what outsider attacks have caused moreover, corporate executive 
attackers area unit usually a lot of tougher to wear down as a result 
of they’re usually refined professionals or even criminal rings 
WHO area unit adept at escaping intrusion detection. On the 
opposite hand, whereas outsider attacks could be trivially prevented 
by directly adopting scientific discipline mechanisms like secret 
writing, it’s nontrivial to style a privacy preserving mechanism 
against the corporate executive attacks as a result of we have to 
balance the privacy constraints and maintenance of normal 
operations of mHealth systems. The matter becomes especially 
trickier for cloud-assisted mHealth systems as a result of we need 
not solely to ensure the privacy of clients’ input health data, 
however conjointly that of the output call results from each cloud 
servers and aid service suppliers (which are referred to because 
the company within the ulterior development).

II. Literature Survey

A. Privacy and Security Myths and Fallacies of “Personally 
Identifiable Information”
Developing effective privacy protection technologies is a critical 
challenge for security and privacy research as the amount and 
variety of data collected about individuals increase exponentially. 
Information about our searches, browsing history, social 
relationships, medical history, and so forth is collected and shared 
with advertisers, researchers, and government agencies. This raises 
a number of interesting privacy issues.

B. Outsourcing the Decryption of ABE Cipher texts
This paper propose a new paradigm for ABE that largely eliminates 
this overhead for users. Suppose that ABE cipher texts are stored 
in the cloud. We show how a user can provide the cloud with a 
single transformation key that allows the cloud to translate any 
ABE cipher text satisfied by that user’s attributes into a (constant-
size) ElGamal-style ciphertext, without the cloud being able toread 

any part of the user’s messages

C. Medical Identity Theft: The Information Crime that 
Can Kill You
This report discusses the issue of medical identity theft and outlines 
how it can cause great harm to its victims. The report finds that 
one of the significant harms a victim may experience is a false 
entry made to his or her medical history due to the activities of an 
imposter. Erroneous information in health files can lead and has 
led to a number of negative consequences for victims. Victims do 
not have the same recourse and help for recovery from medical 
identity theft as do victims of financial identity theft.

D. STEALTHMEM: System-Level Protection Against Cache-
Based Side Channel Attacks in the Cloud
This paper design and implement STEALTHMEM, a system-
level protection mechanism against cache-based side channel 
attacks, specifically against active time-driven and trace driven 
cache attacks, which cloud platforms suffer from. STEALTHMEM 
helps cloud service providers offer better security against cache 
attacks, without requiring any hardware modifications.

E. Security and Privacy Architectures for Biomedical 
Cloud Computing
In this work we presented a two-tier architecture for security 
and privacy in biomedical clouds. We combined the power of 
decentralized management and access control, provided by 
cryptographic credentials, with the ability to perform privacy-
preserving set operations on data.
The first part of our architecture enables biomedical data owners 
to easily hand out access to physicians, researchers, etc. They in 
turn, may delegate further access to their collaborators. Of course, 
even though such an approach provided great flexibility in terms 
of sharing information, it is insufficient on its own when we would 
like to avoid revealing information unnecessarily.

F. Secrecy Outage Capacity of Fading Channels
This paper considers point to point secure communication over 
flat fading channels under an outage constraint. More specifically, 
we extend the definition of outage capacity to account for the 
secrecy constraint and obtain sharp characterizations of the 
corresponding fundamental limits under two different assumptions 
on the transmitter channel state information (CSI).First, we find the 
outage secrecy capacity assuming that the transmitter has perfect 
knowledge of the legitimate and eavesdropper channel gains.

G. Towards Ensuring Client-Side Computational Integrity 
(A position paper)
This paper proposes a practical strategy that maybe used to achieve 
both confidentiality and integrity on the client, for many important 
classes of computation. We point out problems with the fully 
homomorphic encryption approach and over a more immediate 
solution that in our experience meshes well with real-world 
scenarios, such as the two case studies we present.

H. GenoDroid: Are Privacy PreservingGenomic Tests 
Ready for Prime Time?
This paper explored the viability and practicality of privacy-
agilecomputational genomic tests in the portable and pervasive 
setting of modern smartphones. We combined domain knowledge 
in biology, genomics, ubiquitous computing, and applied 
cryptography, to design and build a personal genomic toolkit, 
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called GenoDroid. We implemented it on the Android platform, 
assessed its   conducted pilot usability study that produced some 
encouraging results. We certainly plan to incorporate support for 
additional genetic tests in GenoDroid,

I. Encrypted Signal Processing for Privacy Protection
We introduce the fusion of signal processing and cryptography 
as an emerging paradigm to protect the privacy of users. While 
service providers cannot access directly the content of the encrypted 
signals, the data can still be processed in encrypted form to perform 
the required signal processing task. The solutions for processing 
encrypted data are designed using cryptographic primitives like 
homomorphic cryptosystems and Secure Multiparty Computation 
(MPC).

III. Conclusion
In this paper, we design a cloud-assisted privacy preserving mobile 
health monitoring system, called CAM, which can effectively 
protect the privacy of clients and the intellectual property of 
m Health service providers. To protect the clients’ privacy, we 
apply the anonymous Boneh–Franklin identity-based encryption 
(IBE) in medical diagnostic branching programs. To reduce the 
decryption complexity due to the use of IBE, we apply recently 
proposed decryption outsourcing with privacy protection to shift 
clients’ pairing computation to the cloud server. To protect mHeath 
service providers’ programs, we expand the branching program 
tree by using the random permutation and randomize the decision 
thresholds used at the decision branching nodes. Finally, to enable 
resource-constrained small companies to participate in mHealth 
business, our CAM design helps them to shift the computational 
burden to the cloud by applying newly developed key private 
proxy re encryption technique. Our CAM has been shown to 
achieve the design objective.

IV. Future Work
We elaborated on both objective and subjective elements of 
information concerning the patient, acquired via a wearable 
monitoring system and self-reporting by the patient himself/
herself, respectively. An additional objective of this study was 
to enable controlled sharing of the obtained information with 
caregivers/ family members of the patient by taking advantage 
of the social networking paradigm. Our future work involves the 
further development of methodologies for handling contextual data, 
behavioral monitoring based on user-to-system interactions, and 
appropriate methods for the collaborative filtering of information 
and discovery of patterns. In particular, we aim to investigate ways 
for inferring activity information rather than requiring from the 
user to provide this information.
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