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Abstract
Data hold on in associate organization’s computers is very 
necessary and embodies the core of the organization’s power. 
A corporation without doubt desires to preserve and retain this 
power. On the opposite hand, this knowledge is important for 
daily work processes. Users among the organization’s perimeter 
(e.g., employees, subcontractors, or partners) perform numerous 
actions on this knowledge (e.g., query, report, and search) and will 
be exposed to sensitive data embodied among the info they access. 
In an attempt to work out the extent of harm to a corporation that a 
user will cause mistreatment the knowledge she has obtained, we 
have a tendency to introduce the thought of Misuseability Weight.  
The M-score live is customized for tabular knowledge sets (e.g., 
result sets of {relational knowledgebase electronic database on-
line database computer database electronic information service} 
queries) and can’t be applied to non tabular data like property, 
business plans, etc. it’s a site freelance live that assigns a score, 
that represents the misuseability weight of every table exposed to 
the user, by employing a sensitivity score perform from the domain 
professional. By distribution a score that represents the sensitivity 
level of the info that a user is exposed to, the misuseability weight 
will verify the extent of harm to the organization if the info is 
misused  mistreatment this data, the organization will then take 
acceptable steps to stop or minimize the injury.
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I. Introduction 
SENSITIVE data like client or patient knowledge and business 
secrets represent the most assets of an organization. Such data 
is crucial for the organization’s employees, subcontractors, or 
partners to perform their tasks. Conversely, limiting access to the 
data in the interests of protective secrecy may harm their ability 
to implement the actions that may best serve the organization. 
Thus, knowledge discharge and knowledge misuse detection 
mechanisms square measure essential in distinctive malicious 
insiders. The task of police investigation malicious insiders is 
incredibly difficult as the strategies of deception become additional 
and additional sophisticated per the 2010 Cyber Security Watch 
Survey twenty six % of the cyber-security events, recorded in a 
12-month amount, were caused by insiders. These insiders were 
the foremost damaging with forty three % of the respondents 
reporting that their organization suffered knowledge loss. Of the 
attacks, sixteen% were caused by thievery of sensitive knowledge 
and15 % by exposure of confidential knowledge. The focus of this 
paper is on mitigating discharge or misuse incidents of knowledge 
keep in databases (i.e., tabular data) by a corporate executive 
having legitimate privileges to access the data. There are varied 
tries to touch upon the malicious corporate executive situation. 
The strategies that are devised square measure typically supported 
user behavioural profiles that define traditional user behavior and 
issue an alert whenever a user’s behavior considerably deviates 
from the traditional profile. The foremost common approach for 
representing user behavioral profiles is by analyzing the SQL 
statement submitted by an application server to the info (as a result 
of user requests), and extracting varied options from these SQL 
statements Another approach focuses on analyzing the particular 

information exposed to the user, i.e., the result-sets. However, 
none of the planned ways consider the various sensitivity levels 
of the information to that a corporate executive is exposed. This 
issue encompasses a nice impact in estimating the harm which 
will be caused to a company when information is leaked or used. 
Security-related information measures together with k-Anonymity 
l-Diversity and (,k)-Anonymity  area unit in the main used for 
privacy-preserving and don’t seem to be relevant once the user 
has free access to the data. Therefore, we have a tendency to gift 
a replacement conception, Misuseability Weight, that assigns a 
sensitivity score to information sets, thereby estimating the amount 
of damage which may be inflicted upon the organization once the 
information is leaked. Four optional usages of the misuseability 
weight area unit planned.

Applying anomaly detection by learning the traditional 1. 
behavior of associate corporate executive in terms of the 
sensitivity level of the information she is typically exposed 
to.
Up the method of handling discharge incidents identified by 2. 
different misuse detection systems by enabling the protection 
officer to target incidents involving a lot of sensitive 
information.
Implementing a Dynamic Misuseability-Based Access 3. 
Control (DMBAC), designed to control user access to 
sensitive information keep in relative databases.
Reducing the misuseability of the information.4. 

II. Literature Survey

A. Detecting Anomalous Access Patterns in Relational 
Databases
As organizations increase their reliance on, possibly distributed, 
information systems for daily business, they become more 
vulnerable to security breaches even as they gain productivity 
and efficiency advantages. Though a number of techniques, such 
as encryption and electronic signatures, are currently available to 
protect data when transmitted across sites, a truly comprehensive 
approach for data protection must also include mechanisms for 
enforcing access control policies based on data contents, subject 
qualifications and characteristics, and other relevant contextual 
information, such as time. It is well understood today that the 
semantics of data must be taken into account in order to specify 
effective access control policies. 

B. Knowledge Acquisition and Insider Threat Prediction 
in Relational Database Systems
This paper investigates the problem of knowledge acquisition 
by an unauthorized insider using dependencies between objects 
in relational databases. It defines various types of knowledge. 
In addition, it introduces the Neural Dependency and Inference 
Graph (NDIG), which shows dependencies among objects and 
the amount of knowledge that can be inferred about them using 
dependency relationships. Moreover, it introduces an algorithm 
to determine the knowledgebase of an insider and explains how 
insiders can broaden their knowledge about various relational 
database objects to which they lack appropriate access privileges. 
In addition, it demonstrates how NDIGs and knowledge graphs 
help in assessment of insider threats and what security officers 
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can do to avoid such threats.

C. k-Anonymity
A Model for Protecting Privacy,” Int’lJ. Uncertainty, Fuzziness 
and Knowledge Based Systems
The management of privacy and security in the context of 
data stream management systems (DSMS) remains largely an 
unaddressed problem to date. Unlike in traditional DBMSs where 
access control policies are persistently stored on the server and 
tend to remain stable, in streaming applications the contexts 
and with them the access control policies on the real-time data 
may rapidly change. A person entering a casino may want to 
immediately block others from knowing his current whereabouts. 
We thus propose a novel “stream-centric” approach, where security 
restrictions are not persistently stored on the DSMS server, but 
rather streamed together with the data. Here, the access control 
policies are expressed via security constraints (called security 
punctuations, or short, sps) and are embedded into data streams. 
The advantages of the sp model include flexibility, dynamicity 
and speed of enforcement. DSMSs can adapt to not only data-
related but also security-related selectivity, which helps reduce 
the waste of resources, when few subjects have access to data. 
We propose a security-aware query algebra and new equivalence 
rules together with cost estimations to guide the security-aware 
query plan optimization. We have implemented the sp framework 
in a real DSMS. Our experimental results show the validity and 
the performance advantages of our sp model as compared to 
alternative access control enforcement solutions for DSMSs.

D. L-Diversity: Privacy Beyond K-Anonymity
To achieve privacy protection better in data publishing, data must 
be sanitized before release. Research on protecting individual 
privacy and data confidentiality has received contributions 
from many fields. In order to grasp the development of privacy 
preserving data publishing, we discussed the evolution of this 
theme, focused on privacy mechanism, data utility and its metrics. 
The privacy mechanism, such as k anonymity, l-diversity and 
t-closeness, provides formal safety guarantees and data utility 
preserve useful information while publishing data. Meantime, 
we discussed social network privacy and location based service. 
Finally, we made a conclusion with respect to privacy preserving 
data publishing, and given further research directions.

III. Existing System:
The existing methods usually check the table satisfies the 1. 
k-anonymity, whether the table appears for atleast k-times.
The differential privacy ensure that statistical (or aggregation) 2. 
queries can be executed on a database with high accuracy 
while preserving the privacy of the entities in the database.
The data-centric approach focuses on what the user is trying 3. 
to access instead of how she expresses it. With this approach, 
an action is modeled by extracting features from the obtained 
result-set. 

IV. Disadvantages:
A known disadvantage of k-anonymity is that it does not 1. 
consider the diversity of the sensitive attribute value.
The differential privacy approach is relevant only when 2. 
exposing statistical information rather than individual 
records (e.g., for analytics or data mining tasks). However, 
in most cases, performing different tasks require exposing 
the individual records.

In data-centric approach, it assume that analyzing what a user 3. 
sees (i.e., the result-sets) can provide a more direct indication 
of a possible data misuse.

V. Proposed System
In proposed system, we present a new concept, Misuseability 1. 
Weight, for estimating the risk emanating from data exposed 
to insiders. 
This concept focuses on assigning a score that represents 2. 
the sensitivity level of the data exposed to the user and by 
that predicts the ability of the user to maliciously exploit 
this data. 
It assigns a misuseability weight to tabular data, discuss some 3. 
of its properties, and demonstrate its usefulness in several 
leakage scenarios.

VI. Advantages
There is no previously proposed method for estimating the 1. 
potential harm that might be caused by leaked or misused 
data while considering important dimensions of the nature 
of the exposed data. Only our proposed one for calculating 
M-score, can solve the above problems.
Our proposed system have different approaches for efficiently 2. 
acquiring the knowledge required for computing the M-score, 
and the M-score is both feasible and can fulfill the main goal 
for estimating the user.
This M-score method is very useful for protecting both 3. 
individual data and statistical information.

VII. Conclusion 
We introduced a new concept of misuseability weight and 
discussed the importance of measuring the sensitivity level of the 
data that an insider is exposed to. We defined four dimensions that 
a misuseability weight measure must consider. To the best of our 
knowledge and based on the literature survey we conducted, there 
is no previously proposed method for estimating the potential harm 
that might be caused by leaked or misused data while considering 
important dimensions of the nature of the data. Consequently, 
a new misuseability measure, the M-score, was proposed. We 
extended the M-score basic definition to consider prior knowledge 
the user might have and presented four applications using the 
extended definition. Finally, we explored different approaches 
for efficiently acquiring the knowledge required for computing 
the M-score, and showed that the M-score is both feasible and 
can fulfill its main goals. Two important issues, which relate to 
the knowledge elicitation and representation, should be further 
investigated. The temporal aspect of the M-score and the validity 
of the knowledge, acquired from the experts, over time; and the 
knowledge acquisition that might be subjective and not consistent 
among different experts which, in turn, may lead to an inaccurate 
sensitivity function. In regards to the time factor, we assumed 
that the sensitivity level of an attribute’s value will change in 
rare and especially the order of the values with respect to their 
sensitivity level. For example, the value of a gold customer will 
not change and will remain more sensitive than a silver customer. 
A customer’s type may change from gold to silver and this will be 
reflected when computing the M-score of the customer’s record. 
However, we are aware of the need to validate and reacquire 
the knowledge from time to- time, and although we showed in 
the experiments that the knowledge can be acquired accurately 
with relatively minimal effort (in terms of experts time) using the 
pair wise comparison approach, we plan to explore methods for 
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incremental learning, or post learning fine tuning of the elicited 
sensitivity score function in future work.
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