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Abstract
In this paper the concept of Tate pairing described, in detail. Tate 
pairing over elliptic curves is important in cryptography. Tate 
pairing is one of the algorithms used in Pairing-based cryptography. 
It means pairing between elements of two cryptographic groups to 
a third group to construct cryptographic systems. If the same group 
is used for the first two groups, the pairing is called symmetric and 
is mapping from two elements of one group to an element from a 
second group. In this way, pairings can be used to reduce a hard 
problem in one group to a different, usually easier problem in 
another group. 
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I. Introduction
Shamir proposed in 1984 the idea of Identity-Based (IB) 
cryptography that in a Public Key Cryptosystem (PKC),the 
public key of a user is directly derived from his/her publicly 
available identity information(e.g., telephone number-Email 
address,e.t.c),and this public  key  can be computed by any user 
of the system [1]Shamir’s original intention is to simplify the 
management of the public keys in a PKC. Unlike a usual certificate 
based PKC, no complicated certificate mechanism is needed to 
bind a user in an IB cryptosystem with his/her public key. 
Instead, there should exist in the system a trusted authority called 
the private key generation center which assigns an associated 
private key to each user. In the mid 1980’s, Shamir and his 
cooperators proposed satisfactory IB signature and identification 
schemes, based on the RSA intractability hypothesis and the 
discrete logarithm hardness hypothesis. For IB encryption, 
Shamir conjectured that there exist usable schemes [1], attracting 
many cryptographer to find them. However none of them is fully 
satisfactory. The first IB encryption scheme based on elliptic 
curve cryptography is proposed by Boneh and Franklin at the 
Crypto’2001 conference [2].This scheme utilizes a class of bilinear 
maps over elliptic curves, the Weil pairings. The first There are 
two classes of cryptographically usable bilinear maps, the Weil 
and Tate pairings over elliptic or hyperelliptic curves [3] Since 
the implementation of the arithmetic over a hyperelliptic curve is 
slower than that over an elliptic curve, and an evaluation of the 
Weil pairing is more time consuming than that of the Tate pairing, 
IB cryptosystem developers usually select a Tate pairing over an 
elliptic curve as the bilinear map in their implementation.
Today Wide deployment of mobile devices, such as smart phones 
equipped with low cost sensors, has already shown great potential in 
improving the quality of healthcare services. Remote mobile health 
monitoring has already been recognized as not only a potential, 
but also a successful example of mobile health applications for 
developing countries [4].
 Unfortunately, although cloud-assisted mHealth monitoring could 
offer a great opportunity to improve the quality of healthcare 
services and potentially reduces healthcare cost. but here we have 
to also check that these cloud services really provide that much 
security to their client to storing there data on cloud, because 
everyone want their private information can’t be access by any 

unauthorized person. Since then there has been a flurry of activity 
in the design and analysis of cryptographic protocol using pairing. 
Pairing  have been accepted as an indispensable tool for the 
protocol designer .there has also been a tremendous amount of 
work on the realization and efficient implementation of bilinear 
pairings using the Tate pairing on elliptic curves,hyperelliptic 
curves, and more general kinds of abelian varieties [5]. Before 
moving to the Tate pairing ,we have understand the   concept of 
bilinear pairing and Elliptic curves so, we explain in section II 
bilinear pairing, section III describes elliptic curve and  Section 
IV describes Tate pairing and Section V describes Weil versus 
the Tate pairing.

II. Bilinear Pairings
 Let n be a prime number, Let   = be an additively-written 
group of order n with identity ∞, and let  be a multiplicatively-
written group of order n with identity 1.

DEFINITON 2.1 A bilinear pairing on ( ) is a map ê: 
  that   satisfies the following conditions:

(bilinearity) For all R, S, T ∈ ,
 (R + S, T)  = (R,T)ê(S,T) and

(R,S+T)  = (R,S)ê(R,T).
(non-degeneracy) (P,P) ≠ 1.
(Computability)  can be efficiently computed.

The following properties of bilinear pairings can be easily verified. 
Property (5) is another way of defining none degeneracy. For all 
S,T  :

(S, ∞) = 1 and (∞, S) = 1.
(S,-T) = (-S,T) = ( .
(aS, bT) =   for all a, b .
(S,T) = (T,S).

If (S,R) = 1 for all R  ,then S =  ∞.
One consequence of the bilinearity property is that the DLP in 

 can be efficiently reduced to the DLP in  .For, if(P,Q) is an 
instance of the DLP in  where Q = xP, then (P, xP) = 
Thus , 
Where  = (P, P) and h = (P, Q) are elements of .
The security of many pairing-based protocols is dependent on the 
intractability of the following problem.

DEFINITION 2.2: Let  be a bilinear pairing on ). The 
bilinear Diffe-Hellman problem (BDHP) is the following:

 Given P, aP, bP, cP, compute (  .Hardness of the BDHP 
implies the hardness of the DHP in both  and .First, if the 
DHP in  can be efficiently solved, then one could solve an 
instance of the BDHP by computing abP and then 
               (abP, cP)  = 

Also, if the DHP in  can be efficiently solved, then the BDHP 
instance could be solved by computing  = (P,P),  = (aP,bP), 

 = (P, cP) and then . Nothing else is known about the 
intractability of the BDHP and the problem is generally assumed 
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to be just as hard as the DHP in  and .
We note that the decisional Diffe-Hellman problem (DDHP) in  
can be efficiently solved. The DDHP is to decide whether a given 
quadruple (P, aP, bP, cP) can be accomplished by computing 

 = (P,cP) =  
And

 = (aP,bP) =  ; 
Then
cP = abP……………..if and only if .

III. Elliptic Curves
An elliptic curve E over a field K is defined by a non-singular 
Weierstrass equation

 + y +  y =  +  +  +   (1)

Where , , , , ,   K.The set  E  of K-rational points 
consists of the point at infinity  and the points ( ,y)  K  K 
that satisfy (1), Suppose now that K is the finite field  of order 
q and characteristic p. Hasse’s theorem gives tight bounds for the 
cardinality of :     ( .
Hence we write  = q + 1 – t 
where  

•    2 . 
If p | t then E is said to be super singular; otherwise E is • 
ordinary.
If •   and p  t, then there exists an elliptic curve E 
over  = q + 1 – t.
If •  , then a linear change of variables transforms equation 
(1)  into the simpler form

  =  +  + b.
Where a,b  K and 4  + 27   0 .The following are two other 
simplified equations that  will be considered later. If E is super 
singular and p = 3, then (1) simplifies to

 =  +  + b
Where a,b,c  K and c  0 .If E is super singular and p = 2,then 
(1) simplifies to

 +  =  +  + b
Where a,b,c  K  and c  0.
The chord-and-tangent rule for adding two points in E  endows 
E   with structure of an abelian group. The point at infinity  
serves as the identity element. The negative of a point P = 
) is –P = ( ) where ,  are the two roots of the defining 
equation for E with  = . If P, Q   \ { } with P  
Q, then P + Q is defined to be R where –R is the third point of 
intersection of the line through P and Q with the curve. 
The rank of  is at most two. More precisely, we have  

    where n2 | n1 and n2 | q-1. Now, let P   be a 
point of prime order n, and suppose that gcd (n, q) = 1.The elliptic 
curve discrete logarithm problem (ECDLP)  in  is the following: 
given P and Q   ,find the integer l such that Q = lP. The best 
generic algorithm known for solving the ECDLP is pollard’s rho 
method [6] which has an expected running time of O(  ) . If n 

 q, as should be the case if one wishes to maximize resistance 
to Pollard’s rho method for field , then the running time is 
fully exponential in  . However, there may be other discrete 

 solves that are faster for certain families of elliptic curves. 
In particular, it was shown in the early 1990s [7-8] that the Weil 
and Tate pairings can be used to transfer the ECDLP instance to 
an instance of the discrete logarithm problem in an extension field 

  , where the embedding degree k is defined follows.

DEFININTION 3.1: Let E be an elliptic curve defined over 
, and let P   be a point of prime order n. Suppose that 
gcd (n,q) = 1. Then the embedding degree of  is the smallest 
positive integer k such that n |  - 1.

IV. Tate pairing
The Tate pairing was first introduced into the world cryptography 
by Frey and Ruck [7] as an extension of the work done by 
Menezes,Okamoto,and Vanstone [9]. It was later mentioned 
in[10] as a means of speeding up the encryption and decryption 
schemes.
Tate Pairing is one of the algorithms used in Pairing-
based cryptography. It means a pairing between 
elements of two cryptographic groups a third group to 
construct cryptographic systems. If the same group is used 
for the first two groups, the pairing is called symmetric and is 
a mapping from two elements of one group to an element from a 
second group. In this way, pairings can be used to reduce a hard 
problem in one group to a different, usually easier problem in 
another group.
We will use ID-based Tate pairing encryption. ID-based 
encryption (or identity-Based Encryption (IBE)) is an important 
primitive of ID-based cryptography. As such it is a type of public-
key encryption in which the public key of a user is some unique 
information about the identity of the user (e.g. a user’s email 
address). This can use the text-value of the name or domain name 
as a key or the physical IP address it translates to.
Identity-based systems allow any party to generate a public key 
from a known identity value such as an ASCII string. A trusted 
third party, called the Private Key Generator (PKG), generates the 
corresponding private keys. To operate, the PKG first publishes a 
master public key, and retains the corresponding master private 
key (referred to as master key). Given the master public key, any 
party can compute a public key corresponding to the identity ID by 
combining the master public key with the identity value. To 
obtain a corresponding private key, the party authorized to use 
the identity ID contacts the PKG, which uses the master private 
key to generate the private key for identity ID.
As a result, parties may encrypt messages (or verify signatures) 
with no prior distribution of keys between individual participants. 
This is extremely useful in cases where pre-distribution of 
authenticated keys is inconvenient or infeasible due to technical 
restraints. However, to decrypt or sign messages, the authorized 
user must obtain the appropriate private key from the PKG. A 
caveat of this approach is that the PKG must be highly trusted, 
as it is capable of generating any user’s private key and may 
therefore decrypt (or sign) messages without authorization. 
Because any user’s private key can be generated through the use 
of the third party’s secret, this system has inherent key escrow. A 
number of variant systems have been proposed which remove the 
escrow including certificate-based encryption, secure key issuing 
cryptography and certificate less cryptography.
The steps involved are depicted in this diagram:
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Fig. 1: ID Based Encryption: Offline and Online Steps

A. Implementation of Tate Pairing
Let E be an elliptic curve defined over K =   by Weierstrass 
equation r  = 0, and let  denote the algebraic closure of K. 
We will denote  by E. A divisor on E is a formal sum of points 
D= ,where they  are integers only a finite number 
of which are nonzero. The support of D is the set of points 
P  E for which   0.The divisor D is called a zero divisor if 

 . D is said to be defined over K if  = ) = 
D for all automorphism’s  of  over K, where   = ( , 
) if P = , and  = . The set of all divisors that are defined 
over K is denoted by .
The function field of E over K is the field of fractions  of 
K .The divisor of a function f   is div(f) = 

,where  is the multiplicity of P as a root of f. Note 
that div(f) determines f up to multiplication by a nonzero field 
element. The divisors of functions are called principal divisors. 
The following result characterizes principal divisors.

1. Theorem 1
A divisor D =   is principal if and only if

  And   = .

Two divisors D1, D2   are said to be equivalent, written 
D1  D2, if D1 =D2+div(f) for some f   and D =    

  be such that div(f) and D have disjoint support. Then f(D) 
is a nonzero element of K.  
Tate pairing definition Suppose that #   =  where n is a prime 
such that gcd (n,q) = 1. Let k be the smallest positive integer such 
that n |  – 1. The set of all points P  E(  satisfying nP =  
is denoted by E[n];it is known that E[n]    .  By μn we 
denote the order-n subgroup of .
We make some further assumptions that will simplify our  
description of the Tate pairing. We first assume that n  q-1, and 
so k > 1.A result of Balasubramanian and Koblitz [11] tells us 
that E[n]   E(  ), and hence  | #E( ). We further assume 
that gcd (n,h) = 1 and that n  #E( ) . The (modified) Tate 
pairing is a map
E : E[n]  E[n]  μn
Defined as follows. Let P,Q  E[n].Let fp be a function with div(fp) 
= n(P) – n( ),i.e., fp has a zero of order n at P, a pole of order n 
at  and no other zeros and poles. 
Let R  E[n] such that R  { , P,-Q,P  Q},and let  = 
. Note that the choice of R ensures that  and div (fp) have 
disjointed support. Then (Theorem 1) as follows:

 =    =  

The Tate pairing is well defined, i.e., the value  does not 
depend on the choice function fp and point R. Moreover, it is 
bilinear and non-degenerate.

2. Miller’s Algorithm
We next describe Miller algorithm [12] for computing Tate 
pairing. The crucial ingredient of the algorithm is a procedure 
for determining, given P  E[n],a function fp with divisor  

  .
For each i  1,let fi be a function whose divisor is

 =   .
Note that f1 = 1 and  = fp. The following result enables the 
efficient computation of fn.
Lemma: Let P  , and let i and j be positive integers. Let l be 
the line through iP and jP, and let v  be the vertical line through 
iP + jP. 
Then

  =         (2)
PROOF: The divisors of the lines l and v encode the definition 
of the group law for E. We have

    =   +   

                    =   +

               -

            

          

        =  

        =    

Let n =  be the binary representation of n. The 
function fp can be efficiently computed by a left-to-right double-
and-add method. Suppose that after the leftmost t - u   bits of n 
have examined, one has computed   where  =  
. One then computes   using (2) with i = j = m. Furthermore, if 

 = 1, then one computes    using (4.1.2) with i = 2m and j 
= 1.After t + 1 iterations,  will have been computed.
When evaluating the Tate pairing (Theorem 4.1.1) one only needs 
the values of  at the points Q + R and R. Thus, only the values of 
the intermediate functions  at these points are computed. Miller’s 
algorithm for computing e(P,Q) where P  is the following. 
Let the binary representation of
1. Let the binary representation of n = ( ,…….., ,  .
2. Select a point R  E[n]  { ,P,-Q,P Q }.
3. Set f  1,T  P.
4. For i from t down to 0 do;
(i). Let l be the tangent line through T, and let v be the vertical 
line through 2T.
(ii). T  2T.

(iii). f         .
(iv). If  = 1 then
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Let l be the line through T and P, and let v be the vertical • 
line through T + P .
 T •  T + P.

 f •  f     .
5. Return ( ). 
Miller’s algorithm may fail if one of the intermediate lines l or v 
has a zero at Q + R or R. However, this is not a concern in pairing-
based protocols because one generally has P   and Q  
.In this case, the zeros of l and v are all in    and hence 
selecting R     ensures that l and v do not have zeros 
at Q + R or R. Miller’s algorithm has  iterations, each 
requiring a constant number of arithmetic operations in .

3. Bilinear Pairings from the Tate pairing
Although the Tate pairing is a bilinear, non-degenerate and 
efficiently computable, it does not satisfy Definition 2.1 since 

  is not a (cyclic) group of order n. This deficiency can be 
remedied in two ways.
If E is super singular and k>1, then one selects a point P   of 
order n and an endomorphism  : E  E for which  . Then 

 :      defined by Q, R) = e(Q,  satisfies 
(P,P)  1.Thus  is a bilinear pairing on ( , ) in the sense of 
Definition 2.1.  is called a distortion map.
If E is ordinary and k>1, then no such distortion map exists [14].
Instead one selects order-n points P    and defines  :  

    by (R,S) = e(R,S). This restriction of the Tate 
pairing is a non-degenerate asymmetric bilinear pairing  :   

  , where  = ,  = ,  =  are cyclic groups 
of order n.

V. The Weil Versus the Tate Pairing
Comparing the pairing from practical point of view, there is two 
main criteria

Performance and • 
Applicability.• 

A. Performance
The computation of Tate pairing can be done approximately 
twice as fast as the computation of the Weil pairing. In practical 
applications, pairing often the most costly operation, this aspect 
is an   important advantage of the Tate pairing.

B. Applicability
The Applicability of both Tate pairing and Weil pairing depend on 
the embedding degree of the elliptic curve. Moreover, an additional 
requirement exists for the application of the Weil pairing. Hence, 
the Tate pairing can be applied whenever the Weil pairing can.
A disadvantage of the Tate pairing is that the outcome is not a 
unique value, which is often required in applications. This problem 
can be solved by performing an exponentiation on the outcome of 
the Tate pairing. Even after this exponentiation, the Tate pairing 
is considerably faster than the Weil pairing.
An advantage of the Weil pairing is that its definition is more 
comprehensible than that of the Tate pairing, which involves 
equivalence classes of quotient groups.
Despite these two slight disadvantages, the Tate pairing seems to 
be preferable to the Weil pairing for use in practical applications, 
because of the better performance and applicability. The advantages 
of the weil and Tate pairing are listed in Table 1

Table 1: Advantages of the Weil and Tate  Pairing
Weil Pairing Tate Pairing
1)Easier to understand 1)Better performance
2)Unique outcome 2) Applicable more often

VI. Conclusion
In this paper we describe in detail the Tate pairing. Tate pairing 
used in place of Weil pairing to speed up the calculation. We 
also compare the Tate pairing and Weil pairing, The computation 
of Tate pairing can be done approximately twice as fast as the 
computation of the Weil pairing, so the performance of Tate pairing 
is better than Weil paring .we also explain the bilinear pairing 
and Elliptic curve.
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