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Abstract
Today search engine companies collect the user information 
through search logs for the purpose of advertising, knowing the 
behavior of a distinct person. The obstacle of this process is to 
preserve the privacy of a user. For this paper, we examine the 
algorithms for releasing frequent keywords, queries and clicks 
of a search log. In the previous methods to provide security for 
the search log, name as k-anonymity provide insecure to active 
attacks. And another method is used for the equal purpose guarantee 
ensured by differential privacy does not provide any efficiency for 
this problem. This paper proposes the observational study using 
real utilization compare the ZEALOUS and previous work that 
attains k-anonymity in search log publishing. With this ZEALOUS 
provides an adequate results and provide strong utility guarantee 
than the k-anonymity.
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I. Introduction
In today’s world all the analysts find the data about search logs, 
to capture behavior of user. This type of data contains the useful 
information about the user such as userid, ipaddress, clicks etc. 
Search engine’s analyze data for discovery of trends, patterns, and 
irregularities of the users. This attributes used for the development 
and testing of new algorithms to improve search performance 
and quality. In preceding work done by the search engine AOL is 
published the information of a search log in 2006. The conversion 
made by the search engines was to replace user id’s with random 
numbers. Drawback occurred in this case is  user loss the utility.
Search engine stores the information based on the user’s search like 
keywords, queries, and clicks. Keywords can be divided in two ways 
those are frequent and infrequent. Frequent keywords are occurred 
in the search engine number of times comparatively infrequent. This 
paper explains only the frequent keywords, because of preserving 
security credentials. The proposed algorithm ZEALOUS [17] 
produces the effective result with the frequent keywords. Before 
this algorithm two different methods are used to produce the 
result with less security. Those methods are K-anonymity [23], 
differential privacy [9]. Along with this probability methods 
used for privacy purpose (€,δ)-indistinguishability [8] and (€,δ)-
probabilistic differential privacy [20].To protect the privacy of 
the respondents to which the data refer released data are generally 
sanitized by removing all explicit identifiers such as name, address, 
and phone numbers. These fields are anonymous the de-identified 
data may contains other data such as count value, urls, date. Which 
uniquely obtain specific respondents and make them stand out 
from others.

User details
User_id Name Password City Email
1 Megala Megala Chennai meg@gmail.com
2 Siva Siva Chennai siva@gmail.com
3 Vinay Vinay Chennai vinay@gmail.com
4 Nirmala Nirmala Chennai Nirmla@gmail.com

Search_log
Search_id Username Keywords URLS Date

1 Megala Java
Structs and 
java server 
pages_2.txt

Fri feb 10 
19:31:19 IST 
2014

2 Vinay C
Basics 
concepts of 
oops_2.txt

Sat feb 11 
13:54:36 IST 
2014

3 Siva Java
Stucts and 
java server 
pages_2.txt

Sat feb 11
13:17:08IST 
2014

The above figure explains that the user dataset links anonymous 
to the external data Search log. Through this process user’s losses 
their utility measure. To overcome the problem introduce the 
definition of quasi-identifiers that can be exploited for linking 
and of k-anonymity as characterizing the degree of data protection 
with respect to inference by linking. The data holder knows 
which attributes may appear in external tables and possibly be 
available to recipients, and therefore which sets attributes are 
quasi-identifiers. 
To Preserve Privacy is used in €-indistinguishability. An 
interaction between a user and a privacy mechanism result in a 
transcript.  It increase  corresponding to a single query function 
and response. 
A privacy mechanism is €-indistinguishable if for all transcripts 
t and for all databases x and x1 are differing in a single row, the 
probability of occurring transcript t when the database is x is 
within a (1+€) multiplicative factor of the probability of occurring 
transcript t when the database is x1.The absolute value of the 
logarithm of the ratio to be bounded by €. This paper work on a 
parameter € chosen by policy. To define the Sensitivity S(f) of 
a function f. This is a quantity inherent in f, it is not chosen by 
policy. The S(f) is independent of the actual database. To add the 
simple method of noise to the €-indistinguishability of transcripts, 
the noise depends only on € and S(f), and is independent of the 
database and hence of its size. To ensure the privacy ensure 
distribution to add the noise in this Pr[y]αe-€|y|/s(y).
If increase to enable search engine companies to make their search 
log available to researchers without disclosing their user’s sensitive 
information. The search engine companies generate statistics 
that are (€,δ)-probabilistic differential private to produce good 
utility. 
This paper concludes voluminous experimental evaluation, where 
we compare the utility of various algorithms that guarantee 
anonymity or privacy in search log publishing. This paper 
assessment includes applications that use search logs for improving 
both search experience and search performance. Finally results are 
shown that ZEALOUS output is sufficient for these applications 
while achieving strong utility measures.

II. Related Work
Preserving privacy in transactional database has been acknowledged 
as an influential problem in the security measure. The data mining 
community has focused on masking sensitive rules generated 
from transactional databases. Protect this individual’s privacy 
requires prior observation of the rules and mining model used. The 
proposed work examines publishing search logs to produce results 
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with ZEALOUS algorithm to provide privacy. In the previous 
work done the concepts of anonymizing are used and released 
transactional set-valued data with individual privacy in data. It 
uses a sparse matrix representation of transactional databases and 
applies matrix permutation techniques to confiscation correlations 
in the privacy data and forms the groups. Sensitive items are then 
randomized within groups to achieve anonymity.
The most used data preserving techniques are k-anonymity and 
its variants, l-diversity, t-closeness. In all these works remove 
the nonsensitive attributes of the dataset quasi-identifiers are 
developed. The main idea behind this anonymity is to achieve 
privacy in each and every individual is hidden in a crew of size 
at least k. Anonymization algorithm achieve the k-anonymity 
specification by suppressing and generalizing the quasi-attribute 
values of records. The kinds of datasets that we consider in this 
paper differ from traditional relational datasets in two ways. First, 
each record in our summary essentially corresponds to a set of 
items. The database records could thus be of variable length 
and high dimensionality. There is no longer a clear distinction 
between sensitive attributes and quasi attributes. The definition 
of anonymity algorithm is relevant for set-valued data.        
We propose a notion of anonymity similar to k-anonymity and 
also propose a generalization algorithm to achieve the anonymity 
requirements. The techniques to propose in this method examine 
additions and deletions to the datasets rather than generalization. 

With this method also attackers find the data in the search engine. 
To overcome this problem proposes hashed key words, leading to 
privacy breaches. This type of consist the removal of infrequent 
queries and develop methods to apply such techniques to posed 
the new queries. 
Differential privacy is a privacy definition that can be persuade in 
several ways [13]. The complete information about all individuals 
in the data exception the output of the anonymization algorithm 
should not give the attacker too much additional information about 
the individual.

III. Similarity Metrics
To reduce the loss of utility this paper considers the data of the 
user’s details. For this data s the privacy security measures are 
applied and produce the security measures.

A. Search Logs
Search engines like Yahoo, Google, Bing etc, are interacts with 
their users, for the purpose of get the information from search 
engines. Following schema follows the search log.
  { User_id, Query, Time, Click}
In the above schema the user_id identifies a user, a query is a set 
of keywords and clicks is a list of urls that the user clicked. In 
this paper considers the user details data set. Following data set 
is the example

Search_id Username Keywords URLs Countvalue Date
1 Megala Java Structs and java server pages_2.txt 4 Fri feb 10 19:31:19 IST 201
2 Vinay Csharp Are u beginner to learn csharp_2.txt 3 Fri may 09 20:17::55 IST 
3 Nirmala Hiberanate Are u beginner to hibernate.txt 1 Wed Fri 22 14:15:12IST 2014

User searches the data in search engine by keywords to get the 
information from the search engine. This data is stores in the system 
called search log. The search log contains the user information 
related the search. Keywords in the search can be divided as 
frequent, infrequent depending on the user requirement. User login 
and logout time of the website consider as sessions this session 
contains the queries. The queries can be grouped into single pair 
known as query pair, it contains the sub queries.  
In the user history contains the keyword k. There exists a search 
log entry such that k is a keyword in the query of the search log S. 
In a search log contains the keyword histogram and the keyword 
k the number of users ck whose search history in S contains k. A 
keyword histogram is thus a set of pairs (k,ck).These keywords, 
query, click in a histogram to be frequent, to set the threshold 
value, count will exceeds some predefined value  then delete those 
items.

B. Disclosure Obstruction
Disclosure is the identification of a particular user’s search history 
in the published search log. 

Definition 1 (k-anonymity requirements) each release of data must 
be such that every combination of values of quasi-identifiers can 
be indistinctly matched to at least k individuals.
To satisfy the k-anonymity requirement requires knowing how 
many individuals each released tuple matches. This information 
can be known absolutely by linking the released data with 
externally available data. In the above example figure 1, the data 
holder should link the data set of search log to reveal the details of 
user. We can assume that the data holder knows which attributes 
may appear in external tables consider those attributes are quasi-

identifiers to provide privacy for them in the external tables.

Definition 2 (k-anonymity) A search log is k-anonymous if the 
search history of every individual is indistinguishable from the 
history of at least k-1 other individuals in the published search 
log.
Information contained in external tables is of public familiarity 
and often has been knowing which attributes can be used for 
linking, is a basic requirement for protection. Each and every 
individual takes the different user-id’s with different attributes to 
propose the author named as Authors. The output of this algorithm 
states that k-query anonymous search log. And another author to 
add or delete the keywords contains the each sessions k has at 
least k-1 other sessions in search log. To call this algorithm as 
k-anonymous search log, Naughton and Adar to set the keyword 
to the prefix until each keyword is part of at least k search histories 
and publish the histogram. To call these output as k-keyword 
anonymous search log.

Definition 3 (€-differential privacy) An algorithm A is 
€-differentially private if for all search logs S and S1 differing 
in the search history of a single user and for all output search 
logs O:
Pr[A(S)=O]≤e€ Pr[A(s1)=O]
In the above equation examine that the complete search of a single 
user. This algorithm explains the search history of a single user 
as neighboring search logs. Differential privacy is a stronger 
guarantee and in some cases it can be too strong to be achieving 
privacy.
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IV. Achieving Privacy
This paper considers the significant solution for the privacy to 
producing the search log. To release the search log in the user 
history problem is that provide privacy for data, to overcome the 
drawback to achieve privacy here is two measures are used.

A. Utility
In the search engine to store the query click graph where the 
vertices correspond to both URLs and queries in the edge to 
form a query to a URL with weight equal to the number of users 
clicked on the URL given they posed by query. Each query node 
is repeated by that URL given they posed by the query. Similarly, 
there is a weight issue from the one query to the query.  Query 
suggestions can be inferred from queries based on the clicks 
resolution. Keyword generation and query classification can be 
deduced from the query click graph.

B. Privacy
To achieving privacy side to adapt the differential privacy. This 
definition states that to publish data set attacker should gain 
knowledge about the specific individual. This algorithm for 
producing a query click graph is simple and can be described as 
“throw away tail queries”.

Algorithm ZEALOUS for publishing frequent items of a search 
log.
Input: Search log S, positive numbers m, λ, T, T1

For each user u select a set s1. u of up to m distinct items from 
u’s search history in s.
Based on the selected items, create a histogram consisting 2. 
of pairs (k, ck), where k denotes an item and ck denotes the 
number of users u that have k in their search history su. We 
call this histogram the original histogram.
Delete from the histogram the pairs (k,c3. k) with count ck 
smaller than T.
For each pair (k, c4. k) in the histogram, sample a random number 
ηk from the Laplace distribution lap(λ), and add ηk to the count 
ck, resulting in a noisy count: ck᷈← ck+ ηk.
Delete from the histogram the pairs (k, c5. k᷈  ) with noisy counts 
ck᷈ ≤ T1

Publish the remaining items and their noisy counts.6. 
In the above algorithm explains that, to produce the privacy data 
in the search log. Through this method to explain the first input 
to be taken in the format of the data set and 1, 2 steps contains 
the divide the data set in the format of the histogram pairs. In 
that pair k identifies the number of keywords search by the user 
and ck denotes the same keyword occurred in how many times 
in search engine. 
To form all the histogram pairs based on the keywords then set 
the threshold value to the pairs with this less number of pairs 
deleted. Can’t identify the attacker easily to add the noise to that 
pairs using laplace distribution and again set the threshold value 
to this count remaining data published in the search log these are 
the frequent items.  

V. Experemental Results
The utility of a privacy-preserving algorithm has been evaluated 
by comparing some statistics of the input with the output. The 
choice of suitable statistics is a difficult problem as these statistics 
need to mirror the sufficient statistics of applications that will use 
the sanitized search log, and most of the applications are sufficient 
for statistics to characterize. To avoid this drawback, Brickell and 

Shmatikov [6] measure the utility with respect to data mining tasks 
and they take the actual classification error of an induced classifier 
as their utility metric. In this paper use two real applications from 
the information retrieval community:
Index caching, is a representative application for search 
performance, and query substitution, as a representative application 
for search quality. For both the applications are sufficient statistics 
for histograms of keywords, queries and query pairs.

A. Index caching
To maintain the search engines for keywords in the two forms as 
inverted index, simplest instantiation to identify the keywords in 
the document list. 
This index can be used to answer search queries, but also to classify 
queries for choosing sponsored search results. Problem with this 
index caching is too large to fit in memory, but it reduces the 
response time applications. User given a keyword in the search the 
related posting lists can be occurred into the search. This is the goal 
of the cache in memory to set the posting lists to be maximizes the 
cache-hit-probability this will not exceed the storage capacity. The 
hit probability is the probability that the posting list of a keyword 
can be found  in the search.

B. Query Substitution
Query substitutions are suggestions to rephrase a set of user query 
to match the documents or advertisements that do not contain 
the actual keywords of the query. This method used in the query 
refinement, spelling errors corrections and sponsored search. 
Query substitution algorithms examine for query pairs how to 
learn users re-phrase queries.

C. Architecture
In this experiment explains that the, basic concept of the result 
is to user enter the interface and browse the details. Then details 
of the particular user will be stored in the database. Database 
maintained by the owner or admin.

Fig. 1:

Registered users directly login to their use name and password 
to the interface and search the data, if the user not registered in 
the form first registration process will be done then login to the 
interface.
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Histogram representation in Zealous algorithm, in this result 
generates the histogram based on the pair of items clicked by the 
url’s  and number of users. 

Fig. 2:

Results:

Fig. 3:

Fig. 4:

Fig. 5:

Fig. 6:

Fig. 7:

VI. Conclusion
This paper concludes with the comparative study about the 
publishing frequent keywords, queries, and clicks in search 
logs. Compare the disclosure limitations of the guarantees in the 
theoretical and practical utility of various approaches. Comparison 
includes earlier work on anonymity and €-differential privacy to 
introduce the solution to achieve privacy in search logs. This work 
revealed interesting relationships between indistinguishability 
and probabilistic differential privacy with independent interest. 
This paper results can be applied more generally to the problem 
of publishing frequent items. 
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