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Abstracts
The attention being paid to Reversible Data Activity (RDH) in 
encrypted pictures is increasing day by day as it maintains the 
excellent property that the initial cowl will be losslessly recovered 
when embedded knowledge is extracted while protecting the image 
content’s confidentiality. All previous strategies plant knowledge 
by reversibly vacating space from the encrypted pictures, which 
may be subject to some errors in knowledge extraction and/or 
image restoration. During this paper, we are proposing a completely 
unique technique to reversibly plant data in the encrypted image by 
reserving room before coding with a conventional RDH algorithmic 
program. The planned technique can do real reversibility, that is, 
knowledge extraction and image recovery are free of any error. 
Experiments show that this novel technique will plant more than ten 
times as giant payloads for identical image quality as the previous 
strategies.
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I. Introduction
Data Hiding is spoken as a method to cover knowledge (representing 
some information) into cowl media. That is, the Information 
Hiding method links two sets of knowledge, one set of a group 
of the embedded knowledge and another set of the duvet media 
knowledge. The relationship between these two sets of knowledge 
characterizes totally different applications, for example,    in 
covert communications the hidden knowledge might typically be 
immaterial to the duvet media. In authentication, however, the 
embedded knowledge is closely associated with the cover media. 
In these two sorts of applications, physical property of hidden 
knowledge is a very important demand. In most cases of Data 
Hiding, the duvet media can expertise some distortion due to 
knowledge Hiding and can’t be inverted back to the first media. 
That is, some permanent distortion has occurred to the cover media 
once the hidden knowledge are extracted out. In some applications, 
like diagnosing and enforcement, it is crucial to reverse the marked 
media back to the original cowl media once the hidden knowledge 
are retrieved for some legal issues. In alternative applications, like 
remote sensing and high-energy particle physical experimental 
investigation, it is additionally desired that the first cowl media 
will be recovered as a result of the specified high-precision 
nature. The marking techniques satisfying this demand are spoken 
as reversible, lossless, distortion-free, or invertible knowledge 
Hiding techniques. Reversible knowledge Hiding facilitates large 
risk of applications to link two sets of knowledge in such a way 
that the cover media will be lossless recovered once the hidden 
knowledge have been extracted out, thereby providing an extra 
avenue of handling two totally different sets of knowledge. Most 
of the present knowledge hiding techniques are not reversible. 
For example, the wide utilised spread-spectrum based knowledge 
Hiding strategies aren’t invertible owing to truncation (for the aim 
to stop over/underflow) error and round-off error. The well-known 
least important bit plane (LSB) based mostly schemes  are not 
lossless owing to bit replacement while memory encrypts updated 
information according to the data hiding key all over again. As the 
whole process is entirely operated on encrypted domain, it avoids 

the leakage of original content.

II. Literature Survey

A. Reversible Data Embedding Using a Difference 
Expansion
This paper, presents a novel reversible data embedding method 
for digital images. We explore the redundancy in digital images 
to achieve very high embedding capacity, and keep the distortion      
low.

B. On Compressing Encrypted Data
In this paper, we investigate the novelty of reversing the order of 
these steps, i.e., first encrypting and then compressing, without 
compromising either the compression efficiency or the information-
theoretic security. Although counter-intuitive, we show that, through 
the use of coding with side information principles, this reversal of 
order is indeed possible in some settings of interest without loss 
of either optimal coding efficiency or perfect secrecy.

C. Expansion Embedding Techniques for Reversible 
Watermarking
The histogram-shifting technique to remedy the two major 
drawbacks of Tian’s algorithm: the lack of capacity control 
and undesirable distortion at low embedding capacites. We 
then described two new water-marking algorithms, combining 
histogram shifting and difference expansion: the first one using 
a highly compressible overflow map and the second one using 
flag bits. A new, reversible, data-embedding technique called 
prediction-error expansion was then introduced and water-marking 
algorithms based on the prediction-error expansion technique were 
presented.

D. A Reversible Data Hiding Scheme Based on Block 
Division
In this paper, a reversible data hiding scheme based on histogram 
is proposed. In this proposed scheme, there are two advantages:

Our proposed schemes are able to improve the fact embedding 1. 
capacity by using block division method.
We use one bit to record the change of the selected minimum 2. 
point to achieve not only higher data hiding capacity but also 
the reversible effect.

III. Existing System
In the existing system more attention is paid to Reversible 1. 
Data Hiding (RDH) in encrypted images, since it maintains 
the excellent property that the original cover can be lossless 
recovered after embedded data is extracted while protecting 
the image content’s confidentiality.
All previous methods embed data by reversibly vacating room 2. 
from the encrypted images, which may be subject to some 
errors on data extraction and/or image.
Previous methods implement RDH in encrypted images by 3. 
vacating room after encryption, as opposed to which we 
proposed by reserving room before encryption. Thus the data 
hider can benefit from the extra space emptied out in previous 
stage to make data hiding process effortless.
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A. Disadvantages
The hackers recover the embedding data in original image 1. 
because the data placed in particular bit position.
Previous method embedded data by reversibly vacating room 2. 
from the encrypted images, which may be subject to some 
errors on data extraction and/or image restoration.
To attack the hidden data using original image because referred 3. 
the key value.

IV. Proposed Work
This method can take advantage of all traditional RDH 1. 
techniques for plain images and achieve excellent performance 
without loss of perfect secrecy. 
This method can achieve real reversibility, separate data 2. 
extraction and greatly improve the quality of marked decrypted 
images.
This method reserves room before encryption with a traditional 3. 
RDH algorithm, thus it is easy for the data hider to reversibly 
embed data in the encrypted image. 
We can achieve real reversibility, that is, data extraction and 4. 
image recovery are free of any error.

Fig. 1: Architecture

A. Advantage
This method can achieve real reversibility, that is, data 1. 
extraction and image recovery are free of any error.
It is easy for the data hider to reversibly embed data inthe 2. 
encrypted image.
This method can embed more than 10 times as large payloads 3. 
for the same image quality as the previous methods.

Proposed Algorithm

V. Conclusion
A novel theme for severable reversible information concealment 
in encrypted image is planned, that consists of image encoding, 
information embedding and data-extraction/image-recovery 
phases. Within the 1st section, the content owner encrypts the 
first uncompressed image victimization associate encoding key. 
Though a data-hider doesn’t recognize the first content, he will 
compress the smallest amount vital bits of the encrypted image 
employing a information-hiding key to form a distributed house 
to accommodate the extra data. With associate encrypted image 
containing further information, the receiver could extract the 
extra information victimization solely the data-hiding key, or 
acquire a picture just like the first one victimization solely the 

encoding key. Once the receiver has each of the keys, he will 
extract  information and recover the first content with no error 
by exploiting the abstraction correlation in natural image if the 
quantity of additional information isn’t overlarge. If the lossless 
compression methodology is employed for the encrypted image 
containing embedded information, the extra information is still 
extracted and therefore the original content is also recovered 
since the lossless compression doesn’t amend the content of the 
encrypted image containing embedded information. However, 
the lossy compression methodology compatible with encrypted 
pictures generated by constituent permutation isn’t appropriate 
here since the encoding is performed by bit-XOR operation. In 
the future, a comprehensive combination of image encoding and 
information concealment compatible with lossy compression 
deserves any investigation.

VI. Future Work
The proposed method can take advantage of all traditional RDH 
techniques for plain images and achieve excellent performance 
without loss of perfect secrecy. Furthermore, this novel method 
can achieve real reversibility, separate data extraction and greatly 
improve the quality of marked decrypted images. Hiding Data 
into an Image and Creating shares of an Image, Collecting Shares, 
Decrypting Image and Getting Secret Data
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