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Abstract
Cloud computing technology requires users to entrust their valuable 
data to cloud providers, there have been increasing security and 
privacy concerns on outsourced data.In order to realize scalable, 
flexible, and fine-grained access control of outsourced data in 
cloud computing, in this paper, we propose Hierarchical Attribute 
Set-Based Encryption (HASBE) by extending ciphertext-policy 
Attribute-Set-Based Encryption (ASBE) with a hierarchical 
structure of users. The proposed scheme not only achieves 
scalability due to its hierarchical struc-ture, but also inherits 
flexibility and fine-grained access control in supporting compound 
attributes of ASBE. In addition, HASBE employs multiple value 
assignments for access expiration time to deal with user revocation 
more efficiently than existing schemes. We formally prove the 
security of HASBE based on security of the ciphertext-policy 
attribute-based encryption (CP-ABE) scheme.
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I. Introduction
In the last several years, cloud computing has emerged as one 
of the most influential paradigms in the IT industry, and has 
attracted extensive attention from both academia and industry. 
Cloud computing holds the promise of providing computing as 
the fifth utility after the other four utilities (water, gas, electricity, 
and telephone) . The benefits of cloud computing include reduced 
costs and capital expenditures, increased op-erational efficiencies, 
scalability, flexibility, immediate time to market, and so on. 
Different service-oriented cloud computing models have been 
proposed, including Infrastructure as a Service (IaaS), Platform 
as a Service (PaaS), and Software as a Service (SaaS) . Numerous 
commercial cloud computing systems have been built at different 
levels, e.g., Amazon’s EC2, Amazon’s S3 , and IBM’s Blue Cloud 
are IaaS systems, while Google App Engine and Yahoo Pig are 
representative PaaS systems, and Google’s Apps. One of the 
prominent security concerns is data security and privacy in cloud 
computing due to its Internet based data storage and management. 
In cloud computing, users have to give up their data to the cloud 
service provider for storage and business operations, while the 
cloud service provider is usually a commercial enterprise which 
cannot be totally trusted. Thus, cloud users in the first place want 
to make sure that their data are kept confidential to outsiders, 
including the cloud provider and their potential competitors. This 
is the first data security requirement.
Data confidentiality is not the only security requirement. A health-
care information system on a cloud is required to restrict access 
of protected medical records to eligible doctors and a customer 
relation management system running on a cloud.In these cases, 
access control of sensitive data is either required by legislation 
(e.g., HIPAA) or company regulations. 
The contribution of the paper is multifold. First, we show how 
HASBE extends the ASBE algorithm with a hierarchical structure 
to improve scalability and flexibility while at the same time inherits 
the feature of fine-grained access control of ASBE. Second, we 
demonstrate how to implement a full-fledged access control 
scheme for cloud computing based on HASBE. The scheme 

provides full support for hierarchical user grant, file creation, 
file deletion, and user revocation in cloud computing. Third, we 
formally prove the security of the proposed scheme based on the 
security of the CP-ABE scheme by Bethencourt et al. and analyze 
its performance in terms of computational overhead. Lastly, we 
implement HASBE and conduct comprehensive experiments for 
performance evaluation, and our experiments demonstrate that 
HASBE has satisfactory performance.

II. Related Work
In this section, we review the notion of attribute-based encryption 
(ABE), and provide a brief overview of the ASBE scheme by 
Bobba et al. After that, we examine existing access control 
schemes based on ABE. 

A. Attribute-Based Encryption
The notion of ABE was first introduced by Sahai and Watersas 
a new method for fuzzy identity-based encryption. The primary 
drawback of the scheme is that its threshold semantics lacks 
expressibility. Several efforts followed in the literature to try to 
solve the expressibility problem. In the ABE scheme, ciphertexts 
are not encrypted to one particular user as in traditional public key 
cryptography. Rather, both ciphertexts and users’ decryption keys 
are associated with a set of attributes or a policy over attributes. 
A user is able to decrypt a ciphertext only if there is a match 
between his decryption key and the ciphertext. ABE schemes 
are classified into key-policy attribute- based encryption (KP-
ABE) and ciphertext-policy attribute- based encryption (CP-
ABE), depending how attributes and policy are associated with 
ciphertexts and users’ decryption keys.
Basic CP-ABE schemes are far from enough to support access 
control in modern enterprise environments, which require 
considerable flexibility and efficiency in specifying policies and 
managing user attributes. In a CP-ABE scheme, decryption keys 
only support user attributes that are organized logically as a single 
set, so users can only use all possible combinations of attributes 
in a single set issued in their keys to satisfy policies. To solve 
this problem, Bobba et al.introduced ciphertext-policy attribute-
set-based encryption (CP-ASBE or ASBE for short). ASBE is 
an extended form of CP-ABE which organizes user attributes 
into a recursive set structure. The following is an example of a 
key structure of depth 2, which is the depth of the recursive set 
structure:
{Dept :CS,Role :Grad – Student,
{CourseID :101,Role :TA},
{CourseID :526,Role :Grad – Student}}

B. Access Control Solutions for Cloud Computing
The traditional method to protect sensitive data outsourced to third 
parties is to store encrypted data on servers, while the decryption 
keys are disclosed to authorized users only. However, there are 
several drawbacks about this trivial solution. First of all, such 
a solution requires an efficient key management mechanism to 
distribute decryption keys to authorized users, which has been 
proven to be very difficult. Next, this approach lacks scalability 
and flexibility; as the number of authorized users becomes large, 
the solution will not be efficient anymore.
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The first problem with Yu et al.’s scheme is that the encryptor 
is not able to decide who can decrypt the encrypted data except 
choosing descriptive attributes for the data, and has no choice 
but to trust the key issuer. Furthermore,KP-ABE is not naturally 
suitable to certain applications. An example of such applications 
is a type of sophisticated broadcast encryption, where users are 
described by various attributes and the one whose attributes match 
a policy associated with a ciphertext can decrypt the ciphertext. 
For such an application, a better choice is CP-ABE.
Wang et al. proposed hierarchical attribute-based encryption 
(HABE) to achieve fine-grained access control in cloud storage 
services by combining hierarchical identity-based encryption 
(HIBE) and CP-ABE. This scheme also supports fine-grained access 
control and fully delegating computation to the cloud providers. 
However, HABE uses disjunctive normal form policy and assumes 
all attributes in one conjunctive clause are administrated by the 
same domain master. Thus the same attribute may be administrated 
by multiple domain masters according to specific policies, which 
is difficult to implement in practice. Furthermore, compared with 
ASBE, this scheme cannot support compound attributes efficiently 
and does not support multiple value assignments.

III. System Model and Assumptions

A. System Model
In fig. 1, the cloud computing system under consideration consists 
of five types of parties: a cloud service provider, data owners, 
data consumers, a number of domain authorities, and a trusted 
authority. The cloud service provider manages a cloud to provide 
data storage service. Data owners encrypt their data files and store 
them in the cloud for sharing with data consumers. To access the 
shared data files, data consumers download encrypted data files 
of their interest from the cloud and then decrypt them. Each data 
owner/consumer is administrated by a domain authority. A domain 
authority is managed by its parent domain authority or the trusted 
authority. Data owners, data consumers, domain authorities, and 
the trusted authority are organized in a hierarchical manner.

Fig. 1: Example Key Structure

The trusted authority is the root authority and responsible for 
managing top-level domain authorities. Each top-level domain 
authority corresponds to a top-level organization, such as a 
federated enterprise, while each lower-level domain authority 
corresponds to a lower level organization, such as an affiliated 
company in a federated enterprise. Data owners/consumers may 
correspond to employees in an organization. 
Each domain authority is responsible for managing the domain 
authorities at the next level or the data owners/consumers in its 

domain. In our system, neither data owners nor data consumers 
will be always online. They come online only when necessary, 
while the cloud service provider, the trusted authority, and domain 
authorities are always online. The cloud is assumed to have 
abundant storage capacity and computation power. 

B. Security Model
We assume that the cloud server provider is untrusted in the sense 
that it may collude with malicious users (short for data owners/
data consumers) to harvest file contents stored in the cloud for 
its own benefit. In the hierarchical structure of the system users 
given in fg. 1, each party is associated with a public key and 
a private key, with the latter being kept secretly by the party. 
The trusted authority acts as the root of trust and authorizes the 
top-level domain authorities. A domain authority is trusted by its 
subordinate domain authorities or users that it administrates, but 
may try to get the private keys of users outside its domain. Users 
may try to access data files either within or outside the scope of 
their access privileges, so malicious users may collude with each 
other to get sensitive files beyond their privileges.

IV. Our Construction
In this section, we first present our HASBE scheme, which extends 
the ASBE algorithm with a hierarchical user structure. We then 
show how HASBE is applied for hierarchical user grant, data file 
creation, file access, user revocation, and file deletion.

Fig. 2: Example Access Structure

A. Preliminaries

1. Key Structure
A recursive set based key structure as  where each element of 
the set is either a set or an element corresponding to an attribute 
is used. The depth of the key structure is the level of recursions 
in the recursive set, similar to definition of depth for a tree. For 
a key structure with depth 2, members of the set at depth 1 can 
either be attribute elements or sets but members of a set at depth 
2 may only be attribute elements.

2. Access Structure
In our scheme, we use the same tree access structure. In the tree 
access structure, leaf nodes are attributes and nonleaf nodes are 
threshold gates. Each nonleaf node is defined by its children and 
a threshold value. Let numx denote the number of children and 
kx the threshold value of node . An example of the access tree 
structure is shown in fig. 2, where the threshold values for “AND” 
and “OR” are 2and 1, respectively. 
The above access structure demands that only a director in DoD 
or NSA of level larger than 5 can access the data files protected by 
the access policy. In CP-ABE schemes, a person who has private 
keys corresponding to attributes on the key structure would be 
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able to access the data files, which compromises the security of 
the access policy. Such problems are effectively prevented using 
attribute-set-based encryption which forbids combining attributes 
across multiple sets.

Fig. 3: Hierarchical Structure of System Users

B. HASBE Scheme
The proposed HASBE scheme seamlessly extends the ASBE 
scheme to handle the hierarchical structure of system users in 
Fig. 3. Recall that our system model consists of a trusted authority, 
multiple domain authorities, and numerous users corresponding 
to data owners and data consumers. The trusted authority is 
responsible for generating and distributing system parameters 
and root master keys as well as authorizing the top-level domain 
authorities. A domain authority is responsible for delegating keys 
to subordinate domain authorities at the next level or users in 
its domain. Each user in the system is assigned a key structure 
which specifies the attributes associated with the user’s decryption 
key.

Fig. 4: Format of a Data File on the Cloud

1. New File Creation
To protect data stored on the cloud, a data owner first encrypts 
data files and then stores the encrypted data files on the cloud.Each 
file is encrypted with a symmetric data encryption key, which is 
in turn encrypted with HASBE.

2. User Revocation
Whenever there is a user to be revoked, the system must make sure 
the revoked user cannot access the associated data files any more. 
One way to solve this problem is to re-encrypt all the associated 
data files used to be accessed by the revoked user, but we must 
also ensure that the other users who still have access privileges 
to these data files can access them correctly.

3. File Deletion
Encrypted data files can be deleted only at the request of the data 
owner. To delete an encrypted data file, the data owner sends the 
file’s unique ID and its signature on this ID to the cloud. Only 
upon successful verification of the data owner and the request, 
the cloud deletes the data file.

V. Performance Analysis and Implementation
In this section, we first analyze theoretic computation complexity 
of the proposed scheme in each operation. Then we implement 
an HASBE toolkit based on the toolkit developed for CP-ABE 
and conduct a series of experiments to evaluate performance of 
our proposed scheme. 

A. Performance Analysis
We analyze the computation complexity for each system operation 
in our scheme as follows.

1. System Setup
When the system is set up, the trusted authority selects a bilinear 
group and some random numbers. When PK and MK0 are 
generated, there will be several exponentiation operations. So 
the computation complexity of System Setup is O(1).

Fig. 5: System Model

Top-Level Domain Authority Grant. This operation is performed 
by the trusted authority. The master key of a domain authority is 
in the form of
MKi=(A,D,Di,j,D’i,j for ai,j €A,Ei for Ai € A)

B. Implementation
We have implemented a multilevel HASBE toolkit based on 
the toolkit developed for CP ABE [18] which uses the Pairing-
Based Cryptography library.Then comprehensive experiments 
are conducted on a laptop with dual core 2.10 GHz CPU and 
2-GB RAM, running Ubuntu 10.04. We make an analysis on 
the experimental data and give the statistical data. Similar to 
the toolkit, our toolkit also provides a number of command line 
tools
User Revocation operation consists of two steps: Key Update 
and Data Re-encryption. Key Update is implemented with the 
command . The root authority or domain authority can assign 
a new attribute to the user or domain authority. Adding a new 
attribute to one subset of private key can be done in constant time 
as the complexity is O(1).

C. Efficient User Revocation
To deal with user revocation in cloud computing, we add an 
attribute to each user’s key and employ multiple value assignments 
for this attribute. So we can update user’s key by simply adding 
a new expiration value to the existing key. We just require a 
domain authority to maintain some state information of the user 
keys and avoid the need to generate and distribute new keys on 
a frequent basis, which makes our scheme more efficient than 
existing schemes.

D. Expressiveness
In HASBE, a user’s key is associated with a set of attributes, 
so HASBE is conceptually closer to traditional access control 
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methods such as Role-Based Access Control (RBAC). Thus, it 
ismore natural to apply HASBE, instead of KP-ABE, to enforce 
access control.

VI. Conclusion
In this paper, we introduced the HASBE scheme for realizing 
scalable, flexible, and fine-grained access control in cloud 
computing. One of the prominent security concerns is data security 
and privacy in cloud computing due to its Internet- based data 
storage and management. In cloud computing, users have to 
give up their data to the cloud service provider for storage and 
business operations, while the cloud service provider is usually 
a commercial enterprise which cannot be totally trusted. Data 
represents an extremely important asset for any organization, and 
enterprise users will face serious consequences if its confidential 
data is disclosed to their business competitors or the public.
The HASBE scheme seamlessly incorporates a hierarchical 
structure of system users by applying a delegation algorithm to 
ASBE. HASBE not only supports compound attributes due to 
flexible attribute set combinations, but also achieves efficient user 
revocation because of multiple value assignments attributes.We 
formally proved the security of HASBE based on the security of CP 
ABE by Bethencourt et al.. Finally, we implemented the proposed 
scheme, and conducted comprehensive performance analysis and 
evaluation, which showed its efficiency and advantages over 
existing schemes.
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