
IJCST  Vol. 5, ISSue 2, AprIl - June 2014

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  17

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Enhanced Security using Hybrid Key Exchange over MANET 
1Suruchi Agrawal, 2Shekhar Tandan

1,2Dept. of Computer Science, Gyan Ganga College of Technology, Jabalpur, India

Abstract
The characteristics of Mobile Ad-hoc NETwork (MANET) 
such as node mobility, dynamic infrastructure, unreliable multi-
hop communication channel, resource limitation and physical 
vulnerability etc. are affecting the MANET processing heavily. 
Securing MANET has made more challenging. MANET is not 
having fixed infrastructure and connected mobile devices (nodes) 
send packets to the destination nodes directly or via the neighboring 
nodes. It is of potential security concern because neighbor nodes 
cannot be trusted. Therefore distributing encryption keys between 
mobile nodes in an authenticated manner is a challenging task. 
Various researchers have worked on MANET security concerns 
and Identity Based Cryptography (IBC) has been applied by many. 
Key based processing over MANET requires to generate a new 
session key for every node as it enters into the network. The 
keys are distributed using the trust servers or through pattern 
key distribution mechanism. This work is focusing on security of 
the MANET routing using mixed intermediate keys for making 
communication between nodes. Simulations are being proposed to 
show the improved packet delivery ratio. Attacks are being avoided 
reactively by including changes in the basic implementation of 
DSDV routing protocol. This work proposes to provide unique 
key based authentication for DSDV based MANET routing.
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I. Introduction
Mobile Ad-hoc Network (MANET) is an infrastructure less and 
an autonomous systems of mobile hosts over a shared wireless 
medium. Because of such environment, mobile nodes can directly 
communicate with other nodes which are in their transmission 
range and rely on other nodes to communicate with nodes which 
are outside their transmission range by multi-hop scenario [1].
Security is considered to be more challenging in MANET because 
of its dynamic topology, multi-hop scenario, self organizing and 
centre-less environment. In MANET, nodes are responsible for 
basic operations like packet forwarding and routing, distributing 
keys or any secret information.
These operations can be easily jeopardized if countermeasures 
are not taken on these operations at early stages.
Key management involves key generation, key distribution, key 
updation. The difficult task is how to distribute a key and update 
a key to ensure secure communication between two authenticated 
nodes. Because any node can enter or leave the network in dynamic 
topology, key updation must be done securely. If a new node wants 
a key to communicate with other node, any key must be kept secret 
should be distributed in a way that authenticity, confidentiality 
and integrity is not violated.
There have been several research work proposed on key distribution 
schemes in recent literatures. In this paper, we review three schemes 
of key distribution techniques based on network coding, message 
relaying and performance efficient EOMCT algorithm.
Network coding concept was discovered by Yeung, Li, Cai and 
Zhang [2]. Network coding is used to improve throughput and 
solves problems like congestion control and reliability. Main 

principle of network coding is that the intermediate nodes actively 
code input packets and forward the resulting coded packets [3]. 
This scheme is used in wireless ad-hoc network to design a light-
weight key distribution scheme which provides data confidentiality 
using X-OR network coding and integrity of distributed keys using 
Message Authentication Codes (MAC).
Message Relaying key distribution scheme was proposed in [4]. It 
distributes certificate using an offline authority to issue each node 
with its keying material in authority-based MANETs. Certificate 
distribution occurs on peer-to-peer basis by exploiting the routing 
infrastructure and chaining peer nodes together and certificates 
are transferred along these virtual chains through by message 
relaying mechanism. 
Scalability of [4] is investigated by evaluating its performance in 
network of as large as 50 nodes in first scenario and 100 nodes 
in second scenario by [5]. EOMCT algorithm provides efficient 
multicast key distribution with multicast group clustering to solve 
“1 affects n” problem which is due to highly group dynamism in 
which if any node joins or leaves a group, rekeying process should 
be done securely Analytical model and simulation result shows 
average latency of key distribution is propositional to energy 
consumption. If node changes frequently, it will require a large 
number of key exchanges per unit time to provide forward and 
backward secrecy [6]. 
The general key distribution problem refers to the task of 
distributing secret keys between communicating parties to provide 
security properties such as secrecy and authentication.
In sensor networks, key distribution is usually combined with 
initial communication establishment to bootstrap a secure 
communication infrastructure from a collection of deployed sensor 
nodes. In the setting we study in this chapter, nodes have been 
pre-initialized with some secret information before deployment, 
but only after network setup, we know the location of nodes. The 
node location often determines which nodes need to establish 
cryptographic keys with which other nodes, so we cannot set up 
these keys before deployment.
In this chapter, we refer to the combined problem of key 
distribution and secure communications establishment as the 
security bootstrapping problem, or simply the bootstrapping 
problem. A bootstrapping protocol must not only enable a newly 
deployed sensor network to initiate a secure infrastructure, but it 
must also allow nodes deployed at a later time to join the network 
securely. This is a challenging problem due to the many limitations 
of sensor network hardware and software.
In this chapter, we discuss and evaluate several well-known 
methods of key distribution. Besides these, we present an in-
depth study of random key pre2 distribution, a method that has 
recently attracted significant research attention, and we have also 
worked on.

II. Key Management in MANET
Many cryptosystems rely on the underlying secure, robust, and 
efficient key management subsystem. In fact, all cryptographic 
techniques will be ineffective if the key management is weak. 
Key management is a central part of the security of MANETs. 
In MANETs, the computational load and complexity for key 
management are strongly subject to restriction by the node’s 
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available resources and the dynamic nature of network topology. 
Some asymmetric and symmetric key management schemes have 
been proposed to adapt to the environment of MANETs. Key 
management deals with key generation, key storage, distribution, 
updating, and revocation, deleting, archiving, and using keying 
materials in accordance with security policies. 
A keying relationship is the state wherein network nodes share 
keying material for use in cryptographic mechanisms. The 
keying material can include public/private key pairs, secret keys, 
initialization parameters and non-secret parameters supporting 
key management in various instances. Key management can 
be defined as a set of techniques and procedures supporting the 
establishment and maintenance of keying relationships between 
authorized parties [2]. 
The fundamental function of key management schemes is the 
establishment of keying material. Key establishment can be 
subdivided into key agreement and key transport. Key agreement 
allows two or more parties to derive shared keying material as a 
function of information contributed by, or associated with, each 
of the protocol participants, such that no party can pre-determine 
the resulting value. In key transport protocols, one party creates or 
otherwise obtains keying material, and securely transfers it to the 
other party or parties. Both key agreement and key transport can be 
achieved using either symmetric or asymmetric techniques [3]. 

III. Different Key Distribution
The operations like packet forwarding and routing, distributing 
keys or any secret information can be easily jeopardized if counter-
measures are not taken on these operations at early stages. Key 
management is central to MANET security. Key management 
involves key generation, key distribution, key updation. The 
difficult task is how to distribute a key and update a key to ensure 
secure communication between two authenticated nodes. Because 
any node can enter or leave the network in dynamic topology, 
key updation must be done securely. If a new node wants a key 
to communicate with other node, any key must be kept secret 
should be distributed in a way that authenticity, confidentiality 
and integrity is not violated and there should be less message 
passing for provide authenticity and confidentiality between 
communicating nodes. There have been several research work 
proposed on key distribution schemes in recent literatures. 
Due to the characteristics of Mobile Ad-hoc NETwork (MANET) 
like dynamic infrastructure, unreliable multi-hop communication 
channel, node mobility, resource limitation and physical 
vulnerability, securing MANET is becoming more challenging. 
MANET has no any pre-existing fixed structure and mobile 
nodes sends packets to the destination nodes directly or via the 
neighboring nodes, it is of potential security concern because 
neighbor nodes cannot be trusted so distributing encryption 
keys between mobile nodes in an authenticated manner is a 
challenging task. Because MANET has dynamic nature, a node 
needs to generate a new session key when a new node enters or 
leaves the network to maintain forward or backward secrecy. 
Keys should be distributed securely so that any unauthenticated 
node cannot gain the access of it and they should be updated to 
maintain communication between old and newly joined nodes. 
There are so many schemes are proposed to provide efficient key 
distribution in MANET. In this paper, we aim to evaluate and 
present an overview of different key distribution schemes for 
MANET like key distribution through Network coding scheme, 
Message relaying scheme and Enhanced Optimized Multicast 
Cluster Tree(EOMCT) algorithm. Network Coding Scheme allows 

any two nodes to setup a shared key through a multi-hop route 
efficiently and provides light-weight key distribution for MANET. 
The analysis of Message relaying has been done to show the impact 
of message overhead at network layer and Medium Access Control 
(MAC) layer and provide scalability. EOMCT algorithm shows 
the improvement in parameters like average latency and energy 
consumption for secure multicasting.
Wireless Sensor Networks (WSNs) are employed in numerous 
applications in different areas including military, ecology, and 
health; for example, to control of important information like 
the personnel position in a building, as a result, WSNs need 
security. However, several restrictions such as low capability of 
computation, small memory, limited resources of energy, and the 
unreliable channels employ communication in using WSNs can 
cause difficulty in use of security and protection in WSNs. It is 
very essential to save WSNs from malevolent attacks in unfriendly 
situations. Such networks require security plan due to various 
limitations of resources and the prominent characteristics of a 
wireless sensor network which is a considerable challenge. This 
article is an extensive review about problems of WSNs security, 
which examined recently by researchers and a better understanding 
of future directions for WSN security.
Mobile AdHoc Networks (MANETs) has a wide range of 
applications, ranging from everyday mobile phone application 
to mission critical military applications. MANETs have proved 
their necessity and the ease of setting up networks. Thus MANETs 
are very popular for scenarios which are sensitive and urgent 
like disaster relief, military applications, etc. As the application 
of MANETs increases, the attacks on MANETs also increase. 
A vast range of research is being conducted to keep routing in 
MANETs robust and secure. One of the major research area is 
routing privacy. Many routing solutions are proposed to maintain 
privacy. Location aided routing is a novel idea; in which routing 
is done based on location information, therefore node identity is 
not revealed. This paper outlines few of the routing algorithms 
in MANETs.
This paper describes the need for a unified simulation framework 
which defines the simulation tools and configuration settings 
for researchers to perform comparative simulations and test the 
performance of security tools for the AODV MANET routing 
protocol. The key objectives of the proposed framework are to 
provide an unbiased, repeatable simulation environment which 
collects all important performance metrics and has a configuration 
optimized for the AODV protocols performance. Any security 
tool can then be simulated using the framework, showing the 
performance impact of the tool against the AODV baseline results 
or other security tools. The framework will control the network 
performance metrics and mobility models used in the simulation. 
It is anticipated that this framework will enable researchers to 
easily repeat experiments and directly compare results without 
configuration settings influencing the results.

IV. Proposed Work
Since key distribution schemes apply additional loads on the 
existing network, therefore it is being proposed to apply a new 
key distribution technique which will not only apply less load on 
the existing network, but will also use network efficiently and 
in secured manner. For testing of the proposed scheme, NS-2 
protocol shall be used which will be modified for DSDV protocol 
for testing. Packet Delivery Ratio (PDR), Throughput, End-to-End 
Delay (ETOE) and Energy Consumption (EC) shall be evaluated 
for measuring the efficiency of the network. Proposed work shall 
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work in following steps:
A pattern key shall be assigned to each node as it is created 1. 
network.
Each node will get a key when added in network by trust 2. 
server.
For communication key will be verified from trust server 3. 
by every node when it will receive the key of RTS signal 
sender.
If key is verified, then a Mix key is generated by node pair 4. 
(sender & receiver) to communicate.
This key will be different key and hence malicious nodes or 5. 
any intermediate nodes will not verify this key and hence 
will not be able to capture the data.
The intermediate nodes shall forward the packets to destination 6. 
directly and hence they will not be verifying the key again 
and again for further communication.
Various metrics as specified above shall be measured to 7. 
generate results and graphs.

The whole processing shall be as follows:
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Fig. 1: Proposed Key Distribution
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Fig. 2: Proposed Network Topology

V. Simulation Model and Performance Metrics
Even though the performance evaluation/analysis of ad hoc 
routing protocols is usually measured in homogeneous network, 
this evaluation is not much effective in the real applications where 
nodes have different capabilities. To study the efficiency and 
the effectiveness of routing protocols in heterogeneous ad hoc 
networks, NS-2 simulator [12] is used to construct the simulation. 
The details of the simulation scenarios and performance metrics 
are illustrated in the following sections.

A. Simulation Model 
In heterogeneous ad hoc networks, each node normally has 
different capabilities since some nodes are portable devices 
with limited capacity and battery life, while the others may be 
stationary or equipped with vehicle. These nodes are not power-
constrained and usually have higher capacity than the former 

one. In this research work, there are two types of nodes which 
are High-capacity nodes (H-nodes) and General capacity nodes 
(G-nodes). These two types of nodes have different capacity which 
are bandwidth and transmission range.
Simulation scenarios are constructed by varying number of nodes. 
In each scenario, a few nodes approximately 5-20% are included 
as malicious nodes. For example, if there are totally 50 nodes in 
the heterogeneous networks, 5 nodes of them are the malicious 
nodes while other nodes are correct nodes performing good 
communication practices.

Table 1: Simulation Parameters
channel type Channel / WirelessChannel

 radio-propagation model Propagation / 
TwoRayGround

 network interface type Phy/WirelessPhy
 MAC type Mac/802_11

 interface queue type Queue / DropTail / 
PriQueue

 link layer type LL
 antenna model Antenna / OmniAntenna
 routing protocol DSDV
 X dimension of the 
topography 670

 Y dimension of the 
topography 670

 max packet in ifq 50
 seed for random number gen. 0
 simulation time 10
 number of mobile nodes 2, 5, 10, 15, 20, 25, 30, 50

B. Performance Evaluation Metrics
The performance metrics which are used to analyze the 
performances of routing protocols in heterogeneous ad hoc 
networks are discussed in the following:

1. Throughput
It is one of the dimensional parameters of the network which gives 
the fraction of  the channel capacity used for useful transmission 
selects a destination at the  beginning of the simulation i.e., 
information whether or not data packets correctly delivered to 
the destinations. In data transmission, throughput is the amount 
of data moved successfully from one place to another in a given 
time period.

2. Packet Delivery Ratio (PDR)
The ratio of total number of packets received by destinations to 
total number of packets sent by sources 
∑ Number of packet receive / ∑ Number of packet send
The greater value of packet delivery ratio means the better 
performance of the protocol.

3. Jitter
In a wireless network, simultaneous packet transmission by nearby 
nodes is often undesirable.  This is because any resulting collision 
between these packets may cause a receiving node to fail to receive 
some or all of these packets. Jittering (a small, random variation 
in timing of control message emission) is widely used in protocols 
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for wireless communication, in order to avoid simultaneous packet 
transmissions over the same channel by adjacent nodes in the 
network. 

4. Average end-to-end Delay
The average time taken by a data packet to arrive in the destination. 
It also includes the delay caused by route discovery process and 
the queue in data packet transmission. Only the data packets that 
successfully delivered to destinations that counted.
∑ ( arrive time – send time ) / ∑ Number of connections
The lower value of end to end delay means the better performance 
of the protocol.

VI. Results & Discussion
The proposed work has been implemented using Network Simulator 
– 2 (NS – 2 2.32) and the wireless mac protocol implementation 
has been modified to incorporate the proposed working. The 
implementation of security algorithm has been done by adding 
various functions and inserting the calls of the same in the various 
locations of send and receives packets functions. Constant bit rate 
traffic has been inserted to test the working of the proposed work 
using various number of nodes (2, 5, 10, 15, 20, 25, 30, 50). The 
results of the various simulations have been extracted, listed and 
graphs has been drawn for the same. The results are showing a 
significant improvement in performance and improved packet 
delivery ratio conforms to the security algorithm imposed over 
the network.

Table 2: Throughput of the Network for With and Without 
Modifications in the Existing Algorithms

No. of Nodes Throughput with 
Existing Security

Throughput with 
Modified Security

2 338.75 338.77
5 331.18 338.84
10 344.74 343.82
15 285.40 305.10
20 251.92 284.60
25 261.09 286.35
30 308.75 319.76
50 192.29 272.40

Fig. 2: Throughput for Proposed Work

Inference
From the above graph it is seen that the throughput of the network 
is higher in case of the proposed modification then in case of the 
existing protocol. It is highly desirables and concludes that the 
inclusion of the proposed security algorithms does not affect the 
throughput of the network negatively.

Table 3: Packet Deliver Ratio of the Network for With and Without 
Modifications in the Existing Algorithms

No. of Nodes PDR with Existing 
Security

PDR with Modified 
Security

2 .9990 .9990
5 .9971 1.000
10 .9948 .9908
15 .7800 .8500
20 .6700 .5578
25 .6000 .6391
30 .7400 .8815
50 .2400 .3300

Fig. 2: Packet Deliver Ratio for Proposed Work

Inference
From the above graph it is seen that the packet delivery ratio for 
the proposed work is better for 2,5,10,15,25,30, and 50 nodes. 
It is not reduced for the 20 nodes which may be due to random 
placement of the nodes or inclusion of many number of malicious 
nodes selected randomly.

Table 3: Jitter of the Network for With and Without Modifications 
in the Existing Algorithms
No. of Nodes Jitter for Modified Jitter for Modified
2 1.03 1.03
5 2.6 2.63
10 1.23 1.08
15 1.1 0.73
20 1.41 1.61
25 0.58 0.92
30 0.65 0.58
50 0.31 0.67

Fig. 2: Jitter for Proposed Work
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Inference
From the jitter calculation, it is seen  that the jitter for the proposed 
work and existing work is overlapping most of the times and for 
10 and 15 nodes it is less whereas for 20 and 25 nodes it slightly 
more. This may be due to variation in position of the nodes which 
is increased or decreased by random amount during the processing. 
It is not better but is not very less too.

Table 4: End to End Delay of the Network for With and Without 
Modifications in the Existing Algorithms

No. of Nodes ETOE with 
Existing Security

ETOE with Modified 
Security

2 0.0375 0.0375
5 0.0056 0.0049
10 0.00315469 0.00267
15 0.0729 0.0662
20 0.0204259 0.0193
25 0.0129477 0.0107
30 0.041044 0.0500672
50 0.075 0.028

Fig. 2: End to End Delay for Proposed Work

Inference
End to end delay is a measure of the time taken in delivery of 
the packets from source to destination and except 30 nodes it 
is always good in proposed work. This is due to the avoidance 
of malicious node processing during the communication. It is 
seen from the graph that the end to end delay is reduced for the 
proposed work.

VII. Conclusion
The proposed work in this research is focusing on the security 
aspect of the wireless networks in DSDV based routing protocol. 
The need of security is growing day by day as the newer wireless 
communication devices are invented and adapted. The proposed 
work is providing good results during the processing and hence 
this concludes that the proposed algorithm of security is worth 
using in the networks. Proposed work is enhancing the security 
of the nodes and communication data which is most desirable in 
current era.
From the results and graphs it has been found that the proposed 
work is providing good throughput, packet delivery ratio, end to 
end delay and jitter. The results conclude that the inclusion of the 
security algorithm does not affect the existing system negatively, 
in fact due to filtering of the data packets of the metrics have been 

increased significantly as per the expectation.
The proposed work can be tested in future for other routing protocols 
for the MANET such as AODV, DSR, and OLSR etc. Security 
can be further made flexible by incorporating a mechanism for 
modifying the key through a user interface.
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