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Abstract
Today’s information systems in government and commercial 
sectors are disseminated and vastly interconnected through 
computer networks. While vital, these networks provide potential 
sources of attack by hackers, global competitors, and others.  The 
frequent attacks on Internet visible systems are attempts to infringe 
information security requirements for protection of data. Intrusion 
detection technology protects organizations from losses associated 
with network security problems.
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I. Introduction
Intrusion Detection Systems (IDSs) try to identify attacks by 
comparing collected data to predefined signatures known to be 
malicious (misuse-based IDSs) or to a model of legal behavior 
(anomaly-based IDSs). Anomaly-based approaches have the 
advantage of   detecting previously unknown attacks, but they 
lack building secure models of acceptable behavior which might 
generate false alarms.
Almost all present anomaly-based intrusion detection systems 
categorize an input event as normal or anomalous by analyzing 
its features, using a number of different models.
There are generally two types of approaches used in intrusion 
detection: Anomaly Detection and Misuse Detection.

A. Misuse Detection
In Misuse Detection, network traffic is categorized as either 
normal or one of many intrusion types. A classifier is then trained 
to differentiate one category from the other, based on different 
network traffic attributes.
The author proposed a data-mining framework for such a system. 
They used a number of data mining techniques, such as frequent 
episodes and association rules, to help take out discriminative 
features, which include different network traffic statistics.

B. Anomaly Detection
Anomaly Detection builds training models for normal traffic 
behavior and then classifies intrusions as network behavior that 
extensively deviates from the known normal patterns.
Traditional methods of network intrusion detection are based on 
the saved patterns of known attacks. They detect intrusion by 
comparing the network connection features to the attack pattern 
that are provided by individual experts.

C. Statistical Anomaly-Based IDS
A statistical anomaly-based IDS sets a performance baseline based 
on normal network traffic evaluations. It will then sample current 
network traffic activity to this baseline in order to distinguish 
whether or not it is within baseline parameters. If the sampled traffic 
is outside baseline parameters, an alarm will be generated.

D. Signature-based IDS
Network traffic is examined for preconfigured and predetermined 
attack patterns known as signatures. Many attacks today have 
distinct signatures. In good security practice, a collection of 
these signatures must be constantly updated to mitigate emerging 
threats

E. Need for Intrusion Detection System
A computer system should provide confidentiality, integrity and 
assurance against denial of service. However, due to increased 
connectivity (especially on the Internet), and the vast spectrum of 
financial possibilities that are opening up, more and more systems 
are subject to attack by intruders.
There are two ways to handle subversion attempts. One way 
is to prevent subversion itself by building a completely secure 
system.

F. Main Benefits and Characteristics of IDS
The Main Benefits of IDS in Cloud Computing include:

Detecting attacks and other security violations, which have 1. 
not been prevented by other primary protection measures 
preventing problem behaviors by increasing the perceived?
Risk of discovery for those who try to penetrate the system and 2. 
easy deployment as no change to existing infrastructure.
Detecting probes and scanning of ports, in time to deal with 3. 
an attack.
Presenting traces of intrusions, allowing improved diagnosis, 4. 
recovery and Corrective measures after an attack.
Documenting the existing threat from inside and outside 5. 
a System, permitting security management to realistically 
assess risk and adapt its security strategy in response.

Acting as quality control for security design and Implement some 
deficiencies or errors, before serious incidents occur.

II. Related Work
Ahmad, Iftikhar et al[1]describes, network security is a critical 
issue because a single attack can inflict catastrophic damages 
to computers and network systems. Various intrusion detection 
approaches are available to adhere to this severe issue but the 
dilemma is which one is more suitable. Being motivated by 
this situation, in this paper, they evaluate and compare different 
neural networks (NNs). The current work presents an evaluation 
of different neural networks such as Self-organizing map (SOM), 
Adaptive Resonance Theory (ART), Online Backpropagation 
(OBPROP), Resilient Backpropagation (RPROP) and Support 
Vector Machine (SVM) towards intrusion detection mechanisms 
using Multi-criteria Decision Making (MCDM) technique.

In this paper, they evaluated five different neural networks for 
intrusion detection mechanism such as SOM, ART, SVM, OBPROP 
and RPROP using MCDM. The main criteria consists of adaptable, 
minimum training, performance, maturity and aptitude, while 
on the other side, the sub criteria consist of detection rate, they 
concluded that the combined (hybrid) approach using artificial 
neural network is a more minimum false positive, minimum false 
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negative, cost, time, handling co-ordinated and varied intrusion.
Mahmood, Zeenat et al[2], This research work proposes an 
approach for obtaining optimal number of features to build an 
efficient model for intrusion detection system (IDS). 

Table 1: Performance Analysis Based on Weights

Feature reduction is a preprocessing step which is applied in general 
to overcome the problem of dimensionality. The cloud traffic data 
provided for the design of intrusion detection system always are 
large with ineffective information, thus there is need to remove 
the worthless information from the original high dimensional 
database. Generalization ability can be improved usually by 
generating a small set of features from the actual input variables 
by feature extraction. This research work proposed a hybrid 
algorithm PCANNA (principal component analysis neural network 
algorithm) used to reduce the number of computer resources, both 
memory and CPU time required to detect attack.
Gu, Yuesheng et al[3], The security of computer network is one 
of the most important issues for all the users. Intrusion may lead 
to terrible disaster for network users. Therefore, it is imperative 
to detect the network attacks to protect theinformation security. 
The intrusion patter identification is ahot topic in this research 
area. Using artificial neural networks (ANN) to provide intelligent 
intrusion recognition has been received a lot of attentions.  
Improper ANN model design may result in a low detection 
precision. To overcome these problems, a newnetwork intrusion 
detection approach based on improved Genetic Algorithm (GA) 
and multi-ANN classifiers is proposed in this paper. The improved 
GA used energyentropy to select individuals to optimize the 
trainingprocedure of the BPNN, RBF, PNN and Fuzzy-NN.
The efficiency of theproposed method was evaluated with the 
practical data, and the experiment results show that the proposed 
approach offers a good intrusion detection rate, and performs 
betterthan the standard GA-ANN method.

Table 2:

Table 2, the Comparative Results of the Integrated Model and 
intelligent method has been widely used in intrusiondetection, 
especially for the fuzzy logic and ANN. However, reasonable 
structural parameters of the intelligent model play an important 
role in satisfactory detection performance. Therefore, this paper 
proposed anew intrusion detection method based on improved 
GAPCA and multi-ANNs. The innovation is that the new method 
uses the energy entropy based selection methodtoensure the 
diversity of the generations of the GA, andhence the optimization 
of the multi-ANNs’ structurescould be enhanced when compared 
with standard GA.
Wu, Shelly Xiaonan et al[4], Intrusion detection based upon 
computational intelligence is currently attracting considerable 
interest from the research community.
Characteristics of Computational Intelligence (CI) systems, such as 
adaptation, fault tolerance, high computational speed and error
resilience in the face of noisy information fit the requirements of 
building a good intrusion detection model. Here they want to provide 
an overview of the research progress in applying CI methods to the 
problem of intrusion detection. The scope of this review will be 
on core methods of CI, including artificial neural networks, fuzzy 
systems, evolutionary computation, artificial immune systems, 
swarm intelligence, and soft computing. Intrusion detection based 
upon computational intelligenceis currently attracting considerable 
interest from theresearch community. Its characteristics, such as 
adaptation, fault tolerance, high computational speed and error 
resiliencein the face of noisy information, fit the requirement of 
building a good intrusion detection system. This paper presents the 
state of-the-art in research progress of Computational Intelligence 
(CI) methods inintrusion detection systems.
Corchado, Emilio et al[5],This study introduces and describes a 
novel Intrusion Detection System (IDS) called MOVCIDS(Mo
bileVisualizationConnectionist IDS). This system applies neural 
projection architectures to detect anomaloussituations taking place 
in a computer network. By its advanced visualization facilities, 
the proposed IDS allows providing an overview of the network 
traffic as well as identifying anomalous situations tackled by 
computernetworks, responding to the challenges presented by 
volume, dynamics and diversity of the traffic, including novel(0-
day) attacks.

Fig. 1: Publication Statistics According to the Year of Appear-
ance

This research line has presented a novel connectionist projection 
IDS which offers to network administrators greater accessibility 
using any mobile device due to its visualization facilities. Todeal 
with the problem of data volume, the network traffic data stream 
is pre-processed and split into simple and accumulated segments. 
The presented IDS is capable of identifying anomalous situations 
by means of temporal visualization of the system response.
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Table 3: Compression for Intrusion Detection Systems Using 
ANN

Ibrahim et al[6], In this research, a hierarchical off-line anomaly 
network intrusion detection system based on Distributed Time-
Delay Artificial Neural Network is introduced. This research aims 
to solve a hierarchical multi class problem in which the type of 
attack (DoS, U2R, R2L and Probe attack) detected by dynamic 
neural network. The results indicate that dynamic neural nets 
(Distributed Time-Delay Artificial Neural Network) can achieve 
a high detection rate, where the overall accuracy classification 
rate average is equal to 67.24%.
In this paper, they presented a practical solution to using dynamic 
supervised artificial neural network in hierarchical anomaly 
intrusion detection system. The system is able to employ dynamic 
supervised neural nets for classifying and separating normal traffic 
from the attack traffic.

III. Conclusion
In last few years Internet is changing computing and has undergone 
revolution. The opportunities are limitless so too are the risks 
and chances of malicious intrusions.  It is very important that the 
security mechanisms of a system are designed so as to prevent 
unauthorized access to system resources and data. However, 
completely controlling breaches of security appear, at present, 
unrealistic. We can, however, try to detect these intrusion attempts 
so that action may be taken to repair the damage later. The lesson 
is that protecting the system for today is not sufficient as we must 
make the system robust to defend against tomorrow’ s attacks too 
This field of research is called Intrusion Detection

IV. Future Work
A simple firewall can no longer provide enough security as in 
the past. Today’s corporations are drafting intricate security 
policies whose enforcement requires the use of multiple systems, 
both proactive and reactive (and often multi-layered and highly 
redundant). The premise behind intrusion detection systems is 
simple: Deploy a set of agents to inspect network traffic and look 
for the “signatures” of known network attacks. In future we will 
focus on Simple and Hybrid ANN based approach for anomaly 
detection and how Back Propagation Neural Network (BPNN) 
can be used for anomaly detection.
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