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Abstract
MANETs are self organised set of nodes which communicate 
with each other without any infrastructure. Since MANET has no 
centralized management, network topology of MANET is dynamic 
in nature. That is why routing protocol of ad-hoc network suffer 
from routing attacks such as Black Hole attack, Gray Hole attack. 
Reactive routing protocols like AODV are mostly used than any 
table driven protocol to find out route. One of the common attack 
in ad-hoc network is black hole attack in which a malicious node 
claims that it has a fresh enough path to destination and then 
drops all data packets forwarded to it. In this paper we describe 
the routing mechanism of AODV protocol and briefly describe the 
different methods proposed by researchers to simulate the effect 
of black hole attack on the network.  
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I. Introduction
Mobile ad hoc networks consist of a set of mobile nodes, to 
communicate using a cooperative scheme. These networks are 
self-organized and self-configured and have no infrastructure 
and centralized management [2, 8]. Communication in mobile 
ad-hoc network is done via multi hop path. Each node of the 
network can communicate with all other nodes, which are in their 
communication range, otherwise, the in-between nodes forward the 
packet for them [3]. In such a scenario, every node in the network 
should have the capability to function as a host as well as function 
as a router to forward the packet. Applications of such networks 
include establishing survivable, efficient, dynamic communication 
for emergency/rescue operations, disaster relief efforts, military, 
civilian networks and many other scenarios that require rapid 
deployment [3]. Mobile nodes in wireless network travel without 
the constraints of wired connections. This is the reason why the 
network topology can be dynamic and unreliable. But in such 
mobile networks, routing protocols are vulnerable to various kinds 
of security attacks such as black hole node attacks.

II. Attack Types

A. Passive Eavesdropping
An attacker can listen to any wireless network to know what is 
going on in the network. It can gather intelligent information 
about the network before attacking. Eavesdropping is a threat 
to location privacy. An unauthorized node can notice a wireless 
network that exists within a geographical area, just by detecting 
radio signals. To combat this, traffic engineering techniques have 
been developed [6].

B. Selective Existence
A selfish node which is not participating in the network operations, 
use the network for its advantage to enhance performance and 
save its own resources such as power. To achieve that, selfish 
node puts forth its existence whenever personal cost is involved. 
Therefore these selfish node behaviours are known as selective 

existence attacks[6]

C. Gray Hole Attack
Gray hole attacks is a attack type, in which the attacking node 
drop the messages[11]. Attacking node first agrees to forward 
packets and then fails to do so. When a path is established from 
source to destination, the attacking node do not forward the data 
packet sent to it. [6][12]

D. Black Hole Attack
To carry out a black hole attack, malicious node waits for 
neighbouring nodes to send RREQ( Routing Request) messages. 
When the malicious node receives an RREQ message, without 
checking its routing table, immediately sends a false RREP( 
Routing Reply) message giving a route to destination over itself 
and drop(absorb) all the data packet which are forwarded to it 
[6].

E. Impersonation
Due to lack of authentication in ad-hoc networks, only MAC or 
IP addresses uniquely identify hosts. Malicious nodes achieve 
impersonation only by changing the source IP address in the 
control message. One of the impersonations is Man-in-the-middle 
attack [6].

F. Modification Attack
Modification means that the message does not carry out its normal 
functions. Control massages are used to establish the shortest and 
true path between two nodes [9]. But malicious nodes want to 
route packets to the direction that they want, modifying content 
of the control messages [6,10].

G. Attack Against The Routing Tables
Every node has its own routing table to find other nodes easily 
in the network. At the same time, this routing table draws the 
network topology for each node for a period. If malicious node 
attacks against this table, attacked nodes do not find any route 
to other nodes whom it wants to connect. This attack is always 
performed by fabricating a new control message. Therefore it is 
also named fabricating attack [6].

III AODV Routing Protocol
In MANET, AODV(Ad hoc On-Demand Distance Vector) protocol 
is the most widely used. The AODV routing protocol uses on-
demand approach to find routes, that is, a route is established only 
when it is required [2]. All mobile nodes cooperate with each 
other to find a route path from source to destination. When the 
route is established data transmission takes place. RREQ (Route 
Request), RREP (Route Reply) and RERR (Route Error) are the 
three message that are used in AODV protocol. RREQ packet 
is broad cast by source node to the network  in order to find a 
path to destination and all nodes which receives RREQ packet in 
network, transmits this packet to its neighbouring nodes unless it 
has a fresh enough route to the destination. When a node receive 
a RREQ packet, it sends a RREP packet, if it is the destination 
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node or if it has a fresh enough route to the destination node[1] 
and update their routing table . 
In AODV protocol, the routing table entry contains the
following fields:
<destination IP address,
destination sequence number,
next-hop IP address,
hop-count,
entry expiration time>

Fig. 1: Propagation of RREQ

If the source node (N1) wants to communicate with destination 
node(N8), it broadcast a RREQ packet to all its neighbouring 
nodes in network. Every node in the network receives RREQ 
packet when this packet travels across the network and each node 
increase the hop count by one. If an RREQ message with the 
same RREQ ID is received, the node silently discards the newly 
received RREQ.      

Fig. 2: Path of RREP

When the destination node or intermediate node that has fresh 
enough route to the destination receive the RREQ message they 
create an RREP message and update their routing tables with 
accumulated hop count and the sequence number of the destination 
node. Afterwards the RREP message is unicasted to the source 
node. However when a node sends any type of routing control 
message, RREQ, RREP, RERR etc., it increases its own sequence 
number.
Higher sequence number is more accurate information and 
whichever node sends the highest sequence number, its information 
is considered and route is established over this node by the other 
nodes.

IV. Black Hole Attack
Since, there is no security mechanism in AODV; this routing 
protocol is subject to many threats. The black hole attack is a 
dangerous attack in which adversary nodes try to absorb all packets 
on the network and then drop them to form a denial of service. 
When a malicious node gets a RREQ message it immediately sends 
a RREP packet back to the source node through the reverse path 
with the highest sequence number as the freshest path and sets 
hop count to one as the shortest path[3]. On receiving this RREP, 
route will be established and the source will send all data packets 
towards the black hole node. If TCP packets are forwarded, after 
some time source node will come to know about the malicious 
node as it will not receive ACK and source will choose a different 
route. Still that route can also be taken to the same black hole. And 
if UDP packets are forwarded, the black hole node will never be 
detected as UDP do not send acknowledgements.
We assume that Node 5 is the malicious node. When Node 1 
broadcasts the RREQ message for Node 3, Node 5 immediately 
responds to Node 1 with an RREP message that includes the 
highest sequence number of Node 3, as if it is coming from Node 
3. Node 1 assumes that Node 3 is behind Node 5 with 1 hop and 
discards the newly received RREP packet come from Node 2. 
Afterwards node 1 starts to send out its data packet to the node 
5 trusting that these packets will reach Node 3 but Node 5 will 
drop all data packets.

Fig. 3: Black Hole Attack [2]

V. Related Work
Fidel Thachil and K C Shet [1] proposed idea of  a trust based 
approach for  reducing the effect of black hole attack in AODV 
protocol. In this approach when a node transmitted a data packet to 
its neighbouring node in promiscuous mode(that is every node keep 
tapping on the data packets being forwarded to its neighbouring 
node. In this mode when a node forwards a data packet to its 
neighbouring node , it cache the packet being forwarded and after 
tapping the neighbouring node , it matches the packet with one 
in the cache. If the packet matches it means that data packet is 
forwarded by neighbouring node). In the proposed method every 
node assign a trust value to all of its neighbouring node at regular 
intervals. The communication between nodes depends on the trust 
value. The trust value is calculated as[1]:
T= 1-D/F
Where 
          T= Trust Value
          D= The number of packets dropped by
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                 a node
          F= Number of packets forwarded to that 
                node for further transmission.
The range of trust value should be in between 0 and 1. 
At starting all neighbouring nodes are assigned a trust value 0.5 
by every node. When a data packet is forwarded to a neighbouring  
node , if this neighbouring node does not forward the data packet 
further , its trust value is decreased. If the trust value of any node 
less than the predefined  threshold value , the node is considered 
as malicious node. The information about this node is broadcasted 
to the network, so that no more data packets are forwarded to this 
node and all nodes exclude it from their route.
The result of the above approach shows the efficient packet 
delivery ratio in the presence of attacking node. Once a malicious 
node is detected, the packet delivery ratio is increased as the time 
passes.                                      
Ankur Mishra et.al[4] proposed an approach for  the security 
improvement of the most widely used  routing protocol in 
MANETs, that is AODV. In the proposed idea, a Advanced 
DRI( Data Routing Information) table with additional check bit 
is deployed in AODV. A DRI table includes four columns node 
id, from, through and check bit. DRI table describe that when 
a data packet is forwarded to a node, it further forwards that 
packet not. The value of check bit is 1 if the node forwarded the 
packet otherwise 0. The simulation of the proposed idea is done 
on Network Simulator 2 and the result shows the effectiveness 
of the mechanism and eliminating the attack in the network and 
maximizing network performance. The above solution can also 
be used to detect cooperative black hole attack in which more 
than one node act together as black hole.   
Seryvuth Tan et.al[5] proposed a novel approach to secure the 
routing between destination and source.
The author proposed an idea of SRD-AODV (Secure Route 
Discovery) for AODV protocol. The above approach defines 
three threshold values for the sequence number for three different 
environments. For small environment where number of nodes in 
the network is small like in countryside, the threshold value is 
calculated as[5]:

 
Where MAX(SEQ) is the maximum value of the sequence number 
that is based on signed 32-bit arithmetic according to the 
documentation of standard AODV protocol [13].
              
            MAX(SEQ) = 4294967295
And      MIN(SEQ)  = 0

For medium environment where number of nodes in the network 
is medium such as public gathering . 

 
For large environment where number of nodes in the network is 
large such as capital city. 

 
When a source node receive ,more than one RREP (Route Reply) 
message, in which one is from malicious node. The source node 
checks the destination sequence number in each RREP message. 
If this destination sequence number is greater than the defined 

threshold , the source node discard that RREP message otherwise 
a route is established . The RREP message with sequence number 
greater than threshold sequence number, it is considered as fake 
RREP generated by a malicious node.  
When a destination node receive RREQ from many of its 
neighbouring nodes or intermediate nodes , it only select the RREQ 
which has shortest path and select the sequence no. contained in this 
RREQ if it is greater than the sequence number in the routing table 
of the destination node, otherwise it select the sequence number 
from its routing table and increment the sequence number by one 
in both cases. After increment the sequence number, it is compared 
with the defined threshold sequence number and set to value 0 if 
it is greater than or equal to the threshold value. The simulation 
result shows that the packet delivery ratio is increased in every 
type of environment in the presence of black hole node.
Prachee N. Patil et.al[6]  propose a new approach based on 
route caching for preventing black hole in DSR(Dynamic source 
routing). In this approach, once the black hole node is detected 
in MANET during the path construction, author pass the black 
hole node id to path function of DSR. In this function, paths are 
ready to be added in route cache, however priory to add each path 
in route cache is decided by parsing these paths for presence of 
black hole node id. This process makes use of normal time of 
caching process only. In this paper, author propose the cache 
based black hole prevention algorithm for DSR routing protocols 
in MANETs.
Meenakshi Patel et.al[7] projected a novel automatic security 
mechanism using SVM (Support Vector Machine) to defence 
against malicious attack occurring in AODV. Proposed method uses 
machine learning to categorize nodes as malicious. This system is 
far further resilient to the context changes general in MANET’s, 
such as those due to malicious nodes changing their misbehaviour 
patterns over time or quick changes in environmental factors, for 
instance the movement speed and communication range. This 
paper introduced new proposed algorithm for detection of attacks 
in Ad-hoc networks based on SVM behavioural routing protocols 
to detect MANET attacks.

VI. Conclusion
In this paper we studied about ad-hoc networks and types of attacks 
that can be attempted to network. We present a overview of Ad-hoc 
on demand routing protocol(AODV) used to discover and maintain 
the route between nodes and briefly discuss the black hole attack 
on the network. Many proposed methods still need to be more 
secure and robust to adapt to the demanding requirements of the 
networks so that these networks get wide application area.  
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