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Abstract
Security is the most important quality factor in the field of 
software engineering, we should take care of security and so the 
software security must be analysed. Identification of security 
at the early phase produces important upgrading to understand 
the management of security artifacts for finest possible results. 
Security attributes provides a significant way to ensure security 
and trustworthiness of software. Security measurement is the key 
factor in estimating, administrating, controlling security in order 
to improve quality of system software. It is to be known that 
credentials of security attributes helps in distinguishing worms, 
threats, vulnerabilities and attacks in design phase. This paper 
will discuss the definition and classification of existing security 
factors. Durability is an attribute of security that refers to the ability 
to execution of a product on time. For software, identified that 
security factors are affected with durability and discussed about 
software security factors with object-oriented design properties 
and how it can be done. 
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I. Introduction
A development of software project is a complex process which 
brings along significant financial risks and requires an in-depth 
planning and a great amount of responsibility during the design 
of security in software. Software security has become a very 
critical feature of present computing system. With the worldwide 
acceptance of internet, almost every computer in the world today 
is connected to each other. While this has created new risks and 
threats for the users of computers. The users, businesses and 
organizations have to live with a constant threat from hackers 
and attackers. It is in this context need for software security is 
rising frequently. 
Most initial computers have no or at best very little security. Security 
is similar to the concept of safety, confidentiality and reliability. 
Number of defects and threats exists due to the inconsistency in 
design and vulnerability propagation at architecture level. The 
purpose of making the software secure is to protect the software 
from all kinds of attacks, errors, bugs, threats and viruses. [10] 
Measuring security plays an important role in order to mitigate 
vulnerabilities while producing security and software. Review of 
literature and surveys said that security features cannot be added 
once the software is ready; these are added in every phase of 
software development life cycle. As we all know that the market 
value of software depends upon its trustworthiness and security 
property. After a time period this property of software decreases 
and its ability of detection of malwares and threats deteriorate. 
Hence software security depends upon timeliness of software. Long 
lasting software is more reliable in terms of security. Software 
security is all about measuring its factors in the design phase. As 
security factors decides the reliability of security.
Identification of software security attributes may help to reveal 
vulnerability and moderate risks at the early stage of development 
life cycle. In this paper we discussed that the software must be 
able to secure itself in a time-duration. Software security factors 
play an important role in deciding whether the software is fully 

secure or not. These factors made a major contribution in the 
world of security. This paper introduces a new security attribute 
that is durability, which also plays an important role in software 
security. It is known that the software security is the process of 
building, designing, and implementing the software [13]. It will 
also be discussed that the durability effect on the object oriented 
design with C.I.A. Software security features must be integrated in 
every level of development of software. Designing and developing 
secured software is a complicated issue. Security factors are 
identified and integrated while designing software. Hence security 
factors effects on object oriented design of software.

II. Security Factors
Software Security is a process to secure the software by its factors 
which are known as (C.I.A) that is Confidentiality, Integrity, and 
Availability [1]. These three factors are the pillars of software 
security. Security of software take care two main issues which is 
mechanisms and design. Software security is a process to build 
design and analysis of the software security. Security of software 
provides a method to secure software from unauthorized access 
and malicious attacks [2]. Heterogeneous architecture of software 
does not allow analysing factors of security at a glance.  Software 
security can protect software from risks. A thread is defines as 
harmful data to system, including enterprise network failures, 
hardware damage and facility distribution [14-15].Software 
security is a factor of software quality, for best quality, usability, 
stability, covering the software we can use software security. 
Software security factors are quantifiable measures that provide the 
base for mathematical foundations. Analysis of security factors is 
vital for authenticated and authorized users. Security requirements 
stand with how goods of software must be protected of any threats 
[5]. This is clear from the academic survey that a lot of work 
has been done in the field of software security. In the following 
section some relevant work of software security is described 
with their major findings. In 2008 Michael YangouLiupresented 
a framework for quantitative security architecture analysis for 
service-oriented software systems. Main contribution of this 
research work is identification of some internal security attributes 
and defines property based on generic service-oriented software 
model. In 2006 GweldolynH.Walon presented a Computational 
Security Attribute technology (CSA).This approach facilitates 
accurate computational methods for defining and analysing 
security attributes. In 2003 Shawn A Butler presented a method 
for evaluation of security attributes. It is based on cost benefit 
analysis method. The results of this evaluation method are used 
to compare alternative security designs. In 2001 Michael Berry 
and Michael F.Vandenbrock presents some precious facts that 
the information system is specified, constructed, implemented, 
operated and maintained through a set of practices variously 
referred to as the Measurement program.  
The researcher identified different security factors which are being 
used to protect software at different stage of operations.  The 
identified security factors are discussed below:

A. Confidentiality 
 It ensures that only authorized members can access the information 
[1]. It prevents sensitive information from reaching the wrong 
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people. Confidentiality factor ensures that only approved users 
can access the information of data. 

B. Integrity
 Integrity ensures that information or data is accessed and modified 
by only those who are authorized to do [1, 3]. Integrity ensures 
that the information of data is accessed and modified by those 
who are approved. It protects themselves of corrupting attempts 
by others.

C. Authentication
Authentication means that only those users who claim to be 
authenticated or verified will be permitted. Software must be ready 
to allow to each client to access user’s account information or 
data [3-4].

D. Non-repudiation
Non-repudiation ensures that software system can present a 
third party of system to deny its relation to a specific action with 
durability. It is ensured that the data communication of software 
between two parties who are repudiate [8].

E. Authorization
Authorization ensures that the user who is using the information 
of data has right to access it or not.  Authorization is an approval 
to access control within a time period [1, 3].

F. Availability
Availability ensures that the corresponding information of data or 
services will be possible (available) when it is demanded. So many 
times loss of possibility is considered as Denial of Service. [1, 3]. 
Interruption puts the availability of resources in danger.

G. Survivability
It is ensures that software cannot have failure points. Survivability 
ensures that software of system providing essential resources to 
users even in the presence of an attack, software cannot have 
failure points [6].

H. Reliability
The term reliability refers to the ability of software to consistently 
perform according to its specifications. Reliability ensures that 
software will work anywhere without performing failure. It will 
be operation free in a specific environment [9].

I. Auditability
Auditability is an important factor in auditing processes of 
software. An auditing is most effective when auditors are given 
access to the correct financial information. A company that is 
audible allows auditors to do a more through and accurate estimate 
of the company financials [19].

J. Trustworthiness
A trustworthy software is something that user can placed his trust 
and rest assured that the trust shall not be betrayed. Software can 
prove its trustworthiness by fulfilling an assigned responsibility 
[19].

K. Accountability
Accountability is an essential security concept. This phrase 
means that individual who with software system should have 
specific responsibilities for security assurance. Accountability is 

the security goal that generates the requirement for actions of an 
entity to be traced uniquely to that entity.
Now this is to be discussed and concluded that durability is also a 
major factor of the software security. In this paper the durability 
and its impact is described in terms of software security factors. 
It is known to all that sensitive information of data, disclosures 
and alternations should be open for limited period.

III. Durability
The emergent business of marketing software has driven 
changes. Many software companies are moving from stand, alone 
applications to system software platform that include multiple 
incorporated capabilities. Here the need for durable and secured 
software is arising. Durability as a term is defined as follows: 
In the term of a machine or system durability is about the long 
lastingness of machine, same as in software context durability 
is concerned with the timeliness of a software. Timeliness of a 
software security is called durability. Timeliness has been lacking 
in software execution processes [17], leading to the ‘software 
crisis’ which in turn led to the need for and birth of software 
engineering itself.
Durability is a major factor of software security. The security of 
software is a quality factor. By improving a software security, 
quality can also be enhanced. This is known that every software has 
some time limits. Many software securities depend on time limits 
according to manufacturer terms and conditions [11]. We know 
that every antivirus, operating systems etc. have a time limit. For 
example antivirus software is downloaded from a website but after 
a sometime it became outdated. It cannot detect the new techniques 
and types of malware and threats because as the time goes on 
viruses and malwares got active in the absence of any updated 
antivirus software. So here it is said that time dependencies of 
software security is a factor of security. It depends on software 
attributes that how much software is secure; exactly the durability 
decides how long software will be secured. 
For durability purposes, the most important attribute is highly 
configurable identify and access management software security 
that supports granular access control. Such a software security 
enable enterprises to meet random upcoming needs relating to 
who needs access, what software security mechanism need to be 
accessible, and what permissions various users need.

IV. Security and Durability
Durability of a software solution largely depends on its ability 
to address unpredictable future needs and that this in turn results 
primarily from how a software application is engineered, on the 
underlying architect it uses.  How long software will function 
effectively and meet the business requirements. The more durable 
a software, it is the greater its value of security. To increase the 
security of software it appears mandatory to decrease executing 
time to output component from input component of operations 
doing. Now the question arises how the durability is a major factor 
of software security. Security experts carry out security factors 
process through the survivability evaluations .Security accent 
changed to survivability of the software. Availability, survivability 
and durability of software security are complement of each other. 
Durability effects where we want to check out that how long 
software will work. So many software has time limits as anti-
viruses for 1 year or for some months, if you don’t updated that 
then, software doesn’t work properly because that software has 
a time limit.
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Fig. 1: Relationship Between Security Factors, Quality Factors 
and Durability

Security attributes of software, defines that how much a software 
is secure but durability defines that for how long time, your 
software will be secured. Relationship between quality, security 
and durability is shown in fig 1.

V. Impact of Software Security Attributes
Major difficulties to recognize the interfaces between attributes- 
(components) at the stage of software development process. Impact 
gives a way to understand the behaviour of security factors and Its 

impact on one another. Effect of one attribute to another i.e. when 
the collision between two or more security factors then, what is 
the effect on the software that’s called the impact.
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Fig. 2: Interrelationship Between Security Factors

Every security attribute has some impact on other attributes. 
Durability security factor is affected by other security factors. 
Authentication, confidentiality, authorization, durability and 
integrity factors are interconnected to each other.
In fig. 2 shown relationship between software security factors. 
Integrity and confidentiality depends on authorization and 
authentication. To maintain in order availability, durability, 
authentication, authorization, confidentiality and integrity must 
be maintained.  

Table 1: Security Factors – Design Properties Relationship
Design properties/ 
Security factors 

Authentication Authorization  confidentiality Integrity  Availability  Durability  

Abstraction  + + + + 0 0 
Inheritance  - - - - + + 
Polymorphism  + + + + 0 0 
Encapsulation  + + + + 0 0 
Cohesion  - - - - + + 
Coupling  - - - - + + 

VI. Software Security Attributes at Design Phase
The security of a design has a decisive impact on the security of 
a software product. Software security has no simple solution to 
manage the difficulty of managing the developing software and 
solve the problem at design time. Principals of security design 
built so many ideas of separation, restriction [16]. It is important 
to think about the measures of security of application and how 
can it be measured? To solve that we need, what behaviour is 
expected to the application [11]. 
Now to find the affects, we are comparing security attributes 
with object-oriented design properties. Ways of improvement to 
control properly complexity factor, which is related to security 
attributes, the breaches of software are affecting directly on 
security attributes [12]. These factors include authentication, 
authorization, confidentiality, integrity, availability and Durability. 
Some security factors have positive or negative impact due to 
these design concepts. In table: 1 of security attributes and object-
oriented design properties is given below. When a software is 
designed, it is designed in modules and then integrated with each 
other, because of this possibility of error is very less. 

The main disadvantage of developing software in modules that it takes 
more time than expected. And if software is not durable that does not 
mean that it’s all modules are not durable; the module because of 
which execution time is increasing is repaired and reused again for 
the software development.

VII. Findings
The security of software can be achieved by controlling the durability of 
software. The study in this paper strengthens this fact that durability is 
security factor. There has to be always a balance between the durability 
of software design with respect to security. Security should be always 
very important but durability never goes beyond normal acceptable 
level which loose the model effectiveness in terms of financial viability 
user friendliness and in other terms the overall market value of the 
product. The overall work done has been documented as follows-

Durability is the key factor of security has been identified.1. 
Durability, a key factor for security is a major cause of software 2. 
security issues.
Durability can be controlled by proper adjustment of design 3. 
characteristics and relation among attributes of security at design 
level.
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VIII. Conclusion
Security of software is complicated issue. Software security factors 
give a major role in software estimation. An important security 
factor improves the security of a software. This paper concludes 
that Durability is the major factor of security which defines how 
all attributes depends upon durability. Durability as a security 
factor will contribute in security of a software, if it is considered. 
Object oriented design and its feature depends on some security 
attributes and effect it directly. This paper will give a view to show 
the effect of security factors with durability on object oriented 
designs and impact of security attributes with durability. 
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