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Abstract
The paper proposed combining the two different asymmetric 
algorithms named enhanced RSA in which three prime numbers 
are used and other is El-Gamal based algorithm. This will increase 
the factoring complexity of the variable (n), where the process of 
its analysis with the development of equipment and tools becomes 
much easier nowadays.
The existence of three prime numbers will give the ability to the 
enhanced encryption method to increase the difficulty of factoring 
of the variable (n), as well as speed increasing in the process of 
encryption and decryption. To generate a variable (n) using the 
original RSA algorithm, which contributes generating the public 
and private key that have a number of 500 digits by using two 
primes number with 200 digits each. In this case the multiplication 
process will take longer than the time of generating the same 
variable (n) by using three prime numbers where each number 
with 200 digits. On the other hand the more complexity of the 
algorithm is to increased by combining the other asymmetric El-
Gamal algorithm.
This combination of two different algorithms provide the good 
speed of computation because of combining the two respective 
problems known IFP (Integer Factorization Problem) of RSA and 
DLP (Discrete Logarithm Problem) of El-Gamal.
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I. Introduction
In cryptography there are mainly two different types of 
cryptographic systems known as mainly private key encryption 
and public key encryption. Such as DES cipher structure there is 
only key is used to encrypt and decrypt the data whereas in RSA 
there are two different keys are used mainly public key is used to 
encrypt the data and the complementary key of public key which 
is private key is used to decrypt the data. Other examples of public 
keys cryptography are El-Gamal, Diffie-Hellman Key Exchange 
Algorithm and DSS etc.
The RSA cryptosystem depends on the IFP (Integer factorization 
problem) and the El-Gamal cryptosystem depends on the DLP 
(Discrete logarithm problem).
We have used these two problems to propose cryptosystem which 
depends on the IFP and DLP to achieve maximum security. On the 
other hand we propose a cipher system that uses the symmetric 
and asymmetric concept in the same system. As well as instead 
of RSA, Enhanced RSA algorithm includes three prime numbers 
is used to combine with El-Gamal Algorithm.
In this review paper the effort is made on combining the different 
algorithms and modifications are included based on IFP and DLP.  
The comparison between RSA, Enhanced RSA, El-Gamal, RSA 
with El-Gamal and Enhaned RSA with El-Gamal are to be included 
to show the time complexity and efficiency of the algorithm.

II. Enhanced RSA and El-Gamal Cryptosystems
Ron Rivest, Adi Shamir and Leonard Adleman have introduced 
the first public key algorithm named RSA cryptosystem. A detail 
discussion on this cryptosystem can also be found in [1].
For the past 33 years, the RSA has become the most common 
standard of encryption in the computer world. In fact, the RSA is 
now the most public-key system in wide use. The reason behind 
this is that the RSA now used in many web browsers such as 
Netscape to E-mail encryption programs, in another word RSA 
is now everywhere. The RSA security is based on the Integer 
Factorization Problem (IFP). So to enhance the RSA become 
Enhanced RSA in which three prime numbers are introduced.
The Enhanced RSA algorithm can be described as follows:

A. Key Generation
Choose three large prime numbers p1, p2, and p3.1. 
Computer n = p1.p2.p3.2. 
Randomly chooses a number e smaller than n, such that e 3. 
and < P(ø) are relatively prime, where <P(n) = (p1-1)( p2-1)
(p3-1). Compute d such that ed=l(mode <P(ø)). Then (n, e) 
are announced as public key and d is kept secret.

B. Encryption
The sender computes C=Me mod n. A C is the encrypted 
messages.

C. Decryption
The receiver uses her private key to compute M = Cd mod n, 
where M is the original message.
Meanwhile, the El-Gamal Cryptosystem is a very successful 
implementation of Diffie-Hellman algorithm [4].
Taher El-Gamal in 1985 proposed El-Gamel cryptosystem 
algorithm in a type of public-key cryptosystem algorithm which 
is used over finite fields and its security is based on the Discrete 
Logarithm Problem (DLP) [2].
The reason behind using DLP is due to the difficulty of finding 
discrete logarithm while the inverse operation of exponentiation 
can be compute in a straight-forward fashion.
Bryce Allen has been discussed that the El-Gamal public key 
system by uses modular exponentiation as the bases of a one 
way trap door function. This is making El-Gamal an attractive 
alternative to the more well known RSA system.

The El-Gamal algorithm can be described as follows:

A. Key Generation
Choose a random prime P.1. 
Compute a random multiplicative generator element g of 2. 
fp

+.
Choose a random number as the x ϵ Uf3. p-1 private key.
Compute the public key by y ← g4. x(mod p).
Make (p, g, y) public, and keep as (x) as  private key.5. 
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B. Encryption
The sender picks kϵ Ufp-1 at random and computes a cipher text 
pair (c1, c2)
 C1 ← gk (mod p) and c2← gx (mod p)

C. Decryption
To decrypt cipher text (c1, c2), the receiver computes m as 
follows:
M ← c2 / c1x (mod p).
In the process of Key Generation above, Step e is similar to Diffie-
Hellman key exchange protocol where it sharing the common 
public parameters to system-wide users. The encryption creates 
a cipher text that is twice as large as the plain text.

III. The Proposed Cryptosystems Based on the IFP and 
DLP Using Enhanced RSA and ELGAMAL Approaches
The proposed method are merge between the ElGamal cryptosystem 
protocol and Enhanced RSA cryptosystem to make the proposed 
cryptosystem more efficient than the previous origin of RSA and 
ElGamal methods based combined Algorithms.
This development makes the system more complexity than the 
previous methods. This method is explained in the following 
algorithm:

A. Initialization
Robert and Mark publicly choose prim p a finite field Fq.
They publicly choose a random base element g ϵ Fq.
The receiver  chooses two large prime numbers p1 and p2. Compute 
n=p1*p2.publicly choose a random base.
The key generation of the proposed method is as follows:
Step 1: Choose 1<e<ø(n), ø(n) = (p1-1) * (p2-1) * (p3-1), with 

gcd(e, ø(n)) =1
Step 2: Computer d= e-1mod ø(n)
Step 3: Make n, g, q and e a public and keep d as private key.

B. Encryption
Step 1: Select random integer a such that 1<a<q
Step 2: Computer k=ga (mod q).
Step 3: Computer ciphertext CM=M*k (mod q) and also Ca =  

ae (mod n).
Step 4: Transmit the pair point (CM, Ca)

C. Decryption
Step 1: Computer a = ca

d (mod n)
Step 2: Computer k= ga (mod n)
Step 3: Computer k-1 =g-a (mod q)
Step 4: Compute M =CM*k-1(mod q)

 

m=  
Message 

 
k= ga

 mod q 
ac=ae

 mod n 
C=m . k mod n 

 

Cm=Cipher 
text, ac 

n,e,g,p 

Fig. 1: Proposed System Encryption Process
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Fig. 2: Proposed System Decryption Process

IV. Comparison of Running Time For RSA, EL-GAMAL and 
Combined RSA & ELGAMAL
All algorithms have been programmed with the programming 
language MATLAB 7 on PC computer. The PC has the following 
features:

Operating System: Windows Vista1. ™ Home Premium opera.
Processor: Intel2. ® Core™ 2 Duo CPU T5750 @2.00GHz
Memory(RAM): 3.00GB.3. 

The previous system has been implemented on the text data of 
various sizes. The computation time for each algorithm will be 
compared with the computation time of the proposed algorithm. 
The following table shows the running time of the both encryption 
and decryption of each method. The following computation is to 
be taken from [2].

Table 1: Comparative Study for Time Complexity

So with respect to the above computation next the computation 
will be done on the proposed system in which the combination of 
Enhanced RSA and ElGamal approaches will be taken.

V. Conclusion
Security is one of the key feature of successful data communication 
between different parties so that the intrusion, hacking can be 
omitted. But the strategy to implement various security algorithms 
defined by its complexity. The more complex the algorithm will 
be then more secure the date will remain there. Now few of the 
previous algorithms like RSA are traditional and most implemented 
algorithms that researched and worked upon mostly. As RSA is 
asymmetric key implementation approach which is widely used 
over the public networks for transfer of data using different keys 
used for encryption and decryption. So it is to be decided to 
enhance the structure of RSA using factorization technique and 
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mixing the Enhanced algorithm  with another less worked upon 
and strong approach called El-Gamal. Also the comparative study 
will be taken out by implementing the various algorithms.
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