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Abstract
CAPTCHA is a challenge-response test most often placed 
within web forms to determine whether the user is human. 
The purpose of CAPTCHA is to block automated scripts that 
post spam content everywhere they can. This paper presents a 
survey of Optical Character Recognition applications and further 
focuses on three important applications of Optical Character 
Recognition, CAPTCHAS.There is a constant need to improve 
current CAPTCHAs and to develop new CAPTCHAs in order 
to safely secure against developing programs which can create 
thousands of e-mail accounts used for malicious purposes, stuff 
online polls with ballots, and develop worms and viruses contained 
in emails.
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I. Introduction
These days many websites are using CAPTCHAs(Completely 
Automated Public Turing tests to tell Computers and Humans 
Apart),to block automated interactions (communication) with 
their sites[1]. This plays an important role in success of these sites 
in various ways. For example: Gmail use to blockthe access to 
automated spammers to improve its services, eBay use to blockthe 
bots from flooding the site with scams to increase its market place, 
and Facebook apply restrictions on creation of fraudulent profiles.
Combinations of fake characters and bafflement techniques are 
used by most widely used CAPTCHA schemes .which recognized 
by humans but that may be difficult for automated scripts.
‘Von Ahn [2]’ described the term “CAPTCHA” for the first time. 
He described a test that can differentiate humans from computers. 
CAPTCHAs (Text) are used in real applications. In this type of 
CAPTCHA, characters are deliberately distorted and connected 
to prevent recognition by web robots (bots).Most of the proposed 
CAPTCHA’s have been broken. There is possibility of enhancing 
the security of an existing text CAPTCHA by adding noise and 
distortion in a systematic way, and by arranging characters more 
tightly.These measures would also make the characters harder for 
humans to recognize, which results in a higher error. 

Fig. 1: Text-Based CAPTCHA Used by Gmail Account Creation 
Process. A User Must Enter Each Displayed Character Correctly 
in-order to Proceed. The Volume Icon Indicates That a user may 
elect for an audio-based CAPTCHA test instead [2].

Captchas are sometimes called “reverse Turing tests”: because 
they are intended to allow a computer to determine if a remote 
client is human or not. In spite of their importance, their extremely 
widespread use, and a growing number of research studies there is 
currently no systematic methodology for designing or evaluating 
captchas. In fact, as we substantiate by thorough study, many 
popular websites still rely on schemes that are vulnerable to 
automated attacks.
Analysis of the resulting data reveals that CAPTCHAS are often 
difficult for humans, with audio captchas being particularly 
problematic. Demographic trends indicating, for example, that 
non-native speakers of English are slower in general and less 
accurate on English-centric captcha schemes. There is a limit to the 
distortion and noise that humans can tolerate in a challenge of a text 
CAPTCHA. Usability is always an important issue in designing a 
CAPTCHA. With advances of segmentation and Optical Character 
Recognition (OCR) technologies, the capability gap between 
humans and bots in recognizing distorted and connected characters 
becomes increasingly smaller. This trend would likely render text 
CAPTCHAs eventually ineffective.
Finding alternative approaches in designing CAPTCHAs to replace 
text CAPTCHAs has become increasingly important. A major 
effort has been directed to developing CAPTCHAs based on image 
or object recognition. Images are rich in information, intuitive to 
humans, and of a large variation. More importantly Images seem 
to be a better medium than characters for designing CAPTCHAs.  
To archive human knowledge and to make information more 
accessible to the world, multiple projects are currently digitizing 
physical books that were written before the computer age. The 
book pages are being photographically scanned, and then, to make 
them searchable, transformed into text using “Optical Character 
Recognition” (OCR). 

A. Applications of CAPTCHAs
CAPTCHAs have several applications for practical security, 
including.

1. Preventing Comment Spam in Blogs
Most bloggers are familiar with programs that submit bogus 
comments, usually for the purpose of raising search engine ranks 
of some website (e.g., “buy penny stocks here”). This is called 
comment spam. By using a CAPTCHA, only humans can enter 
comments on a blog. There is no need to make users sign up 
before they enter a comment, and no legitimate comments are 
ever lost!

2. Protecting Website Registration
Several companies (Yahoo!, Microsoft, etc.) offer free email 
services. Up until a few years ago, most of these services suffered 
from a specific type of attack: “bots” that would sign up for 
thousands of email accounts every minute. The solution to this 
problem was to use CAPTCHAs to ensure that only humans obtain 
free accounts. In general, free services should be protected with a 
CAPTCHA in order to prevent abuse by automated programs.

3. Online Polls
With most online polls, IP addresses of voters were recorded 
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in order to prevent single users from voting more than once. 
However, students at Carnegie Mellon found a way to stuff the 
ballots using programs that voted for CMU thousands of times. 
CMU’s score started growing rapidly. The next day, students at 
MIT wrote their own program and the poll became a contest 
between voting “bots.” MIT finished with 21,156 votes, Carnegie 
Mellon with 21,032 and every other school with less than 1,000. 
Can the result of any online poll be trusted? Not unless the poll 
ensures that only humans can vote.

4. Preventing Dictionary Attacks
CAPTCHAs can also be used to prevent dictionary attacks in 
password systems. The idea is simple: prevent a computer from 
being able to iterate through the entire space of passwords by 
requiring it to solve a CAPTCHA after a certain number of 
unsuccessful logins. 

5. Search Engine Bots
It is sometimes desirable to keep webpages unindexed to prevent 
others from finding them easily. There is an html tag to prevent 
search engine bots from reading web pages. The tag, however, 
doesn’t guarantee that bots won’t read a web page; it only serves 
to say “no bots, please.” Search engine bots, since they usually 
belong to large companies, respect web pages that don’t want 
to allow them in. However, in order to truly guarantee that bots 
won’t enter a web site, CAPTCHAs are needed.

6. Worms and Spam
CAPTCHAs also offer a plausible solution against email worms 
and spam: “I will only accept an email if I know there is a 
human behind the other computer.” A few companies are already 
marketing this idea.

B. Attacks on Text based CAPTCHA
A history of how CAPTCHA has been adopted over the years is 
instructive. Larger sites adopted CAPTCHA because their resources 
were easy to abuse for the purposes of sending spam or conducting 
anonymous, illegal activity.As a result CAPTCHAsare widely 
used than before, which becomes the common part of current 
website login system. However, the CAPTCHA implementation is 
tricky and risky without deliberate design. With some specialized 
methods, the CAPTCHA scheme in its website can be easily 
cracked [3]. 

Text-based CAPTCHAs are definitely less “secure” than their • 
image/audio counterparts.
While accessible to visually impaired users, logic questions • 
require greater cognitive ability than image CAPTCHAs.
Neural Networks can be used to train and recognize text • 
based CAPTCHA.
Heuristic checks: Heuristics are discoveries in a process • 
that seem to indicate a given result. It may be possible to 
detect the presence of a robotic user based on the volume of 
data the user requests, series of common pages visited, IP 
addresses, data entry methods, or other signature data that 
can be collected.
Online CAPTCHA Services: Emergence online CAPTCHA • 
breaking services had made it possible to hijack CAPTCHA 
without any effort by the user.

Optical character recognition, usually abbreviated to OCR, is 
the mechanical or electronic conversion of scanned images of 
handwritten, typewritten or printed text into machine-encoded 
text[4]. It is widely used as a form of data entry from some sort 

of original paper data source, whether documents, sales receipts, 
mail, or any number of printed records. It is a common method 
of digitizing printed texts so that they can be electronically 
searched, stored more compactly, displayed on-line, and used in 
machine processes such as machine translation, text-to-speech 
and text mining. OCR is a field of research in pattern recognition, 
artificial intelligence and computer vision.Early versions needed 
to be programmed with images of each character, and worked 
on one font at a time. “Intelligent” systems with a high degree 
of recognition accuracy for most fonts are now common. Some 
systems are capable of reproducing formatted output that closely 
approximates the original scanned page including images, columns 
and other non-textual components.

Fig. 1: The Basic Working of an Optical Character Recognition 
System [4]

Due to high development cost and requirement of higky skilled 
programmer there are very few open source OCR Engines 
available. This section gives introduction to major Open source 
engines.

1. GOCR (JOCR)
GOCR is an OCR (Optical Character Recognition) program, 
developed under the GNU Public License. It converts scanned 
images of text back to text files. Started by Joerg Schulenburg 
the program, GOCR can be used with different front-ends, which 
makes it very easy to port to different OSs and architectures. It 
can open many different image formats, andGOCR can handle 
single-column sans-serif fonts of 20–60 pixels in height. It reports 
trouble with serif fonts, overlapping characters, handwritten text, 
heterogeneous fonts, noisy images, large angles of skew, and text 
in anything other than a Latin alphabet. GOCR can also be used 
to translate barcodes.

2. Tesseract OCR Engine
Tesseract is a free softwareoptical character recognition engine for 
various operating systems.[5]Originally developed as proprietary 
software at Hewlett-Packard between 1985 and 1995, it had very 
little work done on it in the following decade. It was then released 
as open source in 2005 by Hewlett Packard and UNLV. Tesseract 
development has been sponsored by Google since 2006.[6] It is 
released under the Apache License, Version 2.0.
Tesseract is probably the most accurate open source OCR engine 
available. Combined with the Leptonica Image Processing Library 
it can read a wide variety of image formats and convert them to 
text in over 60 languages. It was one of the top 3 engines in the 
1995 UNLV Accuracy test. Between 1995 and 2006 it had little 
work done on it, but since then it has been improved extensively 
by Google. It is released under the Apache License 2.0.Tesseract 
was in the top 3 OCR engines in terms of character accuracy in 
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1995. It is available for Linux, Windows and Mac OS X, however, 
due to limited resources only Windows and Ubuntu are rigorously 
tested by developers.
The initial versions of Tesseract could only recognize English 
language text. Starting with version 2 Tesseract was able to process 
various languages including indian scripts. Almost all Indian scripts 
are cursive in nature making them hard to recognize by machines. 
Scripts like Devanagari, Gujarati, Bengali and many others have 
conjuncts or joint-characters increasing segmentation difficulties. 
To add to that, various fonts of various sizes used for printing texts 
over the years, the quality of paper, scanning resolution, images 
in texts etc asks for a challenging image processing job. Also, it 
requires huge linguistic know-how to apply post-processing.

II. Related Work
Egele, Manuel, et. al [7] To perform CAPTCHA smuggling, 
the attacker slips CAPTCHA challenges into the web browsing 
sessions of unsuspecting victims, misusing their ability to solve 
these challenges. A key point of our attack is that the CAPTCHAs 
are surreptitiously injected into interactions with benign web 
applications (such as web mail or social networking sites). As 
a result, they are perceived as a normal part of the application 
and raise no suspicion. Our evaluation, based on realistic user 
experiments, shows that CAPTCHA smuggling attacks are 
feasible in practice.

Fig. 2: CAPTCHA Smuggling Success Rates

From an attacker’s point of view, this value denotes the maximum 
output they can expect from performing a CAPTCHA smuggling 
attack. They varied the frequency between 15%, 25%, 35%, and 
50%. Interestingly, not even setting the frequency to 50% resulted 
in a noticeable reaction by the users. That is, even if the users are 
required to solve a CAPTCHA for every second monitored action, 
they still submit valid solutions.
Zhu, Bin B., et al, [8]They systematically study the design of image 
recognition CAPTCHAs (IRCs). They first review and examine 
all IRCs schemes known to us and evaluate each scheme against 
the practical requirements in CAPTCHA applications, particularly 
in large-scale real-life applications such as Gmail and Hotmail. 
Then we present a security analysis of the representative schemes 
we have identified. For the schemes that remain unbroken. They 
present our novel attacks. They propose a theoretical explanation 
why those schemes have failed. Next, they provide a simple but 
novel framework for guiding the design of robust IRCs. Then, 
they propose an innovative IRC called CAPTCHA that is scalable 
to meet the requirements of large-scale applications. CAPTCHA 
relies on recognizing an object by exploiting its surrounding 
context, a task that humans can perform well but computers cannot. 
An infinite number of types of objects can be used to generate 
challenges, which can effectively disable the learning process in 
machine learning attacks. Captcha  does not require the images in 
its image database to be labeled. Image collection and CAPTCHA 
generation can be fully automated. 

Fig. 3: Average Solving Time Vs. the Challenge Index

Motoyama, Marti, et al, [9] Describe Reverse Turing tests, or 
CAPTCHAs, have become a ubiquitous defense used to protect 
open Web resources from being exploited at scale. An effective 
CAPTCHA resists existing mechanistic software solving, yet can 
be solved with high probability by a human being. In response, a 
robust solving ecosystem has emerged, reselling both automated 
solving technology and real-time human labor to bypass these 
protections. Thus, CAPTCHAs can increasingly be understood 
and evaluate in purely economic terms; the market price of a 
solution vs the monetizable value of the asset being protected. We 
examine the market side of this question in depth, analyzing the 
behavior and dynamics of CAPTCHA-solving service providers, 
their price performance, and the underlying labor markets driving 
this economy.

Table 1: The Top 5 Targeted CAPTCHA Types on Kolotibablo 
and PixProfit, based on CAPTCHAs Observed Posing as Workers 
[1].

CAPTCHAs are simple and easy to solve by humans. Their “low-
impact” quality makes them attractive to site operators who are 
wary of any defense that could turn away visitors. However, 
this same quality has made them easy to outsource to the global 
unskilled labor market. In this study, they have shed light on 
the business of solving CAPTCHAs, showing it to be a well 
developed, highly-competitive industry with the capacity to solve 
on the order of a million CAPTCHAs per day. Wholesale and 
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retail prices continue to decline, suggesting that this is a demand-
limited market; an assertion  further supported by our informal 
survey of several freelancer forums where workers in search of 
CAPTCHA solving work greatly outnumber CAPTCHA-solving 
service recruitments.

III. Conclusion
Over the past few years, an increasing number of public web 
services have attempted to prevent exploitation by bots and 
automated scripts, by requiring a user to solve a Turing-test 
challenge (commonly known as a CAPTCHA – Completely 
Automatic Public Turing test to tell Computers and Human 
Apart) before using the service. These efforts may be crucial to 
the success of these sites in various ways. For example, Gmail 
improves its service by blocking access to automated spammers, 
eBay improves its marketplace by blocking bots from flooding the 
site with scams, and Facebook limits creation of fraudulent profiles 
used to spam honest users or cheat at games. Any CAPTCHA has 
two main demands: (a) be easy for human to solve and (b) be very 
hard for a computer script to solve. Those to demands appear to 
contradict with each other. In the reality where the OCR, image 
recognition and Machine Learning techniques are well studied it 
is very hard to design a good CAPTCHA that will still be solvable 
by humans.

IV. Future Scope
There is a constant need to improve current CAPTCHAs and 
to develop new CAPTCHAs in order to safely secure against 
developing programs which can create thousands of e-mail 
accounts used for malicious purposes, stuff online polls with 
ballots, and develop worms and viruses contained in emails.  New 
CAPTCHAsare still in development and are being tested against 
known attacks on other CAPTCHAs as well as other possible 
attacks. CAPTCHAs are now being more and more used in 
businesses to protect against intruders so it is essential that current 
CAPTCHAs be improved upon in terms of success rate in order 
to prevent a computerized attack on a system holding sensitive 
data.Main Focus of my work is to find out the Probabilities of 
finding out the real text behind a given CAPTCHA. To find such 
a probability I will have to first, Implementation a CAPTCHA 
Generation Algorithm in a programming language using some 
open CAPTCHA generation algorithm, such as Tesseract. 
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