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Abstract
Digital watermarking has been proposed in recent years as a means 
of protecting multimedia contents from intellectual piracy. This is 
achieved by modifying the original content, by inserting a signature 
which can be extracted, when necessary, as a proof of ownership. 
Many effective watermarking algorithms have been proposed and 
implemented for digital images and digital video, however, few 
algorithms have been proposed for audio watermarking. This paper 
reviews some of recent work being conducted in Digital Audio 
watermarking.
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I. Introduction
In recent years, the mushroom growth of Internet, wireless networks 
and the revolution of digital multimedia technology have brought 
significant changes in our lives. It has made it possible to transmit 
and share multimedia data fast and easily. Multimedia data can be 
audio, digital videos and digital images etc. The many advantages 
of digital information sharing and transmission have also created 
the problems of copyright protection, security and authentication 
of the original data. 
Digital watermarking and steganography are the proposed 
solutions to protect the copyright and to prove the ownership of 
digital data. But the technique of digital watermarking has become 
more popular over the last few years. Digital watermarking is the 
practice of embedding a secret information into the original data 
imperceptibly. The watermark is inserted in such a manner that 
it should be resistant to all types of intentional or unintentional 
attacks as long as the perceptual quality of the original data is at an 
acceptable height. To prove the ownership a reverse process called 
watermark detection is used. In watermark detection process the 
embedded watermark is extracted from the watermarked data to 
prove the ownership. The process of watermarking brings some 
distortion to the cover media. This intentional distortion is called 
marks, and all the marks are combined to form the watermark. The 
marks are inserted in such a way so that they have an insignificant 
impact on the usefulness of the cover media and are placed in a 
manner so that a malicious attacker cannot demolish these marks 
without making the data considerably less useful. In malice of the 
very vigorous research and the serious industrial demand, booming 
real world applications have not been developed yet.
Several watermarking have been proposed. Some methods 
embed the watermark in the spatial domain of the image. Other 
watermarking techniques use transform methods, such as the 
wavelet transform to embed the watermark.

A. Types of Watermarking
Depending on the type of application, the watermarks are classified 
into a number of ways. Some types of watermarking schemes are 
explained below:

1. Robust and Fragile Watermarking
A watermark is called a robust watermark which cannot be destroyed 
easily. In other words intentional or unintentional distortions such 

as compression, scaling, cropping etc to a watermarked image does 
not have an effect on the watermark. The watermarks that can be 
easily destroyed by making a slight change in the contents of the 
watermark are called fragile watermarks. The absence or change 
in watermark indicates that data has been tempered.

2. Visible and Invisible Watermarks
Watermark can be classified as visible or invisible, depends on the 
application, type and problem area. Visible watermarks change the 
original content in such a manner that the new digital content can 
easily be differentiated from the original one. That’s why these 
watermarks are easily visible in the cover media. This kind of 
watermark usually identifies the owner of the content and consists 
of a logo or seal of an organization. 
This is so that the copyright is easily visible in the content. Although 
this watermark is visible but it does not completely vague the 
primary image. In this case it is important to overlay the watermark 
in such that to it make robust against the attacks. On the other hand 
Invisible watermarks or imperceptible and can hardly be detected. 
Invisible watermarks are used to track the original owner of digital 
media such as images, videos and documents.

3. Asymmetric and Symmetric Watermarking
In asymmetric watermarking different keys are used for embedding 
and detecting a watermark while symmetric watermarking uses 
the same set of keys for both operations.

B. Properties of Watermarks
Watermarks have three main properties fidelity, robustness, and 
detection error.  These properties determine the effectiveness of 
the watermarks.
Fidelity refers to the perceptual similarity between the original and 
watermarked work.  A good watermarking algorithm will ensure 
that the original and watermarked images are perceptually the 
same.
Robustness refers to the ability of the watermark to survive attacks 
on the watermarked image.  Watermark should be robust enough 
to survive attacks such as JPEG compression, cropping, scaling 
etc.

C. Applications of Digital watermarks

1. Broadcast Monitoring
Consider a broadcasting studio, which plays advertisements for 
various companies.  How can the company know for sure, that the 
studio did actually play the advertisement on the appointed time.

2. Content Authentication
There are circumstances when the artist or composer of a media 
will want the ability to determine if their work has been altered.  

3. Transaction Tracking
The artist or composer of work might wish to sell copies of their 
work to the public. As copies are sold more and more pirated 
versions of the work will be created and sold.  Pirated copies must 
be tracked and destroyed.
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II. Related Work
Cui, Jizhe et al[1], In this paper, they propose a multiple 
watermarking algorithm which embeds an integrated watermark 
into content using traditional watermarking algorithm. The 
integrated watermark consists of multiple watermark information 
and it is useful to trace illegal distribution. The information is 
generated by using Dot Code A, which can express multiple user 
information with error correction. An orthogonal transform and 
code division multiplexing technology are used to spread Dot 
Code A. This also ensures the algorithm is robust. The embedding 
range of the AC coefficients is within [-0.5, -0.3] and [0.3, 0.5] 
in the discrete cosine transform domain.

Table 1: Sample Audio Details

We proposed a new multiple audio watermarking algorithm using 
Dot Code A and a Hadamard transform. The authorsalgorithm is 
still a non-blind form of watermarking, and so in future workthey 
intend to improve the algorithm to allow blind watermarking.

Al-Haj, Ali et al [2], Many effective watermarking algorithms have 
been proposed and implemented for digital images and digital 
video, however, few algorithms have been proposed for audio 
watermarking. In this paper, they describe an imperceptible and 
robust audio watermarking algorithm based on the discrete wavelet 
transform. Performance of the algorithm has been evaluated 
extensively, and simulation results are presented to demonstrate 
the imperceptibility and robustness of the proposed algorithm.
Zhao et al[3], In this paper, they proposed a novel blind audio 
watermarking algorithm, which combined Singular Value 
Decomposition(SVD) with Discrete Wavelet Transform(DWT). 
In the authors algorithm, they first partition the rearranged audio 
signal into blocks, then generate the vector by selecting the biggest 
singular values after performing SVD on these blocks. Finally 
they embed the watermark into the approximate components 
obtained from the DWT decomposition of the vector by means 
of quantization process.

Table 2: Comparison With SNR and MOS Values of Traditional 
Techniques

Audio watermarking is an active research area that has been driven 
by the need to solve the copyright protection problem of digital 
audio products. Many promising audio watermarking techniques 
have been proposed and proved to be effective, however, and 
due to the challenging nature of audio signal processing, there 

remains much to do. In this paper, they proposed an effective audio 
signal watermarking Algorithm based on the discrete wavelets 
transform.

Table 3: Comparison Results of Capacity and Imperceptibility

A novel blind audio watermarking scheme that combinedfeatures 
of DWT and SVD was proposed in this paper. ItPerforms DWT 
on maximum singular values that obtainedfrom SVD of host 
audio rather than on cover audio directlythat fully exploited the 
outstanding characteristics of SVD.Experimental results have 
indicated that the authorsalgorithmhasexcellent imperceptibility 
and is robust to common audioattacks including add-noise, 
low-pass filtering, re-sampling,quantization, cropping and Mp3 
compression.
Guo, Yuhong et al[4], Audio mixing greatly degrades the 
watermarking security. Consequently, it is of importance to 
introduce mixing attack-proof audio watermarking algorithms. 
This article investigates audio mixing attack. A randomized 
embedding spread spectrum audio watermarking algorithm is 
accordingly proposed to improve the watermark immunity to 
mixing attacks. First, balanced modulation is introduced to get 
rid of the host signal interference and improve the correlation 
score stability.

Table 4:  Comparison of Correlation Score of Different Modulation 
Method

This paper studies the mixing attack to audio watermarking 
algorithms. Accordingly, a mixing-attack proof watermarking 
system is proposed. The balanced modulation is proposed to 
reduce the host signal interference and improve the correlation 
score stability. Based on the balanced modulation, a randomized-
PN-sequence embedding is proposed to solve the problem of high 
bit error rate of mixing attack.
Ghobadi et al[5], Recently, the attention of researchers has Audio 
because of the audio capability to hide data. There is some research 
to hide data in audio using watermarking technique. Some of them 
tried to use the watermark technique to protect the audio file of 
any tampering. The current research defined in this chapter issue 
by using cheap audiowatermarking and preserves audio files from 
any tampering.

Fig. 1:
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The project goal is to use a fragile watermark algorithm to 
detect any changes in the audio file. The method should detect 
any tampering and show the tamper location. The new enhance 
algorithm, combined DCT, FFT, and DWT methods and introducing 
an algorithm that provides a strong connection between audio 
vector members. The result shows that the new enhance algorithm, 
has less effect to the audio size and audibility is detected by the 
ears.
Maity[6], The objective of this chapter is to propose SS watermark 
design for two applications, namely (i) an algorithm with low 
computation cost and complexity with ease of hardware realization 
enabling faithful assessment of wireless channel condition under 
fading attack, and (ii) multicarrier SS watermarking for estimation 
of fading parameters using Genetic Algorithm (GA), the second 
one may be applicable for error concealment or collusion resilient 
system design.

Fig. 2: Effect of Number of Iterations on Estimation of Attack 
Parameters

Dhavale et al[7],  Many of the adaptive watermarking schemes 
reported in the literature consider only local audio signal properties. 
Many schemes require complex computation along with manual 
parameter settings. In this paper, they propose a novel, fuzzy, 
adaptive audio watermarking algorithm based on both global and 
local audio signal properties. The algorithm performs well for 
dynamic range of audio signals without requiring manual initial 
parameter selection. Here, mean value of energy (MVE) and 
variance of spectral flux (VSF) of a given audio signal constitutes 
global components, while the energy of each audio frame acts 
as local component. The Quantization Index Modulation (QIM) 
step size Δ is made adaptive to both the global and local features.

Fig. 2 Result of MP3-64Kbps Attack on QIM Step Size Estimation 
with SNR of Attacked/Degraded Audio=16.91dB

The main purpose of this paper is to automate the selection of an 
optimal QIM step size Δ based on features of given audio signal in 
order to get good tradeoff between imperceptibility and robustness. 
Here, embedding strength i.e. QIM step size Δ is made adaptive 
to both the local and global components of a given audio signal. 
The MVE and VSF are used as global features to characterize 
a given audio in order to decide initial selection of Δ, while the 
energy of each frame constitutes the local component.
Wang, Honggang et al[8], Many audio applications such as 
audio surveillance and human acoustic health monitoring require 
security protections for audio streaming over WSNs. The process 
of watermarking which embeds small amounts of data (i.e., the 
watermark) Into  the original audio is an effective technique to 
ensure the integrity of  received audio data at the receiver in 
energy-constrained WSNs. However, the selection of positions to 
embed watermark into audio streams is critical to both received 
audio quality and watermarking authentication performance in 
error-prone wireless transmission environments. In this paper they 
propose an approach that dynamically determines the range of 
middle sub-band components for embedding the watermark with 
minimum quality distortions, based on psycho-acoustic models 
and adaptive sub-band thresholds.

Table 4: The Transparency and Robustness Study for the Proposed 
Adaptive Audio Watermarking

In this paper, an energy-efficient and quality-driven watermarking 
system is proposed for secure audio transmissions in WSNs. It 
simultaneously controls the resource allocation at the MAC-PHY 
layers and the watermark embedding at the application layer to 
optimize audio quality and assure the authentication performance. 
The proposed watermarking scheme does not only achieve the 
robustness and transparency.

III. Conclusion
Time-domain techniques digital watermarking techniques include 
the Least Significant Bit substitution (LSB) and echo hiding 
techniques, among many others. LSB embeds the watermark 
information in the least significant bits of the audio sample values by 
overwriting the original bits. It takes advantage of the quantization 
error that usually derives from the task of digitizing the audio 
signal. On the other hand, echo watermarking attempts to embed 
information into the original discrete audio signal by introducing 
a repeated version of a component of the audio signal with small 
offset, initial amplitude and decay rate to make it imperceptible. 
In general, time-domain audio watermarking is relatively easy 
to implement, and requires few computing resources, however, 
it is however, weak against signal processing attacks such as 
compression and filtering. In future we would like to implement 
a robust audio watermarking scheme under frequency domain. 
Frequency domain audio watermarking techniques employ human 
perceptual properties and frequency masking characteristics of 
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the human auditory system for effective watermarking. In these 
techniques, the phase and amplitude of the transform domain 
coefficients are modified in a certain way to carry the desired 
watermark information. 
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