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Abstract
In the recent years there has been growing interest in providing 
fine-grained metering and control of living environments using 
low power devices. Wireless Sensor Networks or WSN which 
consist of spatially distributed self-configurable sensors, perfectly 
meet the requirement. The intent of this paper is to investigate the 
drawbacks that are associated with the wireless sensor networks. 
Here, we mainly focus to identify the disadvantages of sensor 
node along with its limitations.
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I. Introduction
The development of embedded system and network technology, 
forwarding and grow the interest in providing fine-grained 
metering and controlling of living environments using low power 
devices. Wireless Sensor Networks or WSN, which consist of 
spatially distributed selfconfigurable sensors, perfectly meet the 
requirement. The sensors provide the ability to monitor physical 
or environmental conditions, such as temperature, humidity, 
vibration, pressure, sound, motion and etc, with very low energy 
consumption.
The sensors also have the ability to transmit and forward sensing 
data to the base station. Most modern WSN are bi-directional, 
enabling twoway communication, which could collect sensing 
data from sensors to the base station as well as disseminate 
commands from base station to end sensors. The development 
of WSN was motivated by military applications such as battlefield 
surveillance; WSN are widely used in industrial environments, 
residential environments and wildlife environments. Structure 
health monitoring, healthcare applications, home automation, and 
animal tracking become representative WSN applications.

Fig. 1: Communication Between Sensor Nodes and Sink Node

A typical Wireless Sensor Network or WSN is built of several 
hundreds or even thousands of “sensor nodes”. The topology 
of WSN can vary among star network, tree network, and mesh 
network. Each node has the ability to communication with every 
other node wirelessly, thus a typical sensor node has several 
components: a radio transceiver with an antenna which has the 
ability to send or receive packets, a microcontroller which could 
process the data and schedule relative tasks, several kinds of 
sensors sensing the environment data, and batteries providing 
energy supply. 

II. Uses of Wireless Sensor Networks
The wireless sensor networks are used by different organizations 
and fields to monitor a specific task according to their types. 
Wireless sensor networks are incorporated at different point 
to monitor a specific area a common known example is that of 
military communication either land or water. Major issues which 
are becoming a possible threat to life are environmental and 
industrial issues. Wireless sensor networks are doing great job in 
the relevant fields to sense to temperature for greenhouse gasses 
and similarly earthquake detectors are implanted to detect the land 
sliding phenomenon for precautionary measurements.
Pollution is the major problem of today so is the waste of natural 
resources. There is great danger of finishing the natural reservoirs. 
Wireless sensor networks are successfully devised to monitor the 
water and electricity use. They are used to monitor the waste water 
in the landfill for cleaning process through landfills and water level 
detection in the domestic and industrial tanks. Similarly they are 
used to sense the light and help to consume the daylight properly 
till the evening and detecting the dim light it automatically switches 
on the light. This is permissible at homes, offices and factories. 
Machinery health is an important issue to keep the machines in 
running conditions for a long time. It helps to reduce the need of 
large labor and cost.

III. Limitations, Disadvantages of Wireless Networks
Wireless network technologies are either Ad-Hoc or can be based 
on an infrastructure. Ad-Hoc wireless network is connected 
through any specific infrastructure or any central device operating 
for it like router. The wireless connections which operate via the 
use of solid infrastructure are equally faster but less expensive. 
Another type of wireless connections is called WAP or wireless 
access point.

Fig. 2: User Interface in WSN

On a commercial level many WAP (Wireless Access Point)s are 
wrapped tighter and are connected to provide wireless signals 
to commercial areas. There is a major difference between Ad 
-Hoc wireless connection and WAP (Wireless Access Point). WAP 
(Wireless Access Point) is a device which allows other wireless
devices to connect and transfer signals. Ad-Hoc systems do not 
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require any central point for operation. AD-hoc systems are used 
for when a wireless signals are needed for smaller geographical 
area. AD-hoc systems provide very fast transfer of data because 
they are faster than WAP (Wireless Access Point).

IV. Security in Wireless Network Connections
Ad-hoc wireless network signals are not really strong as compared to 
the wireless connection which uses routers to function properly.
Wireless networks incur high cost but are really easy to implant. 
However the actual challenge comes when we try to secure its 
signals. Insecure wireless network can be attacked by hackers. 
Wireless connections are not preferred to the banks and other 
sensitive departments, where the loss of information means loss 
of everything. Wireless signals are easy to catch as compared to 
wired signals. For the safety of reliable transfer of data, still the 
experts prefer wired connections. Wireless Sensor Network or 
WSN mechanism is quite simple and applicable to a variety of 
fields. It is based on smaller nodes, controller, radio transceiver, 
and battery. The key to stimulate the sensor networking is the 
algorithm sponsor multi-router phenomenon. The system is totally 
dependent on the nodes and the harmony established between 
them through proper frequency. These nodes are of different sizes 
according to the function they perform. To activate the monitoring 
or tracking function of these nodes a radio transmitter is attached to 
forward the information in the form of waves. They are controlled 
by the microcontroller according to the function and device in 
which they are used. All the system remains in working condition 
with the help of energy supply which is in the form of battery. The 
Wireless Sensor Networks perform function concurrently where 
nodes are autonomous bodies incorporated in the field spatially 
for the accurate results. The information transmits through proper 
channel taking the information collecting it in the form of data 
and send to the base.
According to their types they are used by different organizations 
and fields to monitor a specific task. Wireless Sensor Networks 
are incorporated at different point to monitor a specific area a 
common known example is that of military communication either 
land or water. Major issues which are becoming a possible threat 
to life are environmental and industrial issues. Wireless Sensor 
Networks are doing great job in the relevant fields to sense to 
temperature for greenhouse gasses and similarly earthquake 
detectors are implanted to detect the land sliding phenomenon 
for precautionary measurements.
Pollution is the major problem of today so is the waste of natural 
resources. There is great danger of finishing the natural reservoirs. 
Wireless Sensor Networks are successfully devised to monitor the 
water and electricity use. They are used to monitor the waste water 
in the landfill for cleaning process through landfills and water level 
detection in the domestic and industrial tanks. Similarly they are 
used to sense the light and help to consume the daylight properly 
till the evening and detecting the dim light it automatically switches 
on the light. This is permissible at homes, offices and factories.
Machinery health is an important issue to keep the machines in 
running conditions for a long time. It helps to reduce the need of 
large labor and cost.

V. Other Limitations to Wireless Networks
When the wireless signals are transferred they are blocked by the 
certain obstacles as walls, gates and human beings. The strength 
of wireless signals depends upon the location; if you’re closer 
to infrastructure you receive signals. For example if a wireless 
infrastructure is established in any university campus. Students

spread throughout the campus cannot access the signals because 
the strength of signals varies from location to location. In short 
whole university campus cannot be benefited from the single 
wireless connection. Wireless signals can be hindered by other 
electronic devices, the rate of frequency and the height from the 
ground. The fear of the unauthorized users is the biggest concern 
for people transferring sensitive information. The reason is that 
if your wireless internet connection is not secured using internet 
any unauthorized user can exploit the signals or even hack 
important information. The use of ad-hoc wireless technology 
requires the use of very expensive personal digital devices or 
PDAs like black berry, palmtops, laptops and smart phones. The 
recent up gradation of wireless technologies also require you to 
improve your knowledge about how to make use of any wireless 
technology. Though wireless technology is very common but still 
it is an expensive way of remain connected. Wireless network 
is relatively less stable and efficient than a wired connection. 
It operates on the rule, the nearer the faster. Initial setup is 
complicated. Wireless connection requires the set up of stations. 
Stations are those transmission mediums which help the wireless 
system to operate.
One of the biggest disadvantages of large scale wireless sensor 
networks lies on the complexity of logistics involving selective 
replacement of sensors that have ran out of energy. The lower 
speed compared to wired network. WSN is less secure because 
hacker's may access with their system which actually can act 
as Access Point. In case anybody connected to that network, 
they'll read all our information like username, password or other 
necessary credential. The WSN are more complex to configure 
than wired networks, and are easily affected by their surrounding 
e.g. walls (blocking), microwave oven (interference), far distance 
(attenuation). It gets distracted by various elements like Bluetooth; 
it does not make sensing quantities in buildings easier, and is 
still costly at large. It does not reduce costs for installation of 
sensors.

VI. Conclusion
In this paper we mainly covered the major limitations of sensor 
nodes. The hostile and remote environment at which sensors are 
often deployed and the limited computational and energy power 
along the limited storage are the factors that drive the adoption 
of security solutions. Since the limited resources affect the types 
of security algorithms and protocols that can be implemented in 
a WSN, lightweight security solutions should be addressed.
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