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Abstract
Personal data stored in the Cloud may contain account numbers, 
passwords, notes, and other important information that could 
be used and misused by a miscreant, a competitor, or a court 
of law. These data are cached, copied, and archived by Cloud 
Service Providers (CSPs), often without users’ authorization and 
control. A Time constrained data system are been used to help 
the data by protecting it, by destructing the data after the specific 
timeout . In addition, the decryption key is also destructed after 
the user-specified time. In the proposed system ,we present, a 
time constrained data system that meets this challenge through a 
novel integration of cryptographic techniques with active storage 
based model .Time constrained data system are used to meet all 
the privacy-preserving goals. Compared to the system without 
time constrained data mechanism, throughput for uploading and 
downloading with the proposed timeout data acceptably decreases 
by less than 72%, while latency for upload/download operations 
with time constrained data mechanism increases by less than 
60%.
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I. Introduction
With the development of cloud computing and cloud services are 
being important for people’s life, since people are requested or 
to post some private information to the cloud ,since they believe 
that cloud service providers will provide them security. As people 
rely more and more on cloud technology and, since when data is 
being processed by the current computer system or internet, their 
privacy or on more risk .since people have  knowledge about the 
copies it can be leaked through cloud service providers. These 
are the problems present a formidable challenges in protecting 
people privacy. We introduce a concept known as Vanish .In Vanish 
system the data are been encrypted using a randomly generated  
key and through the Shamir secret sharing technique ,we divide 
and store the shares of the key in distributed hash table .DHT is a 
kind of peer-peer network to hold the key value pairs .This DHT 
has property that the old data are discarded after some time and 
making room for new data to enter .Since the DHT refresh every 
data after about 8 hours this is a disadvantage ,since data are 
been refreshed about 8 hours and the survival of the key cannot 
be determined. Another attack which are been imposed on vanish 
system is Sybil attacks it works by continuously crawling the 
DHT and saving each storage value before timeout. In order to 
overcome the disadvantage in vanish system, the concept of Time 
constrained data destruction in cloud was introduced. We have a 
metaserver and time constrained data system which creates the 
active storage object. Using the time constrained data system a 
specific timeout for the data to be available are produced. Our 
contribution to be summarized are as follows:

We focus on the related key distribution algorithm which 1. 
is known as Shamir Secret Sharing algorithm for purpose 
of dividing the key equally and storing in object storage 

system.
Based on the active storage framework , the object based 2. 
system can manage and store the equally divided key .
Time data destruction system supports security erasing files 3. 
and random encryption keys in hard disk drive or solid state 
drive.

Fig. 1: Vanish System

II. Work on Time Constrained Data System 

A. Self Destruct Data  
A data if to be destructed it must meet some of the requirements 
which are:

How to destruct all the data when the data is out of our control 1. 
and all the copies are been leaked? For this a local destruction 
is impossible, since data can be taken again and their copies 
can be stored as a backup in the system.
The data should be completely destroyed even in case of lose 2. 
of encryption key.
No explicit delete actions by the user, or any third-party 3. 
storing that data.
 No need to modify any of the stored or archived copies of 4. 
that data.
No use of secure hardware but support to completely erase 5. 
data in HDD and SSD, respectively. We propose a concept 
known as fade that focus on protecting deleted data with the 
policy of  assured data deletion .a policy based approach  are 
been used in fade ,in which it decouples the management of 
encrypted data. and encryption keys such that the encrypted 
data  are on cloud service providers and the encrypted keys are 
maintained on the key manager. Since we cannot provide an 
assured deletion in fade. The concept of vanish was introduced 
,the vanish works by encrypting  each message with a random 
key and storing shares of the key in a large, public DHT. and 
since the DHT refresh every node which is present in hash 
table, it is a major disadvantage and there also some special 
attacks against vanish they are hopping and Sybil attacks .and 
another disadvantage is that time is controlled by DHT and 
not by the user .So to overcome these disadvantages an active 
storage framework are introduced ,with the distributed object 
based system containing self destructing data function. User 
can specify the key survival time of distribution key and use 
the settings of expanded interface to export the life cycle of 
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a key, allowing the user to control the subjective life-cycle 
of private data.

B. Object Storage Device 
Each OSD consists of a CPU, network interface, ROM, RAM, 
and storage device (disk or RAID subsystem) and exports a high-
level data object abstraction on the top of device block read/write 
interface. With the object based storage interface an cooperation 
are there between application servers and storage devices. A 
storage object can be a file consisting of a set of ordered logical 
data blocks, or a database containing many files, or just a single 
application record such as a database record of one transaction. 
With the emergence of object-based interface, storage devices 
can take advantage of the expressive interface to achieve some 
cooperation between application servers and storage devices. A 
storage object can be a file consisting of a set of ordered logical 
data blocks, or a database containing many files, or just a single 
application record such as a database record of one transaction. 
Information about data is also stored as objects, which can include 
the requirements of Quality of Service (QOS), security, caching, 
and backup. The object-based model enables Storage Class 
Memories (SCM) devices to overcome the disadvantages of the 
current interfaces and provided new features such as object-level 
reliability and compression.

C. Techniques to Erase The Encryption Key 
In Time constrained data system, erasing files, which include bits 
(Shamir Secret Shares ) of the encryption key is not enough, when 
we erase/ delete a file from their storage media; it is not really 
gone until the areas of the disk it used are overwritten by new 
information. With flash-based solid state drives (SSDs), the erased 
file situation is even more complex due to SSDs having a very 
different internal architecture. Software tools(such as, DataWipe 
, HDDErase , SDelete ), these techniques provide effective means 
of sanitizing HDDs: either individual files they store or the drive 
in their entirety. Software methods typically involve overwriting 
all or part of the drive multiple times with patterns specifically 
designed to obscure any remnant data. SSDS work differently 
than platter-based HDDs, especially when it comes to read and 
write processes on the drive. The most effective way to securely 
delete platter-based HDDs (overwriting space with data) becomes 
unusable on SSDS because of their design. Data on platter-based 
hard disks can be deleted by overwriting it. This ensures that the 
data is not recoverable by data recovery tools. This method is 
not working on SSDS as SSDS differ from HDDS in both the 
technology they use to store data and the algorithms they use to 
manage and access that data. Analog sanitization is more complex 
for SSDS than for hard drives as well.

III. Design and Implementation of the Proposed 
System

A. Time Constrained  Architecture
There are three activities based on the active storage 
framework. 

1. Metadata Server (MDS)
MDS is responsible for user management, server management, 
session management and file metadata management.

2. Application Node
The application node is a client to user storage service of the time 

constrained data system. 

3. Storage Node
Each storage node is an OSD. It contains two core subsystems: key 
value store subsystem and active storage object (ASO) runtime 
subsystem. The key value store subsystem that is based on the 
object storage component is used for managing objects stored 
in storage node: lookup object, read/write object and so on. The 
object ID is used as a key. The associated data and attribute are 
stored as values. The ASO runtime subsystem based on the active 
storage agent module in the object-based storage system is used 
to process active storage request from users and manage method 
objects and policy objects.

B. Active Storage Object
An active storage object derives from a user object and has a time-
to-live (TTL) value property. The TTL value is used to trigger the 
self-destruct operation. The TTL value of a user object is infinite 
,so that a user object will not be deleted until a user deletes it 
manually. The TTL  value of an active storage object is limited so 
an active object will be deleted when the value of the associated 
policy object is true. Interfaces extended by Active Storage Object 
class are used to manage TTL value. The create member function 
needs another argument for TTL. If the argument is 1, User Object 
:: create will be called to create a user object, else, Active Storage 
Object:: create will call User Object::create first and associate it 
with the self-destruct method object and a self-destruct policy 
object with the TTL value. The get TTL member function is based 
on the READ_ ATTR function and returns the TTL value of the 
active storage object. The SETTTL, ADD Time and DECTime 
member function is based on the WRITE_ATTR function and can 
be used to modify the TTL value.

Fig. 2: Time Constrained Data System Architecture

C. Self Destruct Method Object
 A Time monitoring process will held. If the time stamp exceed, 
the document will be automatically destroyed. The Storage space 
will be refreshed and the details of the document also removed 
from the MetaServer. 

D. Data Process
To use the time constrained data system, user’s applications should 
implement logic of data process and act as a client node. There 
are two different logics: uploading and downloading.
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1. Uploading File Process
In file uploading process the upload request will be sent to the 
server. The files are been stored in the storage system. After 
accepting the file, get the N keys randomly from the user key. 
The user must specify the time to live for the file as argument for 
the uploading procedure. The files are splitted into n parts using 
shamir secret sharing technique. Now encrypt the file using the 
Key value and then provide the time Stamp (TTL) for the File.

Fig. 3: Uploading Process

2. Downloading File Process
Any user who has relevant permission can download data stored 
in the data storage system. The data must be decrypted before use. 
The whole logic is implemented in code of user’s application. In 
the above code, we assume encrypted data and meta information of 
the key has been read from the downloaded file. Before decrypting, 
client should try to get key shares from storage nodes in the time 
constrained data system .If the self-destruct operation has not been 
triggered, the client can get enough key shares to reconstruct the 
key successfully. If the associated ASO of the key.

Fig. 4: Uploading File (Pseudo-Code)

IV. Computational Results

A. Functional Testing
We input the full path of file, key file, and the life time for key parts. 
The system encrypts data and uploads encrypted data. The life time 
of key parts is 150s for a sample text file with 101 bytes. System 
prompts creating active object are successful afterwards and that 
means the uploading file gets completed. The time output finally 
is the time to create active object. Time constrained data system 
was checked and corresponded with changes on work directory 
of the storage node. The sample text file also was downloaded or 
shared successfully before key destruct.

B. Performance Evaluation
As mentioned, the difference of I/O process between Time 
constrained data system and Native system (e.g. PNFS) is the 
additional encryption/decryption process which needs support 
from the computation resource of time constrained data client. We 
compare two systems: i) a self-destructing data system based on 
active storage framework and ii) a conventional system without 
self-destructing data function (native for short). We evaluated 
the latency of upload and download with two schemes (time 
constrained data system and Native) under different file sizes. 
Also, we evaluated the overhead of encryption and decryption 
with two schemes under different file sizes. We observe that time 
constrained system increases the average latency of the Native 
system by 59.06% and 25.69% for the upload and download, 
respectively. The reason for this performance degradation is the 
encryption and decryption processes introduce the overhead. To 
illustrate the encryption/decryption latency, the overhead of both 
encryption and decryption processes under different file sizes in 
time constrained system are given.
The throughput results for the different schemes are given. The 
throughput decreases because upload/download processes require 
much more CPU computation and finishing encryption/ decryption 
processes in the time constrained data system, compared with 
the Native system. We can see that time constrained data system 
reduces the throughput over the Native system by an average of 
59.5% and up to 71.67% for the uploading.  The time constrained 
data system reduces the throughput over the Native system by an 
average of 30.5% and up to 50.75% for the downloading.

Fig. 5: Comparison of Latency in Upload and Download 
Operation

The introduced overhead is small: compared with the Native 
system without self-destructing data mechanism, throughput for 
uploading and downloading with the proposed time constrained 
data system acceptably decreases by less than 72%, while latency 
for upload/download operations with self-destructing data 
mechanism increases by less than 60%.
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Fig. 6: Comparison for Overhead for Encryption and 
Decryption

V. Conclusion
Data privacy has become increasingly important in the Cloud 
environment. This paper introduced a new approach for protecting 
data privacy from attackers who retroactively obtain, through legal 
or other means, a user’s stored data and private decryption keys. 
The time constrained data system was been produced to analyse 
the feasibility approach of active storage object based system. 
Time constrained data system causes sensitive information, such as 
account numbers, passwords and notes to irreversibly self-destruct, 
without any action on the user’s part. The measurement and 
experimental security analysis sheds insight into the practicability 
of our approach. The plan to release the current time constrained 
data system will help to provide with further valuable experience 
to inform future object-based storage system designs for Cloud 
services. In future the security of the data are to improved so 
blowfish algorithm can be used and the integrity of the data are 
to be maintained.
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