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Abstract
ZigBee is based on IEEE 802.15 standard and specified to use in 
WPAN using digital radios. ZigBee devices transmit data over 
longer distances by passing data to the intermediate device. It 
is used only in those specified areas which require long battery 
life, low power, and secure networking and low data rate. There 
specifications are proposed to be simpler and cheaper than Bluetooth 
and Wi-Fi. This network has a wide area of applications like in 
industries, health care, and home automation and in consumer 
electronics. It also provides security to the network using 128 
bit symmetric encryption keys. This paper describes the concept 
of ZigBee and its applications in detail. First, the architecture 
of IEEE802.15.4/ZigBee protocols stack and how they work in 
combined form. Then, we describe the infrastructure level of 
security mechanism and suggest the name of different software 
useful in ZigBee wireless sensor network simulation. This review 
paper is an attempt to provide a systematic understanding of 
ZigBee, which can be helpful to the researchers.
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I. Introduction
ZigBee was conceived in 1998, standardized in 2003 and revised 
in 2006 [1]. Today in WSN (Wireless Sensor Network) ZigBee is 
one of the most predicting and dominant standard. ZigBee define 
the first two layers physical layer (1) and data-link layer (2) of 
the OSI model. ZigBee specified for high level communication 
protocols using small, low-power digital radios based on an 
IEEE 802 standard for Wireless personal area networks. ZigBee 
is a low-cost wireless mesh network standard. The low cost of 
ZigBee network allows the technology to be widely spread in 
wireless monitoring and control applications and its low power-
usage provide longer life with small batteries. Mesh networking 
provides high authenticity and broad layout. ZigBee operates 
in the industrial, scientific and medical (ISM) radio bands; 
868 MHz in Europe, 915 MHz in the USA and Australia and 
2.4 GHz worldwide. Data transmission rates vary from 20-40 
kilobits/second in the 868 MHz and 915 MHz frequency bands 
to 250 kilobits/second in the 2.4 GHz frequency band. There are 
two types of devices used in ZigBee one is the Full Functional 
Devices (FFD) and second is the Reduced Functional Devices 
(RFD). FFD act as parent node and RFD act as child node in 
the network. There are three important nodes in ZigBee wireless 
sensor network used for communication i.e. coordinator, router 
and end device [2, 4]. The coordinator include in the category of 
FFD and responsible for intelligent network, selecting, suitable 
channel to create a network and adding child node to the network 
established. There is only one coordinator to complete these tasks 
in a network, because the distance between two nodes in end-
to-end transmission is limited. A kind of device i.e. route node 
is needed to forward information transmission and routers are 
included in the category of both RFD and FFD. The third type of 
node is completely a RFD and it does not allow communication 
over these end devices. The three types of nodes above are the 

concept of network layer and there deployment decides the ZigBee 
network topology, ZigBee networks can achieve the following 
three forms of network topology: Star network, Tree Network 
and Mesh Network [2-3].

Table 1: The Features of ZigBee, Bluetooth and Wi-Fi Protocols 
(Source [16])

Parameters ZigBee Bluetooth Wi-Fi

IEEE spec 802.15.4 802.15.1 802.11a/b/g

Nominal 
range 10 to 100 m 10 m 100m

Max signal 
rate 250 Kbps 1Mbps 54 Mbps

Frequency 
band

868 MHz (Europe)
900-928 MHz (NA)
2.4 GHz 
(worldwide)

2.4 GHz 2.4 and 5  
GHz

Channel 
bandwidth 0.3/0.6MHz; 2MHz 1MHz 22 MHz

Data 
protection 16-bit CRC 16-bit CRC 32-bit CRC

II. Factors Influencing the Design
There are different types of sensors can be integrated in the WSNs, 
such as: temperature, seismic, acoustics and infrared rays’ sensors 
[9].
A WSN shaped by considering many factors, which include 
reliability, scalability, production costs, network topology, operating 
environment, transmission media and power consumption [9].

A. Reliability
The noise present in environment, physical damage or rigorous 
energy source can cause failure in sensor nodes. It is important 
that failure of sensor node does not affect the efficiency of whole 
network. Regarding this node failure WSN should be able to 
maintain security in the network.

B. Scalability
In WSN there are number of sensor nodes implement, it may be 
in hundred, thousand or in million also. The new scheme should 
be capable to work with-in these nodes.

C. Production Cost
Cost is the one of important factor, so that the WSN system should 
be inexpensive that everyone can afford it. The cost of sensor 
nodes kept low.

D. Network Topology
The topology can be alimony and alter in three stages, i.e. 
deployment phase, post-deployment phase and re-deployment 
phase. SNs can be cast as a mass or one by one in the sensor field. 
They can be deployed manually or robotically. Due to node failures 
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and nodes position changes because of the mobility topology 
changes throughout the phase of post-deployment. Additional 
nodes are deployed in the network in re-deployment phase at 
any time.

E. Operating Environment
SNs are obtusely implemented either very close or directly in 
the physical process. Therefore, in remote geographic areas they 
usually neglect their work. They may be working in engaged 
crossway, bottom of an ocean, in a battlefield, large building, 
attached to animals etc.

III. Communication Architecture
The notable achievement of the IEEE 802.15.4 Task Group [10, 11] 
and the ZigBee Alliance have by providing standard protocol stack 
for Low-Rate Wireless Personal Area Networks (LR-WPANs), a 
modifying technology for Wireless Sensor Networks (WSNs).

A. Introduction to IEEE 802.15.4 And ZigBee
The IEEE 802.15.4 protocol [10] assigns the Medium Access 
Control (MAC) sub-layer and the Physical Layer. While this 
protocol was not defined for WSNs, it fulfills the different 
requirements of WSN applications by calibrating its parameters. 
The ZigBee detailed description of design criteria for a work relies 
on the IEEE 802.15.4 Physical and Data Link Layers develop the 
Network, Application Layers and gives a full protocol stack for 
Low Rate Wireless Personal Area Networks (LR-WPAN).ZigBee 
has three layers. The top layer is called the application layer (APL). 
Basically, this layer converts the input into digital data, and/or 
converts digital data into output. A single device may run multiple 
applications to perform different tasks (i.e. reading temperature 
and humidity). The next layer called network layer (NWK). The 
network layer acts as a buffer between application layer and 
data link layer (DLL). The network layer provides services like 
routing, and security such as encryption, key management, and 
authentication. The data link layer is provided by IEEE 802.15.4 
standard. This layer consists of two sub-layers medium access 
control layer (MAC) and the physical layer (PHY) [11].The 
coordinator is a fully functional device and act as the parent of 
other nodes. It is root of the network or may act as a bridge to other 
networks. To originate a network it is essential to place at least one 
ZigBee coordinator in the network.  This will work as trust center, 
which secure keys and store information [1]. ZigBee coordinator 
is intended for starting the network and choosing the key network 
parameters. In ZigBee-based WSN the responsibility of network 
coordinator is typically given to sink node [12]. ZigBee routers 
are devices capable of routing data .in the case of  many-to-one 
multi-hop ZigBee-based WSN(ordinary) sensor nodes are likely 
to assume the role of network routers[12]. This device include 
both in the category of RFD and FFD. In RFD, it act as child 
of ZC (parent) and perform the function of intermediate router 
passing data from ZC to ZED. ZR as FFD is a parent to its child 
node (ZED) [1].ZigBee end-devices have no routing capability – 
these devices rely on their parents, the coordinator or routers, to 
transmit/route their packets [12]. It is a reduced functional device, 
work as a child node and receive data from its parent nodes. So, 
it requires lower memory usage, which makes it cheaper than 
ZC or ZR [1].

B. ZigBee Architecture

1. Application Layer
This is highest-level layer in the ZigBee specification. This layer 
allows for effective interface to the user. A single node can support 
240 applications, where number 0 is reserved for the ZigBee 
Device Object. An application converts input into digital data, 
and/or converts digital data into output. Several applications can 
be run over these nodes [12].

2. Network Layer
The Network Layer performs many functions like network 
management i.e. connect/disconnect, starting the network, 
addressing, device configuration. It also maintains the NIB - NWK 
Information Base and formation, message routing and security-
related services [10].

Fig. 1: ZigBee Layer Architecture (Source [12])

3. Mac Layer
The MAC layer used in the ZigBee protocol is defined by the 
IEEE802.15.4 standard. MAC layer in ZigBee related with long 
address, and it is a 64 bit number that unambiguously depicts 
the ZigBee device. This MAC address is a fixed value separate 
from the ZigBee protocol; it is set at the time of manufacturing 
of IEEE802.15.4 standard RF chips. That means MAC address 
completely controlled by the hardware [11].

4. Physical Layer
The physical layer uses certain radio channel according to a 
specific modulation, spreading techniques and responsible for 
data transmission and reception. This layer select channel for 
the physical RF transceiver and also provide energy and signal 
management routines. The physical layer performs modulation on 
outgoing signal and demodulation on incoming signals. It transmits 
information and receives information from a source [12].
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C. ZigBee Network Topologies
There are three network topologies in ZigBee i.e. Star topology, 
Mesh topology, Tree topology, we explain all these topology 
discussed below:

1. Star Topology
The star topology consists of a coordinator and several end 
devices. In this topology, the end device communicates only with 
the coordinator. Any packet exchange between end devices must 
pass along the coordinator. The main advantages of star topology 
are its simplicity and predictable, energy saving. The drawbacks 
are limited scalability.

Fig. 2: Star Topology (Source [12])

2. Mesh Topology
A mesh topology provide greater flexibility than other topologies 
and cover multiple paths for messages within the network. If 
a particular router fails, then ZigBee self-healing mechanism 
will recover the network. Mesh topology is highly reliable 
and robust. The limitation of this topology is lower end-to end 
performance.

Fig. 3: Mesh Topology (Source [12])

3. Tree Topology
A Tree topology consists of a Co-coordinator and this co-
coordinator linked with its children, which are basically the set of 
routers and end devices. A Router also connected with its children 
kike another routers and end devices. This hierarchy can be shown 
in figure (5) [12].

Fig. 4: Tree Topology (Source [12])

D. Operating Modes of ZigBee
The current ZigBee protocols support slotted and unslotted CSMA/
CA mode. The standard fixes the lower protocol layers—the 
physical layer (PHY), and the Media Access Control portion of 
the Data Link Layer (DLL). The basic channel access mode is 
“carrier sense, multiple access/collision requirements and also 
use Guaranteed Time Slots (GTS). The devices in beacon-enabled 
networks have low response time. GTS [10].Timeliness guarantee 
is an important feature of the IEEE 802.15.4 protocol. When 
operating in beacon enabled
Mode network permit this protocol with real-time requirements to 
apportion Guaranteed Time Slots (GTSs), in the contention free 
period. In non-beacon-enabled networks, an unslotted CSMA/CA 
channel access mechanism is used. In this type of network, ZigBee 
Routers receivers always in active mode, which needs robust 
power supply. This operating mode only applied on heterogeneous 
networks in which some devices receive data at every point, while 
some nodes transmit when an outsider is detected. The typical 
example of a heterogeneous network is a wireless light switch 
[1]. In beacon-enabled networks, a periodic beacon transmits by 
the special network nodes called ZigBee Routers to confirm their 
presence to other network nodes. Nodes may sleep in the interval, 
during Which beacon is transmitted and this will   lower the duty 
cycle, increase battery life. Beacon intervals depend on data rate; 
they may range from 15.36 milliseconds to 251.65824 seconds at 
250 Kbps, from 24 milliseconds to 393.216 seconds at 40 Kbit/s 
and from 48 milliseconds to 786.432 seconds at 20 Kbit/s [1].

E. Addressing in ZigBee
IEEE 802.15.4 uses two methods of addressing:

16-bit short addressing• 
64-bit extended addressing• 

A ZigBee network use either 16-bit or 64-bit addressing. Using 
the short addressing mechanism reduces the packet length and 
memory usage. This mechanism allows addressing within a 
single network. In this, a unique PAN ID (personal area network 
identifier) and 16-bit addressing can be used in combined form to 
address independent networks. Instead, the 64-bit addressing in 
IEEE 802.15.4 has not any limitation on the devices implemented 
in the network. The network layer (NWK) of ZigBee protocol 
uses a 16-bit address in accession of IEEE address. A lookup table 
is used to map each IEEE 802.15.4 64-bit address to a unique 
network layer address [13].

IV. Simulation of ZigBee Network
To simulate IEEE 802.15.4 ZigBee networks simulators, like 
OPNET, NetSim and NS 2, can be used. These simulators come 
with open source C or C++ libraries for users to modify [1].

V. Applications

A. Precision Agriculture
Precision agriculture passing data in close cooperation through 
the network to destination. The destination is the main location of 
the network and used for sharing, storing, collecting sensed data. 
A particular topology of WSNs used to build a network, which 
may contain several number of nodes and each node connected to 
several sensors. WSNs applications in agriculture yield high crop 
production arising information systems and is known as Precision 
Agriculture. The use of WSNs for precision agriculture contribute 
to research in different fields such as selection of technology, 
topologies and routing keeping different operating parameters in 
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circumstances. Considering the demand of precision agriculture, 
the major factor to obtain the best performance is WSNs topology 
[6].  

B. Building Automation
The wireless technologies like Radio Frequency, Infrared, 
Bluetooth and Wi-Fi are used for the building automation, many 
sensors like motion detectors, smoke, gas, Door, Window, water 
level, etc. are used to detect and monitor the different physical 
condition in home, office and in other buildings. These sensors 
sense and send the input data to the main location such as owner 
and alert him if any unwanted event is detected such as gas leakage, 
intrusion in the building, water overflow etc. Hence maintain the 
security of building [7].

C. Renewable (Green) Generations Reliability
Wireless Multimedia Sensor and Actor Networks (WMSANs) 
applications have been started to be used in wind farms, solar 
farms. In wind farms different parameters monitored by using 
WMSANs like pressure, humidity, and temperature. In solar farms 
sensor monitor sky and weather conditions. These sensors can 
maximize the power generation through solar panels. Also, faults 
and malfunctions can be detected; an image can be collected in 
these generation systems to rectify these faults [8]. 

D. Conductor Temperature and Dynamic Thermal Rating 
System
 To improve the electric cables power carrying capabilities, there is 
a need for online monitoring of thermal conditions and operating 
temperatures of conductor.  WSN-based online temperature 
monitoring systems used to achieve this objective. Sensors used 
in power donuts and power lines used to measure the conductor 
temperature [8].

E. Underground Cable System
There are many sensors existing in WSNs technologies, such 
as coaxial cable sensors, inductive sensors, acoustic emission 
techniques, fiber optic distributes sensor, to supervise and diagnose 
the underground cables. In the underground power lines, various 
failures occur in joints, terminations and maintenance should be 
provided according to system requirement [8].

F. Animals and Vegetation Control System
In the surviving power   grid, trees and branches of trees and 
predatory animals cause serious problems like damaging cable 
and cause short circuit. These problems lead to memory loss and 
make system unreliable. WSNs accomplish and sense animals, 
vegetation help to recover the damage occur by these animals 
and vegetation [8].

G. Towers and Poles Monitoring
The component failures on poles or tower in the existing power 
grid lead to power outages and higher repair costs. To maximize 
the system performance and equipment life timely monitoring 
and control of towers and poles is important [8].

H. Wireless Automatic Reading System
In WSN-based Wireless Automatic Meter Reading (WAMR) 
systems, the reading of energy consumption of users can be 
collected online and thus, there is no need for human readers 
reducing the system cost [8].

VI. Conclusion
In this paper we provide a brief knowledge on the ZigBee wireless 
sensor network. The IEEE 802.15.4 based ZigBee specially design 
for remote controls using different types of sensors and provide 
small packet data transmission by consuming less amount of 
power. It is reliable and secure, generally easy to implement in 
hardware. ZigBee network has many advantages over the other 
wireless protocols and it can also fulfill the requirement of present 
computer and communication technology so, it has wide area of 
applications.
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