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Abstract
Cloud computing is a new revolutionary model that enables 
easy on-demand access to a shared set of computing resources 
such as storage structures, network support, services, software, 
applications etc. Cloud provides all resources as a service that 
can be accessed remotely over the internet. It offers numerous 
advantages such as location independence, reduced cost, increased 
efficiency, high scalability and computing capability. At the same 
time cloud data is more vulnerable to attacks from various attackers 
leading to loss of data privacy, confidentiality and data integrity. 
Many data encryption algorithms have been proposed to preserve 
confidentiality of user data in cloud architecture. In this paper some 
of the most popular encryption algorithms such as AES, DES, 
RSA and Blowfish have been discussed. A comparative study of 
these algorithms has been presented in this paper.
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I. Introduction
Cloud computing is a broad solution that refers to the delivery 
of IT services and computing resources over the Internet. Cloud 
computing represents the next phase of advancement in the 
history of internet. It uses central remote servers and internet to 
support data and applications thereby providing a means through 
which applications, resources, services, business processes, 
computing power etc. can be delivered to the user as a service 
irrespective of time and location. Several cloud services being 
used nowadays include online business applications, online data 
storage and backup solutions, social networking sites, web-based 
e-mail services, managed technical support services etc. The term 
‘cloud’ in cloud computing environment is a pool of resources 
such as hardware, networks, storage, services, and interfaces that 
are combined to deliver computing aspects as a service [1].  The 
four thrust areas causing software development to shift to cloud 
environment are time and cost, distributed project sourcing, fast 
delivery and increased complexity due to project requirements [2]. 
Cloud Service Provider (CSP) maintains database of computing 
resources and applications for the users on a remote server and 
provides independence of accessing these resources any time from 
any place as per user requirements through a network [3]. The 
three major cloud service categories according to the abstraction 
level of the capabilities and resources provided are namely:

A. Software-as-a-Service (SaaS)
SaaS is the most popular and leading cloud service model. In this 
model the vendor provides the hardware infrastructure, the software 
product and communicates with the user through a front-end portal 
[1]. The software provider authorizes software applications to 
be used and purchased as per requirements [5]. Users can access 
applications through networks using various clients such as 
web browser, mobile phone, etc. with no requirement of client 
installation. It requires just a browser or any other client device 
with network connectivity available [5]. Google Gmail, XDrive, 
OpSource are some examples of SaaS providers.

B. Platform-as-a-Service (PaaS)
In PaaS service model cloud is a set of software and product 
development tools hosted on the provider’s platform [1]. It offers 
an environment where the developers can create and deploy their 
applications without knowing how much memory and processors 
their application will be using [5]. GoogleApps and Force.com 
are examples of PaaS.

C. Infrastructure-as-a-Service (IaaS)
The IaaS model transforms the way developers deploy their 
applications as it enables them to select one of the IaaS provider 
and obtain a virtual server running thereby paying only for the 
resources in use [5]. Here consumers can directly use provider 
infrastructure such as computing resources, storage, network 
support, firewalls etc. For ad-hoc distribution of physical resources 
so as to meet current resource requirements of customers, the 
Virtualization technique is used [5].
The fig. 1 [5] shown below describes the three cloud service 
models.

Fig. 1: Cloud Service Models [5]

Cloud provides data centers to the organizations to enable them 
to move their data globally. Thus, it frees the local nodes from 
the responsibility of data maintenance and supports customizable 
resources on the web [4]. Virtualization is the technique of creation 
of a virtual version of an operating system, storage device, a 
server or network resources [1]. In order to enjoy full benefits 
of cloud services the service provider must ensure data privacy 
and confidentiality, data integrity, availability and reliability by 
following security schemes and data encryption techniques.

II. Cloud Computing Security Issues
The In context of cloud computing security is a very sensitive 
issue. Enforcing security measures that meet the security needs 
of all the users is not an easy task since different users may have 
different security requirements depending upon their purpose 
of using cloud services [3]. To ensure security in cloud several 
issues need to be addressed like Data Integrity, Multi Tenancy, 
Data Theft, Data Loss and Leakage, Unauthorized access, identity 
management, infected applications, Trust issues, internal threats 
etc. [2-3, 6 ]. These issues are discussed in details below:
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1. Multi Tenancy
The Cloud services work on sharing or multi tenancy model in 
which the same set of resources are being shared by multiple cloud 
users thus providing the benefit of reduced cost and effective 
resource utilization. But at times it may lead to a situation where 
competitors co-exist on the same cloud and such an environment 
has a high possibility of data stealth [3].

2. Privacy and Confidentiality
In cloud environment it is necessary to ensure that only authorized 
access will be allowed to the client host data. Unauthorized access 
to sensitive data of a customer is another risk posing potential 
threat to cloud data [7]. Thus, proper authorization practices and 
privacy policies and procedures should be followed to assure data 
safety to the cloud users. For achieving privacy and confidentiality 
for user sensitive information in cloud the following specific steps 
need to be taken [8]:

Understanding cloud by realizing how the cloud’s structure • 
affects the security of data sent into it by having an in-depth 
knowledge of how cloud computing transmits and handles 
data.
Ensure Transparency by guaranteeing that the cloud provider • 
supplies detailed information on its security architecture and 
is ready to accept regular security audit that should be done 
by an independent body or federal agency.
Strengthen Internal Security by ensuring that the cloud • 
provider follows strong internal security practices and user 
access controls such as firewalls.
Legal Implications should be known to understand how the • 
laws and regulations may affect what user sends into the 
cloud.
Constant monitoring of development or changes in the cloud • 
technologies that may affect data security.

3. Data location and Relocation
Data mobility is an important characteristic of cloud computing. 
The cloud providers should ensure the security of data storage 
systems and provide robust authentication to safeguard customers’ 
information [7]. A second issue of concern is the continuous 
movement of data from one location to another. Initially data is 
stored at an appropriate location by the Cloud provider. Since cloud 
providers have contracts with each other and they use each others’ 
resources so data often moves from one place to another [7].

4. Data Integrity
In the cloud system there should be some means to preserve 
information integrity so that data is not lost or modified by 
unauthorized users [7]. Appropriate measures must be taken by the 
cloud provider to preserve integrity of customer sensitive data.

5. Service Level Agreement (SLA) Terms
The Service Level Agreement or SLA acts as a contractual 
agreement specifying the level of guaranteed service between 
the cloud provider and the customer [2].

6. Data Issues
Various data issues pose a potential threat to customer sensitive 
data in cloud. These issues are:

Since data is shared in a cloud so anyone from anywhere • 
and anytime can access data in the cloud and may modify it 
unnecessarily.
Data stealing is an important issue in a cloud computing • 

environment. Many times cloud service providers do not 
provide their own server and rather acquire server from other 
service providers leading to high probability of data being 
stolen from the external server [6]. 
Data loss may occur in a cloud computing network if in case • 
the cloud service provider shuts down his services due some 
financial or legal problem [6].

7. Unsafe API’s
Application program interface or API defines a set of routines and 
protocols that describe how software components will communicate 
with each other [3]. In cloud scenario the architectural and other 
design specification details as mentioned in the API may be 
accessible by attackers who can use them and then design targeted 
attacks [3].

8. Infected Application
Any malicious user may upload an infected application onto 
the cloud thereby severely affecting customer data and cloud 
computing service [6]. In order to prevent this problem the cloud 
provider must possess complete access to the server and constantly 
monitor the server [6].

A. Attacks on Cloud Computing 
After discussing various security issues in cloud computing 
environment we now briefly describe the various attacks that may 
be launched by different attackers in the cloud. A few attacks 
affecting the efficiency of cloud computing are: 

1. Flooding Attack
In this type of attacker uses internet to flood the victim by sending 
large number of packets from other hosts in the network known as 
zombies [10]. Such an attack may interrupt the normal behavior 
of Cloud and thus affects the availability of Cloud services. The 
sent packets can be either of UDP, TCP, ICMP or acombination of 
these protocols [11]. Flooding of packets may cause overloading 
in the cloud leading to Denial of Service (DoS) or distributed 
denial of service (DDoS) to the servers. This directly affects the 
efficiency of cloud since in the presence of flooded request packets 
by attacker it cannot serve any valid user’s requests.

2. Service Injection Attack
In a Cloud system a service can be instantiated, shared and freely 
used by cloud users. An attacker tries to inject a new virtual machine 
or a malicious service in the Cloud with the goal of providing 
malicious service to the users. Cloud malware adversely affects 
Cloud services by blocking or modifying Cloud functionalities. 
The attacker may strike with his malicious services identical to 
SaaS, PaaS, or IaaS in functionality to get valid requests redirected 
to his malicious services [10]. 

3. Attacks on Virtualization
The virtualization attacks include three vulnerability concepts as 
discussed below [11-12]:

Virtual Machines Isolation: Virtual machines are isolated • 
from each other logically but they share the same hardware 
and resources thereby allowing malicious users and attackers 
to exploit data leaks and may cause data capturing problems 
and cross-VM attacks.
Hypervisor vulnerabilities: Hypervisor is the main software • 
component for virtualization. There exist multiple security 
vulnerabilities for hypervisors but mitigation techniques and 
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solutions for the same are few and demand further research 
work to be done.
Cross-VM attacks: The attacker attempts to find approximate • 
provider traffic rates for stealing cryptographic keys to 
increase the chances of Virtual Machine placement attacks. 

4. Man-in-the Middle Attack
An attacker may access the data exchange between two parties 
if proper configuration of secure socket layer (SSL) is not done. 
An attacker may access data communication among data centers 
in cloud system.

5. Phishing Attack
In Cloud phishing attack may take place when an attacker uses a 
cloud service to link and host a malicious site designed to capture 
accounts, steal user sensitive data and services information of 
users.

6. Backdoor Channel Attacks
Backdoor channel is a type of passive attack in which intruders 
find and compromise a node in the cloud and use this node as a 
zombie resource to implement a DDoS attack in cloud [11].

7. Metadata Spoofing Attack
In metadata spoofing attack the attacker modifies the Web Services 
Description Language (WSDL) file of the cloud service in which 
detailed descriptions of service instances is stored [10]

III. Data Encryption in Cloud
The Data security in cloud revolves around three chief security 
goals namely: Confidentiality, Data Integrity and Data Availability. 
Out of these three goals, the confidentiality of data in cloud can 
be implemented by encryption and decryption of data [12].  There 
are various encryption algorithms available but in this section 
we discuss some of the very popular encryption algorithms that 
can be used to provide data security and confidentiality in cloud 
environment.

A. AES Algorithm
The Advanced Encryption Standard algorithm or simply AES 
algorithm is a symmetric block cipher with a block size of 128 bits. 
AES is based on substitution-permutation network principle. It 
allows three different key lengths: 128, 192, or 256 bits. According 
to the version being used the AES standard changes to AES-128 
for key length 128, AES-192 for key length 192 and AES- 256 
for 128 key length. AES Encryption procedure consists of 10, 12 
and 14 rounds of processing for 128-bit keys, 192-bit keys and 
256-bit keys respectively. All the rounds are identical in each case 
except for the last round. A single 128bit block is the input to the 
encryption and decryption algorithm.The following four steps in 
the encryption process in each round are [3, 12, 14]:

1. SubBytes
This step is a non-linear substitution step in which each byte c_ij 
is replaced using another byte called SubByte Sb(c_ij) using an 
8-bit  Rijndael substitution box (S-Box). The S-box derives from 
the multiplicative inverse over finite field that provides for good 
non-linearity properties. S-box is designed as a combination of 
inverse function and an invertible affine transformation. While 
decrypting data inverse SubBytes step is performed in which first 
affine transformation is taken and then multiplicative inverse is 
calculated.

2. ShiftRows
It is a transposition step in which each row of the state is cyclically 
shifted a certain number of times. The number of places by which 
each byte is shifted is different for each row. The first row i.e. row 
0 is not shifted while row 1 is circular left shifted by one byte. 
Also circular left shift of two bytes takes place for row 2, and 
three bytes shift for row 3.

3. MixColumns
This step is a mixing operation that operates state columns and 
further combines four bytes per column. Over multiple rounds 
diffusion of the bits is obtained by performing multiplication of 
each value of the column with every row value in a standard matrix. 
Finally the multiplication results are XORed together.

4. AddRoundKey
The step of AddRoundKey combines subkey with the state. The 
Rijndael key schedule is used to derive a subkey from the main 
key. The subkey and state have the same size. The subkey is added 
by using bitwise XOR to combine each byte of the state with the 
equivalent byte of the subkey. 
In the final round of AES no MixColumns step takes place. The 
other three steps namely: SubBytes, ShiftRows and AddRoundKey 
take place as in other rounds. The following diagram shows a 
summary of steps performed in AES algorithm [12-13]:

   (a)

   (b)
Fig. 3:(a) AES Encryption Process (b). An Internal Round 
Structure
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B. RSA Algorithm
RSA stands for Ron Rivest, Adi Shamir and Len Adleman, who 
described the algorithm in 1977. It is a widely used Public-Key 
algorithm that can be used to encrypt data to provide security in 
cloud architecture. RSA consists of Public-Key and Private-Key. 
Pubic Key is the one that is known to all others in the Cloud 
environment while Private Key is belongs to the original user who 
owns the data and is known to him only. In cloud environment data 
encryption is implemented by Cloud service provider and other 
cloud users can decrypt data to use it [6]. Once Public-Key is used 
to encrypt the data, it can be decrypted with the corresponding 
Private-Key only. RSA algorithm involves three steps [7]:

Key Generation Step1. 
Encryption Step2. 
Decryption Step3. 

The detailed description of steps involved in RSA algorithm is 
as follows [7, 17]:

1. Key Generation Step
Since public key is known to public, it is used for encrypting 
messages. A message encrypted using public key of user can only 
be decrypted using the corresponding private key of the user. The 
keys for the RSA algorithm are generated the following way:

Choose any two distinct prime numbers say x and y such that • 
both are chosen randomly and have smaller bit length.
Calculate n, where n represents key length in bits, as • 
below:

  n=x*y
Next, Euler’s totient function (φ) is calculated as:• 

 φ(n) = φ(x)φ(y) = (x-1)(y-1)
Now an integer i is chosen such that• 

  1 < i <φ(n)
Here i and φ(n) are co prime and greatest common divisor of (i, 
φ(n)) = 1. Also, i is set as public key exponent.

Determine d that is denoted as the multiplicative inverse of • 
i (mod φ(n)). Here d is set as private key component and d 
can be solved as:

  d*i=1 mod φ(n)
The Public Key is represented as (i, n) and private key • 
represented as (d, n) where i is the public key exponent, d is 
the private key component and n is the modulus for public 
key and private key.

2. Encryption Step
The encryption step is used to convert a normal plain text into 
encrypted text called cipher text. The steps to encrypt a message 
are:

In cloud environment the cloud service provider must provide • 
the Public Key (i, n) to the cloud users.
Next step is to map user data say m to an integer by applying • 
an agreed reversible protocol, known as padding scheme.  
Padding ensures that m does not enter the range of insecure 
plaintexts. When a given message is padded it will be encrypted 
to one of a large number of diverse cipher texts.
Data is encrypted to produce cipher text CT, as:• 

  CT = me (mod n)
The resultant cipher text is stored in cloud environment with • 
the cloud service provider.

3. Decryption Step
The process of Decryption is the reverse or opposite of the 
encryption process that converts the cipher text back to the original 

plain data. The steps to decrypt an encrypted message are:
Whenever the cloud user requests the Cloud service provider • 
for the data. The cloud service provider first verifies whether 
the user is an authentic one or not. If yes then the provider 
gives the encrypted data CT to user.
The Cloud user decrypts the cipher data by computing,• 

 m = Cd (mod n).
When m is obtained the user can obtain the original data by • 
simply reversing the padding scheme.

C. DES Algorithm
The Data Encryption Standard (DES) is the name of the Federal 
Information Processing Standard (FIPS) 46-3. DES is the most 
popular and widely used symmetric algorithm DES is a 16-round 
Feistel Cipher. In DES the sender and receiver both must know the 
same secret key that is used for encryption and decryption of the 
message and for generating and verifying a MAC  i.e. Message 
Authentication Code [17]. DES has a 64-bit block size and uses 
an effective 56 bit length key during execution. The key consists 
of 64 bits but only 56 bits are actually used by the algorithm. The 
remaining eight bits are used for the purpose of checking parity 
and are discarded later. There are 16 identical rounds, an initial and 
final permutation denoted as IP and FP, such that both are inverse 
of each other [18]. In the algorithm the block is divided into two 
32-bit halves that are processed alternately in a criss-crossing 
scheme of DES structure, known as the Feistel scheme. In the 
Feistel structure the decryption and encryption processes are very 
similar with the only difference that in decryption process subkeys 
are applied in opposite order to that of encryption process but the 
remaining steps of the algorithm are identical. This simplifies the 
hardware implementation of DES without the need for separate 
encryption and decryption algorithms. The first block to be 
encrypted has no previous cipher text, so the plain text is XORed 
(denoted by ⊕) with 64-bit number called the initialization vector 
[19]. The F-function operates on half a block at a time together 
with some of the key. The F-function output is combined with the 
other half of the block and then the halves are swapped before the 
next round. After the execution of the final round, the halves are 
swapped and this feature of Feistel structure makes encryption 
and decryption processes similar. This is a more secure mode of 
operation since the extra XOR step adds an additional layer to the 
encryption process. The figure 4[17, 18] given below describes 
the working of DES algorithm.

Fig. 4: DES Encryption Process
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D. Blowfish Algorithm
The blowfish encryption algorithm was introduced by Bruce 
Schneier in 1993. It is a block cipher of 64-bit block size and 
uses a variable length key that ranges from 32 bits to 448-bits 
[15]. Blowfish is a Fiestal cipher consisting of 16-rounds and 
key-dependent S-boxes. The algorithm uses two sub key arrays for 
its implementation: 18-entry P-array and 256-entry four S-boxes. 
Each S-box takes 8-bit input to produce 32-bit output. In each 
round an entry from the P-array is used and at the end of final 
round XOR operation is performed on each half of the data block 
and one of the two unused remaining P-entries [4]. Blowfish is 
suitable for applications like a communications link, automatic file 
encryptor etc. where key does not change often. On implementing 
Blowfish on 32-bit microprocessors with large data caches, it 
produces faster results than other encryption algorithms [2]. The 
figure given below briefly describes the operation of Blowfish 
algorithm [4]:

Fig. 4: Blowfish Encryption Process

The table given below shows a comparison between the above 
discussed encryption algorithms along various parameters [4, 
12, 19, 21]:

Table 1: Comparison of Various Encryption Algorithms in Cloud Environment
Data Encryption Algorithms

AES DES RSA BLOWFISH

Key size
128, 192, and
256 bits 56- bits

Based on
No. of bit in
N=p*q 32-448 bits

Initial vector size 128 bits 64 bits 1024 bits 64 bits

Padding  Scheme 
Used PKCS5 Padding PKCS5 Padding

Optimal Asymmetric 
Encryption Padding (OAEP),  
PKCS1 PKCS5 Padding

Type of key

Same key is  used to 
encrypt  and decrypt 
the blocks

Same key is used to encrypt 
and decrypt data.

Public key is used for 
encryption and private key is 
used for decryption.

Same key is used for 
both encryption and 
decryption of data

Type of Cipher Symmetric Block 
cipher Symmetric Block cipher

Asymmetric i.e. two keys 
involved encryption and 
decryption done with different 
keys.

Symmetric cipher

Number of Rounds 10, 12 or 14 16 1 16
Block size used 128-bits 64-bits Variable 64-bits

Security rate Admirable Fair Good Secure for both providers 
and user.

Execution
time Faster Equals to AES Requires maximum time Fast

Attacks Side Channel Attacks Brute Force Attack Chosen plaintext attack,  chosen 
Cipher text attack

Second-order differential 
attack, Reflective weak 
keys

Scalability Scalable Scalable due to varying the 
key size and Block size. Not scalable Scalable

Authentication Type Best authentication 
provided Message authentication used Robust authentication 

implemented
Authentication provided 
comparable to AES

Memory Usage Less RAM needed Memory requirement more 
than AES Highest memory requirements. Less than 5 kb required for 

execution.

 Algorithms 
 Features 
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IV. Conclusion
Cloud computing is emerging as a new model for computing that 
provides a development environment with on-demand allocation 
and reallocation of resources as and when desired by users. One 
of the biggest challenges in the cloud architecture is to ensure data 
privacy and confidentiality. Many encryption algorithms are in use 
nowadays in Cloud computing environment to protect user data 
from various attacks as described in previous sections. Some of 
the popular data encryption algorithms such as AES, DES, RSA 
and Blowfish have been discussed in this paper. The paper also 
compares these algorithms against various characteristic features 
an encryption algorithm must possess. Each algorithm has its own 
set of advantages and loop holes. Amongst all algorithms discussed 
AES algorithm provides efficient data security, scalability, 
faster and better performance with less memory requirements. 
Further studies and research work needs to be conducted on the 
implementation of combination or hybrids of these algorithms to 
provide a more secure environment for user data in cloud.
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