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Abstract
This paper designs an efficient image hashing based on non-
Negative Matrix Factorization (NMF), which is with both the 
rotation robustness and good discriminative capability. It is a novel 
construction of rotation-invariant secondary image, which is used 
for the first time in image hashing and helps to make image hash 
resistant to rotation.NMF coefficients are approximately linearly 
changed by content-preserving manipulations, so as to measure 
hash similarity with correlation coefficient. Our experiments show 
that the proposed hashing is robust against content-preserving 
operations, such as image rotation, JPEG compression, watermark 
embedding, Gaussian low-pass filtering, gamma correction, 
brightness adjustment, contrast adjustment and image scaling. 
And also we implement the watermarking in the image. Receiver 
Operating Characteristics (ROC) curve comparisons are also 
conducted with the state of- the-art algorithms, and demonstrate 
that the proposed hashing is much better than all these algorithms 
in classification performances with respect to robustness and 
discrimination.
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I. Introduction
The Internet and multimedia devices, such as digital cameras, 
scanners and smart cellphones, have made us easier and faster to 
capture, store, share and convey hundreds of thousands of images, 
songs and videos. While we are enjoying our life increasingly with 
multimedia products, there are still many challenging problems 
faced by academia and industries. For example, there may be 
multiple copies for an image in a PC, where the copies can be 
in different digital representations with visual contents the same 
with the original one. It is clearly an actual yet challenging issue 
to efficiently search for all similar versions (including the original 
one and its copies) of the image from large-scale multimedia 
data. In particular, while powerful multimedia tools make digital 
operations, such as editing and tampering, much easier than ever 
before, assurance of multimedia content security has been an 
important concern to multimedia community. These real demands 
lead to an emerging multimedia technology, known as image 
hashing. We study a new yet robust image hashing in this paper. 
Image hashing not only allows us to quickly find image tamper 
detection, image indexing, multimedia forensics, and reduced-
reference image quality assessment. There are some classical 
cryptographic hash functions, e.g., SHA-1 and MD5, which can 
convert input message (document, image, graphic, text, video, 
etc.) into a fixed size string. However, they are sensitive to bit-
level changes and cannot be suitable for image hashing. This 
is the first one of two basic properties of image hash function, 
known as perceptual robustness, i.e., a hash function should be 
robust against content-preserving operations, such as geometric 
transform, format conversion and JPEG compression. In other 
words, hashes of an image and its processed versions are 
expected to be the same or very similar. Hash will be expected 

to be significantly changed only when visual content is altered by 
malicious operations, such as object deletion and object insertion. 
Another basic property is the discriminative capability, i.e., 
images with different contents should have different hashes. For 
example, image hash must be dependent on oneor several keys 
for application in digital forensics. Consequently, there are many 
image hashing algorithms successfully designed in last decade. 
From an applied context, there are still some limitations in image 
hashing. For example, image rotation is a useful operation. In the 
post-processing of photographs, image rotation has frequently 
been exploited to correct those photographs with imperfect ground 
level. Image hashing maps an input image to a short string, called 
image hash, and has been widely used in image retrieval, image 
authentication, digital watermarking, image copy detection. This 
means that they will falsely identify those corrected photographs 
as different images. We conduct experiments for illustrating the 
efficiency with 346 images, including 146 images in the USC-
SIPI Image Database, and 200 different color images, where 100 
images are taken from the Ground Truth Database, 67 images 
are downloaded from the Internet, and 33 images are captured by 
digital cameras. Our experiments demonstrate that the proposed 
algorithm reaches a desirable tradeoff between the rotation 
robustness and the discriminative capability.

II. Proposed Image Hashing
Our image hashing consists of three steps, as shown in fig. 1. In 
preprocessing, the input image is converted to a normalized image 
with a standard size. In the second step, the normalized image is 
partitioned into different rings, which are then used to construct a 
secondary image. In the third step, NMF is applied to the secondary 
image, and image hash is finally formed by NMF coefficients. In 
the following subsections, we will present an NMF, the scheme 
of ring partition, and the illustration of our image hashing.

Fig. 1: Block Diagram of Our Image Hashing
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A. NMF
NMF is an efficient technique of dimensionality reduction, 
which has shown better performance than Principal Components 
Analysis (PCA) and Vector Quantization (VQ) in learning parts-
based representation. In fact, NMF has been successfully used 
in face recognition, image representation, image analysis, signal 
separation, data clustering, and so on. A non-negative matrix 
V=(Vi,j)M×N is generally viewed as a combination of N vectors 
sized M×1. NMF results of V are two nonnegative matrix factors, 
i.e., B=(Bi,j)M×K and C=(Ci,j)K×N, where K is the rank for NMF 
and K<min(M, N). The matrices B and C are called the base matrix 
and the coefficient matrix (or encoding matrix), respectively. They 
can be used to approximately represent V such that:
V ≈BC      (1)
In literature, various algorithms have been proposed to achieve 
NMF. In this paper, we employ the multiplicative update rules to 
find B and C as follows:

 (2)
The above rules correspond to minimizing the generalized 
Kullback-Leibler (KL) divergence as follows:

 (3)

B. Ring Partition
In general, rotation manipulation takes image center as origin 
of coordinates. Fig. 2 (a) is a central part of Airplane, and (b) is 
the corresponding part of the rotated Airplane. Obviously, visual 
contents in the corresponding rings of figs. 2 (a) and (b) are kept 
unchanged after image rotation. Thus, to make image hash resilient 
to rotation, we can divide an image into different rings and use 
them to form a secondary image invariant to rotation. Fig. 3 is a 
schematic diagram of secondary image construction, where (a)
is a square image divided into 7 rings and (b) is the secondary 
image formed by these rings. Detailed scheme of secondary image 
construction is as follows. Let the size of square image be m×m, 
n be the total number of rings and Rk be a set of those pixel 
values in the k-th ring (k=1, 2, …, n). In here, we only use the 
pixels in the inscribed circle of the square image and divide the 
inscribed circle into rings with equal area. This is because each 
ring is expected to be a column of the secondary image. The ring 
partition can be done by calculating the circle radii and the distance 
between each pixel and the image center. As shown in fig. 3 (a), 
the pixels of each ring can be determined by two neighbor radii 
except those of the innermost ring. Suppose that rk is the k-th 
radius (k=1, 2, …,n), which is labeled from small value to big 
value. Thus, r1 and rn are the radii of the innermost and outmost 
circles, respectively.

     (4)

     (5)

    (6)
Thus, other radii rk (k=2, 3, …,n-1) can be obtained by the 
following equation.

  (7)

(a). Central Part of Airplane (b). Rotated by 300

Fig. 2: Ring Partition of an Image and Its Rotated Version

(a). Ring Partition (b). Secondary Image
Fig. 3: Schematic Diagram of Secondary Image Construction

Let p(x, y) be the value of the pixel in the y-th row and the x-th 
column of the image (1 ≤ x, y ≤ m).
Suppose that (xc, yc) are the coordinates of the image center. Thus, 
xc=m/2+0.5 and yc=m/2+0.5 if m is an even number. Otherwise, 
xc=(m+1)/2 and yc=(m+1)/2. So the distance between p(x, y) 
and the image center (xc, yc) can be measured by the Euclidean 
distance as follows.

  (8)

  (9)

 (10)
Next, we rearrange the elements of Rk(k=1, 2, …,n) to make a 
sorted vector uk in ascending order. This operation guarantees 
that uk is unrelated to rotation. As pixel coordinates are discrete, 
the pixel number of each set is not always equal to μA. Since the 
pixels of each ring are expected to form a column of the secondary 
image, uk is then mapped to a new vector vk sized μA×1 by 
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linear interpolation. Thus, the secondary image V is obtained by 
arranging these new vectors as follows.

  (11)
As vk is unrelated to rotation, V is also invariant to this operation. 
Except the rotation-invariant merit, the secondary image has 
another advantage that it has fewer columns than the original 
image. Since each column is viewed as a high dimensional vector 
and will be compressed by NMF, fewer columns are helpful to 
compact hash.

III. Illustrating Our Approach
Below our image hashing is illustrated with an example step by 
step as follows:

A. Preprocessing
The input image is firstly mapped to a normalized size m×m by 
bilinear interpolation. This ensures that our hashing is resilient 
to scaling operation and hashes of different size images have the 
same length. For an RGB color image, we convert it into YCbCr 
color space by the following equation.

 (12)
Where R, G and B represent the red, green and blue components 
of a pixel, and Y, Cb, and Cr are the luminance, blue-difference 
chroma and reddifference chroma, respectively. After color 
space conversion, we take the luminance component Y for 
representation.

B. Ring Partition
Divide Y into n rings and exploit them to produce a secondary 
image V by using the scheme. The aim of this step is to construct 
a rotation-invariant matrix for dimensionality reduction.

  (13)

C. NMF
Apply NMF to V and then the coefficient matrix C is available. 
Concatenate the matrix entries and obtain a compact image hash. 
Thus, the hash length is L=nK, where n is the number of rings 
and K is the rank for NMF. To measure similarity between two 
image hashes, we take correlation coefficient as the metric. Let 
h(1)=[h1(1), h2(1), …, hL(1)] and h(2)=[h1(2), h2(2), …, hL(2)] 
be two image hashes. Thus, the correlation coefficient is defined 
as

 (14)
where є is a small constant to avoid singularity when μ1 and μ2 
are the means of h(1) and h(2), respectively. The range of S is [-1, 
1]. The more similar the input images, the bigger the S value. If 
S is bigger than a pre-defined threshold T, the images are viewed 
as visually identical images. Otherwise, they are different images 
or one is a tampered version of the other. The reason of choosing 
correlation coefficient as the metric is based on the observation
that NMF coefficients are approximately linearly changed by 

content- preserving manipulations. We now present two examples 
of our image hashing algorithm. Fig. 4 (a) is an image with 
imperfect ground level. Fig. 4 (b) is a similar version of 4(a), 
which undergone a sequence of digital processing, including 
image rotation with 4º, JPEG compression with quality factor 50, 
brightness adjustment with the Photoshop's scale 50, and Gaussian 
white noise of mean 0 and variance 0.01.Both the image sizes of 
figs. 4 (a) and (b) are 760×560. We employed our image hashing 
with parameters of m=512, n=32 and K=2 to generate the image 
hashes of figs. 4 (a) and (b). We calculated similarity between the 
hashes of figs. 4 (a) and (b), and found that S=0.9957, indicating 
that figs. 4 (a) and (b) are a pair of visually identical images.

(a) Image With Imperfect Ground Level (b) A Similar Version 
of (a)
Fig. 4: A Pair of Visually Identical Images

IV. Experimental Results
In the experiments, the input image is resized to 512×512, the used 
number of rings is 32, and the rank for NMF is 2, i.e., m=512, n=32, 
and K=2. Thus, the hash length is L=nK=64 decimal digits. To 
validate our hashing performances, experiments about perceptual 
robustness and discriminative capability are conducted in the next 
two subsections, respectively. The third subsection will evaluate 
sensitivity to visual content changes. Effect of different parameters 
on hash performances, i.e., numbers of rings and ranks for NMF, 
will be discussed in the final subsection.

A. Perceptual Robustness
All images in the USC-SIPI Image Database were taken as test 
images, except those in the fourth volume, i.e., 'Sequences', 
which are often used for sequence image retrieval. This means, 
there are totally 146 test images selected in our experiments. We 
attacked these images by normal contentpreserving operations 
with different parameters, and calculated similarities between 
hashes of the original and their attacked images. The experiments 
demonstrated that the proposed hashing is robust against the 
test operations except a few cases. For space limitation, typical 
examples are exemplified in this paper, where Airplane, Baboon, 
House, Lena and Peppers are the test images sized 512×512. The 
parameters are set as follows: quality factors for JPEG compression 
are 30, 40, …, 100; strengths of watermark embedding are 10, 
20, …, 100; scaling ratios are 0.5, 0.75, 0.9, 1.1, 1.5 and 2.0; 
and rotation angles are 1º, 2º, 5º, 10º, 15º, 30º, 45º, 90º, -1º, -2º, 
- 5º, -10º, -15º, -30º, -45º and -90º. Since rotation operation will 
expand the sizes of the attacked images, only the center parts sized 
361×361are taken from the original and the attacked images for 
hash generation. Brightness adjustment and contrast adjustment 
with Photoshop are also applied to the test images. Moreover, 
we validated our hashing performances under the combined 
attacks between rotation and other content-preserving operations. 
Here, we took Airplane as test image, and further attacked the 
rotated Airplane with 30º by JPEG compression with quality 
factor 30, 3×3 Gaussian low-pass filtering with a unit standard 
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deviation, gamma correction with =1.1, brightness adjustment 
with the Photoshop’s scale 20, and contrast adjustment with the 
Photoshop’s scale 20, respectively. Those S values close to 1 
indicate strong linear dependences, and therefore empirically 
verify that NMF coefficients are approximately linearly changed 
by content- preserving manipulations.

B. Discriminative Capability
To validate the discrimination, 200 different color images 
were collected to form an image database, where 100 images 
were taken from the Ground Truth Database, 67 images were 
downloaded from the Internet, and 33 images were captured by 
digital cameras. These image contents include buildings, human 
beings, sport, landscape, etc. The image sizes range from 256×256 
to 2048×1536.the minimum and maximum S values are -0.6836 
and 0.9717, and the mean and the standard deviation of all S values 
are 0.3910 and 0.3014, respectively. If T=0.95 is selected as a 
threshold, 0.12% pairs of different images are falsely considered 
as visually similar images. As the threshold reaches 0.98, false 
judgment will not occur.

C. Sensitivity to Visual Content Changes
When some operations, such as object deletion and object 
insertion, are applied to an image, the meaning of the attacked 
image is different from that of its original image. In otherwords, the 
original image and the attacked images are perceptually different. 
Generally, these operations are viewed as image tampering and 
are expected to be significantly reflected in image hash. This 
means that image hashing should be sensitive to image tampering. 
To validate sensitivity to visual content changes, we simulated 
image tampering by deleting objects or inserting objects using 
Photoshop, and generated dozens of tampered images. We applied 
the proposed hashing to the original images and their tampered 
images, calculated similarity S between each pair of hashes, and 
found that all S values are smaller than the above mentioned 
thresholds. From the results, we observed that all S values are 
smaller than 0.90. Therefore, the proposed hashing can distinguish 
tampered images from the processed images by using the above 
threshold 0.95 or 0.98.

(g). Original Image Sized 512x512 (h). Tampered Image: A Flower 
Inserted
Fig. 8: Original Images and Their Tampered Versions

D. Effect of Number of Rings and Rank for NMF
Receiver Operating Characteristics (ROC) graph was exploited to 
visualize classification performances with respect to the robustness 
and the discriminative capability under different parameters. Thus, 
both True Positive Rate (TPR) PTPR and False Positive Rate 
(FPR) PFPR can be calculated as follows.

     (15)

     (16)
Where n1 is the number of the pairs of visually identical images 
considered as similar images, N1 is the total pairs of visually 
identical images, n2 is the number of the pairs of different 
images viewed as similar images, and N2 is the total pairs of 
different images. Obviously, TPR and FPR indicate the perceptual 
robustness and the discriminative capability, respectively. In the 
experiments, all images are mapped to 512×512, i.e., m=512. It is 
observed that, for a fixed rank, the whole hashing performances 
will be improved when the number of rings increases. In fact, 
the number of rings is equal to column number of the secondary 
image. Fewer columns will lead to fewer features in the final 
hash, which will inevitably hurt the discriminative capability. For 
a fixed number of rings, a bigger rank will make better hashing 
performances. This is because a bigger rank means more elements 
in the hash, which not only preserve the perceptual robustness, 
but also improve the discriminative capability. In fact, hashing 
performances are related to hash length. Generally, a short image 
hash will have good robustness, but makes poor discrimination.
As hash length increases, discriminative capability is strengthened 
while perceptual robustness slightly decreases. Note that image 
hash is a compact representation, meaning that hash length 
is expected to be short enough. we recorded the total time of 
calculating 200 different image hashes in discrimination tests 
and then computed the consumed time for generating a hash. Our 
algorithm was implemented in MATLAB language, running on a 
PC with 2.61 GHz AMD Athlon 64 X2 Dual CPU and 1.87 GB 
RAM. The results are presented in Table 5. We observe from the 
table that, for a fixed K, average time slightly increases when the 
n value becomes large. Similarly, for a fixed n, as the K value 
increases, consumed time will also increase.

V. Conclusion
In this paper, we have proposed a robust image hashing based on 
ring partition and NMF, which is robust against image rotation 
and has a desirable discriminative capability. A key component 
of our hashing is the construction of secondary image, which is 
used for the first time in image hashing. The secondary image 
is rotation-invariant and therefore makes our hashes resistant to 
rotation. Discriminative capability of the proposed hashing is 
attributed to the use of NMF, which is good at learning parts based 
representation. Experiments have been conducted to validate our 
hashing performances, and showed that our hashing is robust 
against content-preserving manipulations, such as image rotation, 
JPEG compression, watermark embedding, Gaussian lowpass 
filtering, gamma correction, brightness adjustment, contrast 
adjustment and image scaling, and reaches good discrimination. 
The ROC curve comparisons have indicated that the proposed 
hashing is better than some well-known hashing algorithms in 
classification performances between the perceptual robustness 
and the discriminative capability. Research on image hashing 
is still under way. Future works are mainly focused on the use 
of the rotation in variant secondary image in combination with 
other techniques. Issues being considered include the capability 
of tamper detection in small region, tamper localization, efficient 
color feature extraction, and so on.
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