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Abstract
Cloud computing characteristics include a ubiquitous (network-
based) access channel; resource pooling; multi tenancy; automatic 
and elastic provisioning and release of computing capabilities; 
and metering of resource usage (typically on a pay-per-use 
basis). Virtualization of resources such as processors, network, 
memory, and storage ensures scalability and high availability of 
computing capabilities. Clouds can dynamically provision these 
virtual resources to hosted applications or to clients that use them to 
develop their own applications or to store data. Rapid Provisioning 
and dynamic reconfiguration of resources help cope with variable 
demand and ensure optimum resource utilization.
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I. Introduction
From initial concept building to current actual deployment, cloud 
computing is growing more and more mature. Nowadays many 
organizations, especially Small and Medium Business (SMB) 
enterprises, are increasingly realizing the benefits by putting 
their applications and data into the cloud. The adoption of cloud 
computing may lead to gains in efficiency and effectiveness in 
developing and deployment and save the cost in purchasing and 
maintaining the infrastructure. Regarding definition of cloud 
computing model, the most widely used one is made by NIST as 
“Cloud computing is a model for enabling convenient, on-demand 
network access to a shared pool of configurable computing resources 
(e.g., networks, servers, storage, applications, and services) that 
can be rapidly provisioned and released with minimal management 
effort or service  provider interaction. This cloud model promotes 
availability and is composed of five essential characteristics, 
three service models, and four deployment models.” The cloud 
computing model NIST defined has three service models and four 
deployment models. The three service models, also called SPI 
model, are: Cloud Software as a Service (SaaS), Cloud Platform 
as a Service (PaaS) and Cloud Infrastructure as a Service (IaaS). 
The four deployment models are: Private cloud, Community cloud, 
Public cloud and Hybrid cloud.
The recent surge in cloud computing arises from its ability to 
provide software, infrastructure, and platform services without 
requiring large investments or expenses to manage and operate 
them. Clouds typically involve service providers, infrastructure/
resource providers, and service users (or clients). They include 
applications delivered as services, as well as the hardware and 
software systems providing these services. As more organizations 
adopt cloud computing, cloud service providers (CSPs) are 
developing new technologies to enhance the cloud’s capabilities. 
Cloud mash ups are a recent trend; mash ups combine services 
from multiple clouds into a single service or application, possibly 
with on-premises (client-side) data and services. 
Today, cloud mash ups require pre established agreements among 
providers as well as the use of custom-built, proprietary tools 
that combine services through low-level, tightly controlled and 
constraining integration techniques. This approach to building 

new collaborative services does not support agility, flexibility, and 
openness. Realizing multi cloud collaboration’s full potential will 
require implicit, transparent, universal, and on-the-fly interaction 
involving different services spread across multiple clouds that lack 
pre established agreements and proprietary collaboration tools. 
The research community is beginning to develop architectures, 
technologies, and standards to support collaboration among 
multiple cloud systems. However, these research proposals still 
remain constraining due to their provider-centric approach or 
limited scope. As the name suggests, provider-centric approaches 
require CSPs to adopt and implement the changes that facilitate 
collaboration—changes such as standardized interfaces, protocols, 
formats, and other specifications, as well as new architectural and 
infrastructure components. Without these provider-centric changes, 
current proposals do not provide facilities for client-centric, on-
the-fly, and opportunistic combinations of heterogeneous cloud-
based services.
While cloud standardization will promote collaboration, there are 
several hurdles to its adoption. From a market perspective, it is 
unlikely that multiple CSPs will agree on an easy and standardized 
way to access services, as this would give clients total Freedom in 
changing providers, leading to increased open and direct competition 
with other providers. CSPs often offer differentiated services with 
specialized proprietary products and services. Standardization 
also reduces the efficacy of CSPs that use such differentiated 
service offerings to attract and maintain more clients. For cloud 
collaboration to be viable in the current environment, researchers 
need to develop mechanisms that allow opportunistic collaboration 
among services without requiring standards and extensive changes 
to the cloud service delivery model. This approach will allow 
incremental provisioning of collaborative services to clients, 
which will continue to improve as more cloud services become 
interoperable in the future. Cloud-based computing also introduces 
new security concerns that affect collaboration across multi cloud 
applications, including the following:

Increase in the attack surface due to system complexity,• 
Loss of client’s control over resources and data due to asset • 
migration,
Threats that target exposed interfaces due to data storage in • 
public domains, and
Data privacy concerns due to multitenancy.• 

Some specific security issues associated with collaboration among 
heterogeneous clouds include

Establishing trust among different cloud providers to encourage • 
collaboration;
Addressing policy heterogeneity among multiple clouds so • 
that composite services will include effective monitoring of 
policy anomalies to minimize security breaches; and
Maintaining privacy of data and identity during • 
collaboration.

Mechanisms for collaboration across multiple clouds must undergo 
a rigorous, in-depth security analysis to identify new threats 
and concerns resulting from collaboration. They must have the 
support of innovative, systematic, and usable mechanisms that 
provide effective security for data and applications. Such security 
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mechanisms are essential for gaining the trust of the general public 
and organizations in adopting this new paradigm.

II. Architectural Overview
Clouds consist of multiple network-connected resource clusters such 
as server farms, data warehouses, and so on that host geographically 
distributed virtual machines and storage components that ensure 
scalability, reliability, and high availability. A multi cloud system 
that employs proxies for collaboration consists of three architectural 
components: multiple cloud computing systems, networks of 
proxies, and clients (or service users). Such systems can use several 
possible strategies for placing proxies in the proxy network.

A. Cloud-hosted Proxy
As fig. 1 shows, each CSP can host proxies within its cloud 
infrastructure, manage all proxies within its administrative domain, 
and handle service requests from clients that wish to use those 
proxies for collaboration. The proxy instances might need to be 
CSP specific. For example, in fig. 1, both C1 and C2 might mutually 
and dynamically provision sharing and collaboration logic as proxy 
virtual instances within their respective administrative domains.

Fig. 1: Client Sends a Request to Cloud C1, Which Dynamically 
Discovers the Need to Use Services from Clouds C2 and C3. C1 
Employs Proxies to Manage These Interactions 

B. Peer-to-peer Proxy
Proxies can also interact in a peer-to-peer network managed by 
either a PSP or a group of CSPs that wish to collaborate. Another 
possibility is for proxies to have no collective management: each 
proxy in the peer-to-peer network is an independent entity that 
manages itself. In this case, the proxy itself must handle requests 
to use its services.

Fig. 2: Proxy as a Service. In this Scenario, Cloud Service Providers 
(CSPs) Deploy Proxies as an Autonomous Cloud System and Offer 
it as a Service to Clients. (a) A Client Employs Two Proxies to 
Interact with CSPs C1 and C2. (b) Alternatively, a Client Initiates 
a Service Request With C1, Which Then Discovers the Need for 
a Service from C2. PSP: Proxy Service Provider

C. On-premise Proxy
In the scenario shown in fig. 3, a client can host proxies within 
its organization’s infrastructure (or on premises) and manage all 
proxies within its administrative domain. A client that wishes 
to use proxies for collaboration will employ its on-premises 
proxies, whereas CSPs that wish to collaborate with other CSPs 
must employ proxies that are within the domain of the service-
requesting client.

Fig. 3: On-Premises Proxy. Clients Deploy Proxies Within the 
Infrastructure of Their Organization. (a) A Client Employs Two 
Proxies to Interact With CSPs C1 and C2. (b) A Client Initiates 
a Service Request With C1, Which Then Discovers the Need for 
a Service From C2.

D. Hybrid Proxy Infrastructure
A hybrid infrastructure can include on-premises, CSP- and 
PSP-maintained, and peerto-peer proxies. Selecting proxies for 
collaboration will depend on the type of service being requested 
and the entity that initiates collaboration, among other factors. 
For example, clients that must initiate a service request with two 
CSPs can employ on-premises proxies for collaboration. On the 
other hand, a cloud-based application that discovers it needs a 
service from another CSP to fulfill a client’s request can employ 
a CSP-maintained proxy. The proposed architectures illustrate 
the various options that are available for deploying proxies to 
support collaboration. Developing these architectures serves as 
the first step in building a proxy-based, collaborative, multi cloud 
computing environment. 

III. Data Security and Privacy Protection Issues
The content of data security and privacy protection in cloud is 
similar to that of traditional data security and privacy protection. It 
is also involved in every stage of the data life cycle. But because of 
openness and multitenant characteristic of the cloud, the content of 
data security and privacy protection in cloud has its particularities. 
The concept of privacy is very different in different countries, 
cultures or jurisdictions. Identification of private information 
depends on the specific Application scenario and the law, and is 
the primary task of privacy protection. The next several sections 
analyze data security and privacy protection issues in cloud around 
the data life cycle.

A. Data Life Cycle
Data life cycle refers to the entire process from generation to 
destruction of the data. The data life cycle is divided into seven 
stages. See the figure below:
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Fig. 1: Data Life Cycle

B. Data Generation
Data generation is involved in the data ownership. In the traditional 
IT environment, usually users or organizations own and manage 
the data. But if data is to be migrated into cloud, it should be 
considered that how to maintain the data ownership. For personal 
private information, data owners are entitled to know what 
personal information being collected, and in some cases, to stop 
the collection and use of personal information.

C. Transfer
Within the enterprise boundaries, data transmission usually does 
not require encryption, or just have a simple data encryption 
measure. For data transmission across enterprise boundaries, both 
data confidentiality and integrity should be ensured in order to 
prevent data from being tapped and tampered with by unauthorized 
users. In other words, only the data encryption is not enough. 
Data integrity is also needed to be ensured. Therefore it should 
ensure that transport protocols provide both confidentiality and 
integrity. Confidentiality and integrity of data transmission need 
to ensure not only between enterprise storage and cloud storage 
but also between different cloud storage services. In other words, 
confidentiality and integrity of the entire transfer process of data 
should be ensured.

D. Use
For the static data using a simple storage service, such as Amazon 
S3, data encryption is feasible. However, for the static data used by 
cloud-based applications in PaaS or SaaS model, data encryption 
in many cases is not feasible. Because data encryption will lead 
to problems of indexing and query, the static data used by Cloud-
based applications is generally not encrypted. Not only in cloud, 
but also in traditional IT environment, the data being treated is 
almost not encrypted for any program to deal with. Due to the 
multi-tenant feature of cloud computing models, the data being 
processed by cloud based applications is stored together with the 
data of other users.

E. Share
Data sharing is expanding the use range of the data and renders 
data permissions more complex. The data owners can authorize 
the data access to one party, and in turn the party can further share 
the data to another party without the consent of the data owners. 
Therefore, during data sharing, especially when shared with a 
third party, the data owners need to consider whether the third 
party continues to maintain the original protection measures and 
usage restrictions. Regarding sharing of private data, in addition 

to authorization of data, sharing granularity (all the data or partial 
data) and data transformation are also need to be concerned about. 
The sharing granularity depends on the sharing policy and the 
division granularity of content. The data transformation refers 
to isolating sensitive information from the original data. This 
operation makes the data is not relevant with the data owners.

F. Storage
The data in the cloud may be divided into: (1) The data in IaaS 
environment, such as Amazon’s Simple Storage Service; (2) 
The data in PaaS or SaaS environment related to cloud based 
applications. The data stored in the cloud storages is similar with 
the ones stored in other places and needs to consider three aspects 
of information security: confidentiality, integrity and availability. 
The common solution for data confidentiality is data encryption. In 
order to ensure the effective of encryption, there needs to consider 
the use of both encryption algorithm and key strength. As the 
cloud computing environment involving large amounts of data 
transmission, storage and handling, there also needs to consider 
processing speed and computational efficiency of encrypting large 
amounts of data.

IV. Security Issues in Multicloud Collaboration
Researchers and industry specialists have highlighted several 
security issues in cloud computing, including isolation management, 
data exposure and confidentiality, virtual OS security, trust and 
compliance, and mission assurance.8 Specific security issues 
emerge during dynamic sharing and collaboration across multiple 
clouds. In particular, issues pertaining to trust, policy, and privacy 
are a concern in multi cloud computing environment

A. Establishing Trust and Secure Delegation
As in other IT systems, security in clouds relies heavily on 
establishing trust relationships among the involved entities. The 
need for trust arises because a client relinquishes direct control of 
its assets’ security and privacy to a CSP. Doing so exposes a client’s 
assets to new risks that are otherwise lessened or avoidable in an 
internal organization. These risks include insider security threats, 
weakening of data ownership rights, transitive trust issues with 
third-party providers in composite cloud services, and diminished 
oversight of system security. A client must confer a high level of 
trust to a CSP with regard to its ability to implement effective 
controls and processes to secure assets. Thus, a client must be able 
to accept the higher levels of risk in using cloud-based services. 
Using proxies moves the trust boundary one step further: clients 
and CSPs now must establish trust relationships with proxies, 
which includes accepting a proxy’s security, reliability, availability, 
and business continuity guarantees. Moreover, CSPs responding 
to service requests that a proxy makes on behalf of a client or 
another CSP must trust the proxy to legitimately act on behalf of 
the requesting entity. Establishing a trust relationship with proxies 
depends on the strategy used to establish, manage, and administer 
the proxy network. 

B. Identity Attributes Privacy
Data as a service (DaaS), such as Amazon S3 and Microsoft 
Azure, is an emerging cloud service in which organizations can 
seamlessly store data in the cloud and retrieve it based on access 
control policies that cover legal requirements and organizational 
policies. An expressive access control model, such as XACML, 
can specify access control policies on protected objects in terms 
of a subject’s properties, called identity attributes. These can 
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include a subject’s email address, organizational role, age, and 
location of access. Such an attribute-based access control (ABAC) 
model provides fine-grained data access and expresses policies 
closer to organizational policies. A crucial issue in this context 
is that identity attributes required by subjects to access protected 
objects often encode sensitive information. Many existing cloud 
data services provide similar access control models, in which 
individual and organizational privacy, a key requirement for digital 
identity management, is unprotected. Also, with cloud computing 
initiatives, the scope of insider threats, a major source of data theft 
and privacy breaches, is no longer limited to the organizational 
perimeter. Multi cloud environment exacerbate these issues 
because proxies can access data on behalf of clients

C. Client Data Privacy
Often, clients must protect data privacy before sharing the data. 
Consider an example in which multiple medical insurance 
companies, each of which has a designated CSP, would like to 
share customer data to have a much larger customer database from 
which to obtain useful statistical query results. One CSP might 
have an application that requires information on the percentage 
of male construction workers in the US who are younger than 40 
and have respiratory diseases. This would require collecting data 
from multiple CSPs for the analytical results to be meaningful, 
since the data from one CSP might be inadequate or a typical. 
In this example, the disease attribute of records is sensitive and 
requires protection when shared among multiple CSPs. Using 
encryption is not a viable option because maintaining the data’s 
utility is a key requirement for many applications. 

V. Conclusion
Data security and privacy issues exist in all levels in SPI service 
delivery models and in all stages of data life cycle. The challenges 
in privacy protection are sharing data while protecting personal 
information. The typical systems that require privacy protection 
are e-commerce systems that store credit cards and health care 
systems with health data. The ability to control what information 
to reveal and who can access that information over the Internet 
has become a growing concern. These concerns include whether 
personal information can be stored or read by third parties without 
consent, or whether third parties can track the web sites someone 
has visited. Another concern is whether web sites which are visited 
collect, store, and possibly share personal information about users. 
The key to privacy protection in the cloud environment is the strict 
separation of sensitive data from non-sensitive data followed by 
the encryption of sensitive elements. According to the analysis for 
data security and privacy protection issues above, it is expected to 
have an integrated and comprehensive security solution to meet the 
needs of defense in depth. Regarding privacy protection, privacy 
data identification and isolation are the primary tasks. They should 
be considered during the design of cloud-based applications.

References
[1] P. Mell, T. Grance,"The NIST Definition of Cloud Computing", 

special publication 800-145, Nat’l Inst. Standards and 
Technology, 2011, p. iii + 3.

[2] D. Bernstein, D. Vij,“Intercloud Security Considerations”, 
Proc. 2nd Int’l Conf. Cloud Computing (CloudCom 10), 
IEEE Press, 2010, pp. 537-544.

[3] P. Mell, T. Grance,“Perspectives on Cloud Computing and 
Standards, NIST Information Technology Laboratory”, Nat’l 
Inst. Standards and Technology, 2008; [Online] Available: 

http://csrc.nist. gov/groups/SMA/ispab/documents/
minutes/2008-12/cloudcomputing- standards_ISPAB-
Dec2008_P-Mell.pdf.

[4] W. Jansen, T. Grance,"Guidelines on Security and Privacy 
in Public Cloud Computing", special publication 800-144, 
Nat’l Inst. Standards and Technology, 2011, p. x + 70.

[5] S. Chandrasekhar et al.,“Efficient Proxy Signatures Based on 
Trapdoor Hash Functions”, IET Information Security, Dec. 
2010, pp. 322-332.

[6] N.R. Adam, J.C. Wortmann,“Security-Control Methods 
for Statistical Databases: A Comparative Study”, ACM 
Computing Surveys, Mar. 1989, pp. 515-556.

[7] L. Xiong, S. Chitti, L. Liu,“Preserving Data Privacy in 
Outsourcing Data Aggregation Services”, ACM Trans. 
Internet Technology, Aug. 2007, pp. 17.

[8] Cloud computing security, [Online] Available: http://
en.wikipedia.org/wiki/Cloud_computing_security.

[9] Cloud Security Alliance. [Online] Available: http://www.
cloudsecurityalliance.org.

[10] Cloud Security Alliance, Security Guidance for Critical Areas 
of Focus in Cloud Computing, V2.1, [Online] Available: 
http://www.cloudsecurityalliance.org/ guidance/csaguide.
v2.1.pdf.

[11] S. Subashini, V.Kavitha,"A survey on security issues in 
service delivery models of cloud computing", Journal of 
Network and Computer Applications 34(2011)1-11.

[12] Mohamed Al Morsy, John Grundy, Ingo Müller,“An Analysis 
of The Cloud Computing Security Problem”, In Proceedings 
of APSEC 2010 Cloud Workshop, Sydney, Australia, 30th 
Nov 2010.

[13] Yanpei Chen, Vern Paxson, Randy H. Katz,“What’s New 
About Cloud Computing Security?”, Technical Report No. 
UCB/EECS-2010-5. [Online] Available: http://www.eecs.
berkeley.edu/Pubs/TechRpts/2010/EECS-2010-5.html

[14] Cong Wang, Qian Wang, Kui Ren, Wenjing Lou, “Ensuring 
Data Storage Security in Cloud Computing”, In Proceedings 
of the 17th International Workshop on Quality of Service. 
2009: 1-9.

G. Ashok Kumar M.Tech (CSE), QIS 
College of Engineering and Technology 
Vengamukkalapalem, Ongole, Prakasam 
Dist, Andhra Pradesh, India. My research 
interests include Cloud Computing and 
Network Security. He is the member of 
International association of Engineers 
(IAENG) and also Fellow member of 
International association For Engineering 
and Management Education (IAEME).


