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Abstract
A Mobile Ad-Hoc Network (MANET) is an autonomous network 
that consists of mobile nodes that communicate with each other over 
wireless links. In the absence of a fixed infrastructure, nodes have to 
cooperate in order to provide the necessary network functionality. 
MANET is particularly vulnerable to security threats due to its 
fundamental characteristics such as open medium, dynamic 
topology, distributed cooperation and constrained capability. Due 
to the inherent characteristics, MANET is unprotected to various 
types of security attacks. Black hole is one of these attacks in 
which a malicious node announces the fresh and shortest path 
to a destination node and then drops/discards all data packets 
that subsequently go through it. Many researchers have proposed 
different techniques for preventing and detecting this attack. In 
this paper, we have surveyed and discussed the existing solutions 
to black hole attacks in mobile ad hoc networks.
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I. Introduction
A Mobile Ad-Hoc Network (MANET) is a self-configuring 
infrastructure-less network of mobile devices connected by 
wireless. MANETs have remained a challenging research area 
for the last few years because of its dynamic topology, limited 
range of each mobile host’s wireless transmissions, power 
constraints and security issues etc. MANETs are suffering from 
a wide range of security threats and attacks, not only the same 
attacks their infrastructure counterparts are facing, but also new 
ones particularly targeting MANETs. Among various possible 
threats and attacks, MANETs are particularly susceptible to the 
DoS (Denial of Service) attacks. Blackhole attack is a denial of 
service attack [5] which disrupts the normal routing mechanism in 
MANET. Black hole problem in MANET [1] is a serious security 
problem to be solved. In this problem, a malicious node uses the 
routing protocol to advertise itself as having the shortest path to 
the node whose packets it wants to intercept. In flooding based 
protocol, if the malicious reply reaches the requesting node before 
the reply from the actual node, a forged route has been created. 
This malicious node then can choose whether to drop the packets 
to perform a denial-of-service attack or to use its place on the 
route to exploit a man-in-the-middle attack.
In this paper, we focus on different types of black hole attacks in 
MANET such as single black hole attack and cooperative black 
hole attack and the several prevention and detection techniques 
are discussed. The rest of the paper is structured as follows. In 
Section II, we discuss about types of black hole attack. In Section 
III, we discuss the solutions of black hole attacks. Finally, we 
conclude this survey in Section IV.

II. Black Hole Attack
Black hole attack [1-2, 4] is a kind of Denial of Service (DoS) 
attacks in MANET.  In this attack, a malicious node waits the 
Route Request message (RREQ) from the neighbor nodes. When 
it receives the RREQ message, it sends immediately a false RREP 

with high sequence number to the source node. The source node 
assumes that the route is fresh route. However, when the source 
node sends the data packet to the destination node by using this 
route, the malicious node does not relay the packet and absorbs 
all data packets. Black hole attack can be classified into two 
categories [6]:

A. Single Black Hole Attack
Single black hole attack means the malicious node individually 
acts as a black hole node. It is called black hole attack with single 
malicious node.

B. Cooperative Black Hole Attack
Cooperative black hole attack means the malicious nodes act in 
a group. It is called black hole attack with multiple malicious 
nodes.
As an example, consider the following scenario in Fig 1. In this 
scenario, the node ‘S’ is the source node and ‘D’ is the destination 
node. ‘M’ is assumed malicious node. When the source node ‘S’ 
want to send the data packet to the destination node  ‘D’,  it  first  
broadcasts  the  RREQ message with destination sequence number 
10 to the neighboring nodes. So, the neighboring node ‘C’, ‘E’ 
and ‘F’ receive this message. So if the node M is a malicious 
node, it immediately sends back a RREP message to node ‘S’ 
with highest sequence number that it has an active route to the 
destination. The node ‘S’ assumes that this is the freshest route. 
So, the node ‘S’ ignores all other replies and sends the data packets 
to the destination through it. 

Fig. 1: Single Black Hole Attack
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However, the node ‘M’ absorbs all the data and thus behaves like 
a ‘Black hole’. 
Cooperative black hole attack is shown in fig 2. On the receipt 
of data packets, M1 

Fig. 2: Cooperative Black Hole Attack

Simply drops them or M1 forwards all the data to M2. M2 simply 
drops them instead of forwarding to the destination. Thus the data 
packets get lost and hence never reach the intended destination.

III. Solutions to Black Hole Problem
In this section, we will discuss different solutions proposed to 
combat black hole attacks in mobile Ad-Hoc networks.
The proposed solution by Deng [1] gives the approach of disabling 
the reply message by the intermediate node. This method avoids 
intermediate node to reply and hence avoids the black hole in 
certain case and implements the secure protocol. This increase 
the routing delay in large networks and a malicious node can take 
advantage by replying message instead of destination node. So 
for this one or more routes are used by the intermediate nodes 
which reply the RREQ messages to confirm the routes from 
intermediate nodes and destination nodes for sending out the 
data packets. In case if it does not exist, the reply messages is 
discarded from intermediate node and alarm messages are sent 
to the network. This method avoids the Black Hole problem thus 
preventing the network from malicious node. The message reply 
from the intermediate is not disabled which increase the routing 
overhead.
Mohammad Abu Obaida et al. [6] have proposed AODVR with 
several modules such as Packet Classifier, Extractor, Blacklist 
Tester, RREP sequence number Tester, Threshold Tester and 
ALARM broadcaster. As the packet arrives in the system Packet 
Classifier classifies it to be RREQ, RREP secure, RERR, ALARM 
and HELLO packet. AODVR assumes format of RREQ, RERR 
and HELLO Packets are as same as the AODV. However, it 
modifies the content and format of RREP and includes a new 
type of packet ALARM. Extractor extracts required contents of all 
types of packets other than HELLO. As a node is identified as black 
hole, ALARM Broadcaster broadcasts alert to neighboring nodes 

with the BLACK_LIST node as parameter. Any router receiving 
the ALARM packet forwards the message to its neighboring nodes 
thereby discovering the BLACK_LIST to the whole network. 
However the procedure of formulating the threshold is a bit 
overwhelming.  Formulations of correct threshold range keep 
black holes from intrude; while a wrong formulation may restrict 
an authentic node thereby disgrace it to be a black hole. The 
simulation results show that the packet delivery ratio (PDR) of 
AODVR exhibits almost same capability as the PDR of normal 
AODV. AODVR has delay efficient and sometimes it is better than 
AODV and a small increase in Normalized Routing Overhead 
(NRO) that is insignificant.
Saurabh Gupta et al. [7] have proposed the protocol BAAP based 
on Ad hoc On-demand Multipath Distance Vector (AOMDV). In 
BAAP, every node maintains the legitimacy table to choose the 
most legitimate node while sending RREP back to source node. 
Compared with AODV, the proposed BAAP modifies the content 
and format of RREQ, RREP and Routing Table. The proposed 
BAAP has introduced additional fields such as first_hop field 
in RREQ, Originator field in RREP, first_hop, validBit, Count 
field in routing table and an additional packet Route_Change 
Packet.  Moreover, BAAP modifies the function of HELLO 
packet.  Legitimacy table contains three fields: NodeID, Pathcount 
and Sentcount. NodeID field stores the IP address of the node 
whose legitimacy is being recorded. Pathcount field specifies 
the number of times the node has been chosen in the route and 
Sentcount field describes the number of successful connection 
times to destination through NodeID. These two count field are 
also used to define the Legitimacy Ratio. A higher legitimacy 
ratio means higher possibility of a node being non-malicious. The 
node which has the higher legitimacy ratio will be chosen for the 
data transmission. The proposed method prevents multiple black 
hole nodes.  However, it uses an additional Legitimacy table for 
avoiding malicious node to grab the path between source and 
destination.  Simulation result shows that BAAP has only 15% to 
20% loss of packet in the presence of 2-3 black hole nodes.
Sreedhar et al. [8] have proposed a secure communication among 
nodes in MANETs by calculating the Threat Value Parameter 
(TVP) at the network layer. The path is selected in such a way 
that the node with less Tvp values. Tvp is calculated for each node 
during routing and is checked against the threshold value. If it is 
higher than the threshold value, then there is a possibility for this 
node to be marked as node with prone to attacks for the current 
transmission and will not be suitable for further routing and an 
alternate path is selected  for  routing.  In the simulation results, 
the packet delivery percentage is more than 85% for all the node 
speeds and there is a smallest end-to-end delay.
Jaydip Sen et al. [9] have proposed the mechanism for defending 
against a cooperative black hole attack. This mechanism modifies 
the AODV protocol by introducing two concepts, such as Data 
Routing Information (DRI) table and cross checking. In the 
proposed scheme, the nodes that respond to the RREQ message 
during route discovery process send two bits of additional 
information. Every node maintains an additional DRI Table. In 
this Table, 1 represents true and 0 represents false. The table 
contains the three entries “node ID”, “From” and “Through”. 
“From” stands for the information on routing data packet from 
the node and “Through” stands for information on routing data 
packet through the node respectively. The Source Node (SN) 
broadcasts a RREQ message to discover a secure route to the 
destination node. The intermediate node (IN) replies Next Hop 
Node (NHN) and the DRI for that NHN to the source node. Upon 
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receiving the replies from the IN, SN checks its own DRI table 
for the reliability of the IN node. If SN has used IN before for 
routing data packets, SN starts sending the data packets through 
the IN node, otherwise  SN  sends  Further Request (FRq) to 
the NHN for the reliable IN. After receiving the replies with its 
NHN, the DRI of its NHN and DRI of IN, the SN compares this 
information by cross checking to judge the malicious nodes in the 
routing path.  This technique can identify multiple cooperative 
black hole nodes. The drawback of this technique is that the nodes 
have to maintain an extra database of past routing experiences in 
addition to normal routing information.  Simulation results show 
that packet delivery ratio can be improved by 17%.
Lalit Himral et al. [10] have proposed a method to find the secured 
routes and prevent the black hole nodes (malicious node) in the 
MANET by  checking whether there is large difference  between  
the  sequence  number  of  source  node  or intermediate node who 
has sent back RREP or not. Generally the first route reply will be 
from the malicious node with high destination sequence number, 
which is stored as the first entry in the RR-Table. Then compare the 
first destination sequence number with the source node sequence 
number, if there exists much more differences between them, 
surely that node is the malicious node, immediately  remove  that  
entry  from  the RR-Table. The proposed method maintains the 
identity of the malicious node as MN-Id and so in future, it can 
discard any control messages coming from that node. However, 
it cannot prevent cooperative black hole nodes.
Latha Tamilselvan, Dr. V Sankaranarayanan [11] have proposed 
a solution with the modification of the AODV protocol to avoid 
multiple black holes in the group. It uses Fidelity table where 
every node that is participating is given a fidelity level that will 
provide reliability to that node.  Any node having 0 value is 
considered as malicious node and is eliminated from the network. 
The fidelity levels of nodes are updated based on their trusted 
participation in the network. Upon receiving the data packets, 
the destination node will send an acknowledgement to the source, 
thereby the Intermediate node’s level will be incremented. If no 
acknowledgement is received, the intermediate node’s level will 
be decremented. The main drawback of this solution is processing 
delay in the network.
Payal N. Raj, Prashant B. Swadas [12] have proposed the method 
DPRAODV (A dynamic learning system against black hole attack 
in AODV based MANET) to prevent security of black hole by 
informing other nodes in the network. In normal AODV, the node 
that receives the RREP packet first checks the value of sequence 
number in its routing table. If its sequence number is higher than 
the one in routing table, this RREP packet is accepted. In this 
solution, it has an addition check whether the RREP sequence 
number is higher than the threshold value. If it is higher than the 
threshold value, then the node is considered to be malicious node 
and it adds to the black list.  As the node detected as anomaly, it 
sends ALARM packet to its neighbors. The routing table for that 
malicious node is not updated, nor is the packet forwarded to 
another node. The threshold value is dynamically updated using 
the data collected in the time interval. The threshold value is the 
average of the difference of destination sequence number in each 
time slot between the sequence number in the routing table and 
the RREP packet. The main advantage of this protocol is that the 
source node announces the black hole to its neighbors in order 
to be ignored and eliminated. In the experimental results, the 
packet delivery ratio is improved from 80% to 85% than AODV 
under black hole and 60% when traffic load increases. However, 
average-end-to-end delay and normalized routing overhead is 

little higher.
Mistry N et al. [13] have proposed the approach that modifies 
the working of the source node in AODV protocol, using an 
additional function Pre_ReceiveReply (Packet P). A new table 
Cmg_RREP_Tab, a timer MOS_WAIT_TIME and a variable 
Mali_node are added to the default AODV protocol. In the 
solution, after receiving the first RREP message the source node 
waits for MOS_WAIT_TIME and it save all the coming RREP 
messages into the Cmg_RREP_Tab table. Then, the source node 
analyses all RREPs from Cmg_RREP_Tab table and discard REP 
having very high destination sequence number. In this method, the 
node that sent RREP with high sequence number is considered to 
be the malicious node.  Then, the solution selects a reply having 
highest destination sequence number from Cmg_RREP_Tab table.  
The proposed solution maintains the identity of the malicious 
node as Mali_node, so that in future, it can discard any control 
messages coming from that node.  Moreover, in order to maintain 
freshness, he Cmg_RREP_Tab is flushed once an RREP is chosen 
from it. However, this solution fails to detect co-operative black 
hole attack.  Simulation results show that the PDR is increased by 
81.81% in the presence of black hole. However, there is 13.28% 
rise in end-to end delay.

IV. Conclusion
Black Hole Attack is a severe security attack that affects the 
performance of the MANET routing protocols. So, many 
researchers have proposed several methods for detection and 
prevention of black hole attack problem in MANETs. This paper 
has united various works related to black hole attack detection/
prevention methods in MANETs and pointed out their results and 
drawbacks. We observed black hole node detection and prevention 
mechanism. However,  no  one  is perfect  solution  since  most  
of  them  are  having  more  time delay, much network overhead 
because of newly introduced packets and some mathematical 
calculations. Therefore, black hole problem is still in research 
work. This paper will benefit more researchers to realize the 
current status of the black hole attack in MANET.  Finding an 
effective solution to black hole attack problem will be a future 
work.
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