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Abstract
Latest advances in mobile communication networks and increasing 
penetration of smart phones are transforming the mobile Internet 
and empowering end users with rich mobile experience. However, 
the limited computing and information/energy storage capabilities 
of mobile devices are hampering their abilities to support 
increasingly sophisticated applications demanded by users. The 
emerging cloud computing technology offers a natural solution 
to extend the limited capabilities of mobile devices. The resulting 
new paradigm of mobile cloud computing is being embraced by 
researchers and practitioners as an exciting new way to extend the 
capabilities of mobile devices and mobile Platforms, which has 
the potential for profound impacts on the business environment 
and people’s daily life. Empowered by mobile cloud computing, 
previously infeasible mobile applications are finding their ways 
into mobile devices. As we’re adopting cloud computing, we’re 
more aware of the security concerns it raises than we were of 
issues created by other large-scale technologies we adopted in 
the past. This is a wonderful thing! But security has yet not been 
achieved. While there’s still plenty of room for cloud providers to 
improve, many aspects of cloud security must be the responsibility 
of the consumer. In this paper, we have analysed some security 
issues that are critical to the security of mobile-cloud computing 
based project. 
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I. Introduction
Mobile device such as smart phone, laptop etc has become an 
essential thing for people now a days. Because of its mobility it 
has got huge popularity among users. By enabling wifi access or 
any kind of internet access on a mobile device, user can access 
or process desired information from anywhere in the space at any 
time. This is generally known as mobile computing. But it is not 
possible to carry all the essential information through such devices 
as there is limitation on storage capacity.  The cloud computing 
provides the services of storage or infrastructure, software and 
platform to its costumer at lower price. By subscribing cloud 
computing, mobile user can transfer their information to cloud 
or the storage space of particular server and access data from 
anywhere [4].
The cloud computing for mobile devices or mobile cloud 
computing(MCC) is defined as the combination of both concepts 
of cloud computing and mobile computing, which provides the 
user the facility of  sharing the storage space, platform and software 
of cloud or internet on mobile devices from anywhere in the space 
at any time by enabling internet on their devices.
Starting from big companies to ordinary mobile user will be the 
beneficiaries of the Mobile cloud computing. Company users 
can share resources and applications with low expenses, as the 
subscribers are charged according to their usage by service 
provider.  Whereas software developers can share the platform 
of cloud to develop and run the software on it. Mobile users can 
also avail the storage of cloud to store the data by purchasing 

from provider or in some cases small amount of storage space 
is available at free of cost e.g. Email etc. Many mobile network 
provider companies implemented cloud computing technology on 
mobile devices to get the benefit from mobile cloud computing 
such as Motoblur from Motorola, Live mesh from Microsoft and 
Mobile Me from apple etc [3].
The important factor of mobile cloud computing is about security. 
Security of mobile cloud computing is categorised in to two parts 
i.e. one is about the security for mobile users and another is about 
the security of data stored on cloud. In this paper our objective is 
to increase the security level of mobile application [6].

II. Mobile Computing
Mobile computing refers to an independent environment for 
enabling the availability to the user of accessing and processing 
the data from anywhere through mobile devices. It gives the 
user facility to access internet through wifi or wireless internet 
connections. Because of mobile computing  user is not limited to 
fixed traditional computers for processing or accessing information. 
Mobile computing is combination of hardware, software and 
communication channels. Hardware such as required physical 
peripherals for devices and software refers to various applications 
or programs that are installed in mobile. Communication channel 
is one by which mobile devices are connected to internet or each 
other. Though mobile computing provides facility to user of 
multitasking, still there is some limitations.

A. Limitation of Mobile Computing

1. Limited Power 
Mobile device is capable of working, till the battery is got 
discharged. There is chance of unavailability of computing data 
after a certain limited period due to limitation of battery power.

2. Less Quality of Service
As mobile devices are connected through wireless medium, 
wireless communications are not faster than wired communication 
as well as it can be affected by weather, building etc. User requires 
more time to access data from internet.

3. Less Storage Capacity
Storage capacity of mobile device is less as compared with 
traditional computers. Therefore it is not always capable of storing 
required amount of data.

III. Cloud Computing
Cloud computing became very popular since 2007. Because of 
cloud computing user can either store their data on server of 
particular provider or share their resources and use its application. 
. According to NIST[1] cloud computing is a model for enabling 
convenient, on-demand network access to computing resources 
that can be rapidly provisioned and released with minimal 
management effort.
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Fig. 1: Phrases of Computing

The fig. 1 [7] Six computing paradigms – from mainframe 
computing to Internet computing, to grid computing and cloud 
computing.

A. Cloud Computing Services
Cloud computing provides three services such as Software as 
a service(Saas), Platform as a service(Paas),Infrastructure as a 
service(Iaas). The figure[5] that describes the services with some 
examples are shown below.

Fig. 2: Cloud Computing Services

Saas(Software as a service) :  It provides the services of 1. 
using application of software to costumer according to their 
demand. User avail the software on cloud and install and run 
it on their computer at lower price than original price.
Paas(Platform as a service): It includes the service of sharing 2. 
variety of platform to the customer for running the software 
on it. Many software companies need this service to test 
and develop their products on various platform as per their 
wishes.
Iaas(Infrastructure as a service): It helps to store their data on 3. 
cloud and get the facility to access data from it as per their 
wish through internet.

B. Categories of cloud
There are different types of cloud

Public Cloud: The data stored in public cloud can be accessed 1. 
by any user with internet facility. e.g. Google
Private Cloud: Private Cloud can be accessed by limited 2. 
categories of people. It is built for security purpose.
Community Cloud: Community Cloud can be accessed by 3. 
more than one group of people or organisation those have 
similar requirement.
Hybrid Cloud: Hybrid Cloud is combination of more than 4. 
two categories of cloud either mixture of public Cloud and 
private cloud or Private and community Cloud so on.

IV. Mobile Cloud Computing
Mobile Cloud Computing or MCC is combination of both Mobile 
computing and cloud computing. So we can define MCC as the 
use of cloud computing in mobile computing environment.  
Architecture of MCC is shown in fig. 3 [2].

Fig. 3: Architecture of Mobile Cloud Computing

Advantages of mobile cloud computing:
Unlimited storage capacity: User can store their data on cloud 1. 
rather than storing on their devices.
Availability of data: Data can be available on demand 2. 
anywhere in the space as cloud can be accessed anywhere
Less expensive: User can access all the service of mobile 3. 
cloud computing with low price as per the use.
Platform independent: User can install and run any kind of 4. 
software on their devices by subscribing Paas.

V. Security Issues in Mobile Cloud Computing
Mobile cloud computing provides a better platform to keep data 
on cloud for the availability of data at anywhere in the space as 
well as accessing the data through mobile devices. Through which 
user can get the facility of retrieving data as per the request to 
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service provider.  Security is a major concern for mobile cloud 
computing as user has no control over data on cloud. Public clouds 
are accessible by numbers of user. There may be chance of steal 
data by third party. The security in MCC are categorised in to 
two aspects, i.e. the security for mobile user and the security for 
data on cloud [6].

A. Security for Mobile Users 
User prefers to access and process data through mobile devices. 
Mobile devices such as cellular phones, Smartphone etc. are 
mostly affected by various malicious codes (e.g. Viruses, worms 
etc.). There is another possibility of insecurity in privacy as mobile 
phones are integrated with GPS (Global Positioning System) 
device. Therefore user must be aware while using mobile devices 
based on cloud technology.

1. Security for Mobile Application
The use of antivirus such as AVG, Kaspersky, Mc Afee on mobile 
devices helps to detect the security threats. But running antivirus 
program on mobile device always is more difficult than on 
traditional PC, as there is limitation of storage capacity, Power 
in mobile device. In order to keep on maintaining security on 
mobile devices many approaches are developed to detect threats 
on cloud. Cloud Av is the better solution for the above problems 
as it provides service to detect malware on cloud. Cloud Av has 
two components. Host agent is a lightweight process that runs on 
mobile device and acts as an antivirus on PC and detects threats on 
mobile device. Another component is network agent that verifies 
the files on cloud and determines whether files are affected by 
malicious codes or not. Mobile user can be benefited by applying 
cloud av platform for mobile environment.

2. Privacy
By enabling GPS (Global Positioning System) on mobile 
devices, mobile user can get facility of current location by using 
LBS(Location Based services). Mobile user provides some 
personal information while using LBS. LBS faces privacy issues 
as there is chance of insecurity of provided information. The 
problem becomes more complex, when another user has some 
important information of particular user. It is easier for third party 
to collect such information like current location by providing those 
important information. LTS(Location Trust Server)  gathers the 
information regarding addresses of current location and place it in 
clocked region. After receiving mobile user requests, the clocked 
region is sent to LBS. LBS can identify receiver based on some 
general information. If the third party is able to produce such 
general information, it may cause insecurity of privacy.

B. Securing Data on Cloud
As we know through Infrastructure as a service (Iaas) many cloud 
service provider provides storage facilities to customers as service. 
By subscribing the service costumer keeps their data on large 
data centres of service provider. Various cloud service providers 
use various technologies for the protection of stored data on their 
cloud. But the question is about the security of data on cloud, that 
means the provided security by the provider  is how much secured 
of the data stored on their server.  

1. Integrity
Although these service providers promise for the security of stored 
data, still there is many cases the data stored in these cloud have 
been modified or lost without permission of costumer. It may be 

due to some security breach or human error [8].  The mobile cloud 
user should ensure the integrity of data that are stored on cloud. 
The access to individuals or organisation to modify or delete data 
on cloud must be verified or authenticated. 
The service providers use different encryption techniques like 
public key encryption and private key encryption to secure the 
data stored on cloud. In case of private encryption algorithms 
such as DES, Triple DES, RC2, RC4 etc. the same key is used 
for both encryption and decryption. Sender sends the data to the 
receiver after encrypting the data using the key and the receiver 
decrypts the data using the same key. Whereas in case of public 
encryption algorithm such as RSA, DSA, PGP etc.  there is two 
sets of keys are used i.e. private key and public key. Sender sends 
the data by encrypting public key and receiver decrypts it using 
private key.

2. Authentication
The purpose of authentication is to keep data from unauthorised 
access. Cloud computing provides platform to store information 
on cloud and access those information as it is required by enabling 
internet of devices. Public clouds are accessible to numbers of 
user. So there is chance of hacking information by third party. 
Users are provided PINs or password to access data from cloud. 
Still there is possibility to avail PINs by third party by injecting 
viruses or enabling hacking programs to it. Users must be aware 
of those viruses like Google hacker, XSS (Cross site Scripting 
attack), DNS attack etc.  

3. Digital Rights Management
The stored digital contents such as video, image and e-books 
are often pirated and illegally distributed. It implements some 
solutions like encryption and decryption key to access to digital 
contents to protect from piracy.

VI. Conclusion
Mobile Cloud Computing is the mixture of mobile computing 
and Cloud Computing. Mobile Computing provides the facility 
of mobility to anywhere in the world to users where as Cloud 
Computing provides platform to store data on virtual world, where 
data are not depended on any particular device. As a result MCC 
helps user to access data from anywhere by any devices using 
internet.
Mobile users are benefited from many ways like memory, battery 
power consumption, platform, software by enabling cloud 
computing on mobile devices. Many provider provides many 
facilities as services to user and adopts different techniques for 
security of data stored on cloud. Still security is a major issues 
for mobile cloud computing.
In this paper we discussed on various aspects of security in MCC. 
Security issues in MCC are categorised to two parts. One is about 
the security of mobile users and another is about the security of 
data on cloud. Researches are still on progress to provide secured 
cloud services to mobile user. By 2015, it is expected that cloud 
computing will bring new revolution in case of mobile world. 
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