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Abstract
Cloud computing has emerged as a new computing paradigm 
that impacts several different research fields, including software 
testing. Testing cloud applications has its own peculiarities that 
demand for novel testing methods and tools.  On the other hand, 
cloud computing also facilitates and provides opportunities for 
the development of more effective and scalable software testing 
techniques. Testing of cloud applications   has a number of features 
that make it different from conventional software testing. Mutation 
testing is a fault-based testing technique that has the advantage 
of easy automation, and can check  the thoroughness of testing 
performed. This paper provides Novel architectural framework 
for cloud computing with embedded mutation engine that may 
lead to better performance.
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I. Introduction
Cloud Computing is a model that offers the vision of a virtually 
infinite pool of computing, storage and networking resources 
where applications can be scalable deployed [9-10].Cloud testing 
provides an end-to-end solution that transforms the way testing 
is done and can help an organization boost its competitiveness 
by reducing the expense of testing without negatively impacting 
mission-critical production applications[11-12].
Testing Cloud software has exclusive testing issues. Many 
Research work having sited that traditional testing methods 
are least effective in cloud software testing. Mutation testing  
can indicate how “good” a given  suite is. It is very difficult to 
quantitatively measure the effectiveness of a designed test suite 
in detecting bugs. This led researchers to the concept of mutation 
testing. 
Mutation testing [1-3] is a fault-based technique that helps a tester 
to increase the effectiveness of his test suite. Design test cases that 
can detect it let the tester to design additional test cases to detect 
certain faults that were not detected by the originally designed 
test suite. Mutation testing is an effective way to detect and fix 
programming errors though it is not very effective in detecting 
and fixing algorithmic or logic errors. However, often critical 
and difficult to detect errors in a program occur due to simple 
programming errors. 

II. Basics of Cloud Cmputing
Cloud computing [8-9] at it simplest is internet-based 
computing.
Following are the four cloud infrastructure deployment types 
within the cloud model: 

Public cloud (off-site and remote) describes cloud computing 1. 
where resources are dynamically provisioned on an on-
demand, self-service basis over the Internet, via web 
applications/web services, open API,  from a third-party 
provider who bills on a utility computing basis[6].
A private cloud environment is often the first step for a 2. 
corporation prior to adopting a public cloud initiative. 

Corporations have discovered the benefits of consolidating 
shared services on virtualized hardware deployed from a 
primary datacenter to serve local and remote users. 
A hybrid cloud environment consists of some portion of 3. 
computing resources on-site (on premise) and off-site (public 
cloud). By integrating public cloud services, users can leverage 
cloud solutions for specific functions that are too costly to 
maintain on-premise such as virtual server disaster recovery, 
backups and test/development environments [7].  
A Community cloud is formed when several organizations 4. 
with similar requirements share common infrastructure. Costs 
are spread over fewer users than a public cloud but more than 
a single tenant [5,9]. 

The resources of the cloud, while owned and maintained by a cloud 
service provider, are often borrowed by the enterprise. There are 
three acknowledged types of service offerings: 

SaaS is a software delivery methodology that provides  • 
licensed multi-tenant access to software and its functions 
remotely as a Web-based service.
IaaS is the delivery of technology infrastructure as an on • 
demand scalable service [13].
PaaS  provides all of the facilities required to support the • 
complete life cycle of building and delivering web applications 
and services entirely from the Internet [7].

III. Effectiveness of Mutation Testing
Like other fault based approaches, efficiency of mutation testing, 
depends on types of faults the mutation system is intended to 
represent. 
Mutation testing can be fully automated to bring a new level of 
error-detection capability to the software developer. At present 
the tools are semi-automatic in the sense that through mutant 
program are automatic the test suite has to be manually executed 
and the program results have to be manually checked to detect 
any faulty behavior of the program. Automated mutation testing 
tools can find Errors that are, once time-consuming to find and 
fix can be found automatically [3,4]. 

IV. An Implementation of Our proposed Cloud 
Architecture
We have implemented our approach to realize a prototype tool. 

Fig. 1:  A Schematic Mutation Engine Model With Cloud 
Architecture  

As shown in fig. 1, in our proposed model mutants are created 
by using identified mutation operators. In our proposed 
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approach automated tests build the test data, run the test and 
examine the result automatically. 

Experimental Results

Table 1: Fault Detected Using Cloud Application With Our 
Model

Application Seeded 
Faults

Fault_Using traditional 
approach

Fault_ our 
approach

A 11 9 26

B 12 12 18

C 16 8 23

D 9 7 32

Fig. 2: Comparative Performance Results

From above analysis, we can identify that out model reveals more 
faults then Traditional cloud testing.

V. Conclusion
High quality software  can not be developed  without resorting to  
high quality testing. Cloud based mutation testing is especially 
useful for testing of large software systems. However, at present 
the available mutation testing tools are semiautomatic in the sense 
that, tests case execution is at present being done manually.   This 
is proving to be a bottleneck in widespread use of mutation testing 
techniques. Our preliminary results show that, using proposed 
mutation engine embedded with cloud architecture gets higher 
performance. 
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