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Abstract
Service-Oriented Architecture (SOA) is a flexible set of design 
principles used during the phases of systems development and 
integration in computing. A system based on a SOA will package 
functionality as a suite of interoperable services that can be used 
within multiple, separate systems from several business domains.
SOA also generally provides a way for consumers of services, 
such as web-based applications, to be aware of available SOA-
based services. XML is commonly used for interfacing with SOA 
services, though this is not required. This paper will provide a 
comprehensive guidance on best practices for testing SOA 
Solutions. This document includes a review of the following 
topics that will need to be addressed to ensure a successful SOA 
implementation:

How do we validate services for functional requirements?1. 
How do we manage testing the complexity of testing – 100’s 2. 
of services?
How can end-to-end testing be included in the automated 3. 
release process?
How does access to multiple versions of Web services affect 4. 
the end-to-end testing process?
Multi-user matching of request/responses5. 
How can BPEL testing done6. 
The key to SOA quality is to involve business analysts7. 
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I. Introduction
A service-oriented architecture (SOA) is the underlying structure 
supporting communications between services. SOA defines how 
two computing entities, such as programs, interact in such a way 
as to enable one entity to perform a unit of work on behalf of 
another entity. Service interactions are defined using a description 
language. Each interaction is self-contained and loosely coupled, 
so that each interaction is independent of any other interaction. 
Simple Object Access Protocol (SOAP)-based Web services are 
becoming the most common implementation of SOA. However, 
there are non-Web services implementations of SOA that provide 
similar benefits. The protocol independence of SOA means that 
different consumers can communicate with the service in different 
ways. Ideally, there should be a management layer between the 
providers and consumers to ensure complete flexibility regarding 
implementation protocols.

II. SOA and Web Services
SOA is not Web services, but web services are the preferred • 
standards-based way to realize SOA  .
Web services are software systems designed to support • 
interoperable machine-to-machine interaction over a network. 
This interoperability is gained through a set of XML-based 
open standards, such as WSDL, SOAP, and UDDI. 
Interoperability is the most important principle of SOA. This • 
can be realized through the use of web services, as one of 
the key benefits of web services is interoperability, which 

allows different distributed web services to run on software 
platforms and hardware architectures.

III. Web-Based Application Testing
Software testing is a difficult task and testing Web-based 
applications may be even more difficult, due to the peculiarities 
of such applications. In the last years, several problems in the field 
of Web-based applications testing have been addressed by research 
work, and several methods and techniques have been defined and 
used to test Web-based applications effectively. This paper will 
present the main differences between Web-based applications and 
traditional ones, how these differences impact the testing of the 
former ones, and some relevant contributions in the field of Web 
application testing developed in recent years. The focus is mainly 
on testing the functionality of a Web-based application, even if 
some discussion about the testing of non-functional requirements 
is provided too. Some indications about future trends in Web 
application testing are also outlined in the paper.
The web Browser has an ability to send information through a 
map of string to a web server. The server deals with the requests 
by passing it off to an engine running application code. Test Client 
and server part. Test parts of the server side code that are not 
directly concerned with being part of web application. Test parts 
of the client side code that have no server interaction. Js Unit a 
testing framework for testing JavaScript.
Web-based testing can present a variety of issues that typically 
aren’t concerns for traditional desktop applications. Examples 
of specialized Web-testing would be things like browser 
compatibility testing, Web accessibility testing, checking for 
dead links and client and server messaging considerations, just 
to name a few. As with testing any application, project managers 
should understand the underlying technology and know the tools 
and processes that are best suited for the development team to 
operate smoothly. Many tools and development resources that 
are used for Web development will be different from those used 
for other technologies.

IV. Web Application Testing Methodologies 

A. Usability Testing
For an application to be effective, the user interfaces should 
comply to standards. Follow globally accepted conventions 
wherever applicable. For example, color coding conventions 
indicate that red is used to stop a process and green to start one. 
Usability testing plays a pivotal role with applications that are 
designed to make manual tasks easier. The applications should 
comply with accessibility standards. For example, the widely 
used captcha code has an option for spelling for people who are 
visually challenged.
Keep the following guidelines in mind when undertaking usability 
testing?

Ensure proper navigation between web pages.1. 
Be sure to have a site map.2. 
Use appropriate color combinations and best practices.3. 
Avoid over-crowded content. 4. 
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Practice user friendliness to all types of users, from novice 5. 
to expert.
Provision support for physically challenged people.6. 

B. User Acceptance Testing
The objective of user acceptance testing is to make sure your 
application meets the expectations of the user. It ensures that the 
application is fit enough to be deployed and used effectively. The 
following are tips for user acceptance testing:

Ensure browser compatibility.1. 
Make sure that mandatory fields are given data in forms.2. 
Check for time outs and field widths.3. 
Be sure that proper control is used to feed data. For example, 4. 
when requesting gender information, use an option button.

Alpha and beta testing are the two types of user acceptance 
testing.

(i). Alpha Testing
Testing in a development environment by developers.

(ii). Beta Testing
Testing in a deployment or client environment by end users.

(iii). Performance Testing
Performance testing on web applications measures the performance 
under various scenarios. Performance tests include:

(iv). Stress Testing
To determine the maximum performance limits of an 
application.

(v). Scalability Testing
To find out how adaptable the application is to changes in software 
and hardware.

(vi). Load Testing 
To get an idea of how the application behaves under a heavy load. 
This test yields information and details about memory usage, CPU 
usage, and so forth.

C. Security Testing
Security testing for your application is very important if data leaks 
or modifications are un-acceptable and intolerable. For example, if 
a university application includes the academic grades of a student, 
then security testing should ensure that the system cannot be 
hacked. For e-commerce applications, which sometimes involve 
banking transactions, security testing is critical. It should also 
ensure that sufficient authentication and authorization mechanisms 
are in place. Security testing can be static or dynamic. 

1. Static
Static testing involves doing a static code analysis to check for any 
vulnerability. The goal is to understand the code flow and check 
for security threats by walking through the code.

2. Dynamic
Dynamic testing entails running the application to see if the 
response is as expected for the associated request. It is very similar 
to black box testing.

D. Functional Testing
Functional testing ensures that individual functions are working 
well. Test cases should ensure that boundary conditions are tested. 
Invalid inputs should prompt appropriate error messages.
In web applications, functional testing can range from testing 
whether links are working to checking whether changes made 
by users in a web page are reflected in the database. Some of the 
functional tests for web applications include:

Database testing1. 
Configuration testing2. 
Compatibility testing3. 
Flow testing4. 

E. Interface Testing
Conduct interface testing to ensure that individual components 
are connected properly. The output of one module should be fed 
to the intended module without any issues. Interface testing plays 
a vital role for your applications that are developed to work on 
multiple platforms. The following are considerations to keep in 
mind during interface testing:

Ensure that data flow occurs smoothly and as expected between 1. 
modules in a single application and between applications.
Ensure that the interfaces exposed by components are generic 2. 
and extensible. They should be able to accommodate changes 
to the components while remaining backward compatible.

IV. Architecture of Web Testing Environment
The subsystems consists of following

Source Document Analysis Subsystem• 
Test Management Subsystem• 
Test Development Subsystem• 
Test Execution Subsystem• 
Test Failure Analysis Subsystem • 
Test Measurement Subsystem• 

Fig. 2: Architecture of Web Application Testing Enviroment

V.  SOA Based Web Application Testing
Conventional software testing methodologies often do not provide 
an efficient and accurate test plan for SOA. Since SOA is a loosely 
coupled, distributed architecture based on reuse, it presents many 
potential sources of failure. This necessitates a more robust test 
methodology that covers several new areas, such as reuse, agility, 
vulnerability; compos ability testing, etc. that is unique to SOA.
This paper discusses an overall SOA testing methodology and 
additional test areas specific to SOA. It also highlights the 
importance of an SOA tester, who needs to be knowledgeable not 
just of testing tools, but also of some amount of SOA philosophy/
domain knowledge to be a genuine value-add to the SOA testing 
process. 
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VI. SOA Test Methodology (A Case Study)
An enterprise SOA program usually has multiple projects involving 
applications and services developed in parallel. Ideally, service 
development should lead composite application development by 
at least one activity or cycle for smooth integration and testing 
of applications and services. Careful planning is required to 
ensure that all dependencies are accounted for between services 
and composite application development. This means that before 
unit testing the (composite) application, the services required for 
it should have already been unit tested.  Services should have 
also undergone additional tests for reusability, agility, inter-
operability and security before they are consumed by composite 
applications. 
Traditional systems would undergo functional testing comprising 
unit, integration, system, acceptance, regression testing and 
performance testing comprising stress, fail over, break and 
endurance testing. SOA functional testing focuses on testing the 
functionality for the composite application that is built using sub-
systems or modules that are independent of the rest of the IT 
eco-system. It also involves testing services that are woven into 
the application logic with dialog control handled by either BPEL 
engines or non-BPEL implementations. The concept of using and 
composing reusable services to construct new applications thus 
brings the following additional test areas into overall SOA testing 
as depicted in the diagram shown below. 

VII. Testing of SOA Architecture
How do you test SOA architecture? You don’t. Instead, you learn 
how to break down the architecture to its component parts, working 
from the most primitive to the most sophisticated, testing each 
component, then the integration of the holistic architecture. In 
other words, you have to divide the architecture into domains, 
such as services, security, and governance and test each domain 
separately using the recommended approach and tools. SOA is 
loosely coupled with complex interdependencies and a SOA 
testing approach must follow the same pattern.

Fig. 3:

IX. SOA Testing Life Cycle

Fig. 4:

X. Conclusion and Future direction
The Major Challenges of SOA based web application testing no 
user interface for the services in SOA applications and Lack of 
visibility into loosely coupled business level services. Dependency 
on availability of any internal or external services that offers a 
business function to perform E2E testing.SOA initiative has 
thrown complexities in the integration framework that requires 
complete testing of business workflows across every heterogeneous 
technology layer of the SOA at both system and component level. 
This poses a challenge on testing methodologies. Test Coverage

In this article, we examined the additional test areas for SOA 
and the need for a specialized testing methodology. The key 
to SOA quality is to involve business analysts, executives, and 
architects as an integral part of regular quality audits, in addition 
to test engineers as specified in this document to ensure reuse and 
required agility at the enterprise level and security testing.
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