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Abstract
Cloud Computing is internet based computing whereby 
information, IT resources and software applications are provided 
to computers and mobile devices on demand. It enables highly 
scalable services to be easily consumed over the Internet on an 
as needed basis. As cloud computing is expanding rapidly, data 
security issues in the cloud is major concern. To retain confidential 
data leakage and loss of privacy in the cloud, this paper propose 
an object centred mechanism where firstly authentication is done 
and only authorized users can access data through an intermediator 
CSP. This provides centralized access of data with more security 
and database distributed authentication. This mechanism increases 
security as CSP obtains data from cloud on user and owner 
request.  
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I. Introduction
Cloud computing is often confused with other similar computing 
paradigms. Examples of common computing models that are not 
cloud computing are: peer-to-peer networks, Service-Oriented 
Architecture (SOA), grid computing (for example, the SETI@
home project), and network asset sharing (networked printers, 
NAS disk drives, etc.).
The basic cloud computing model is shown below in fig. 1. 
Servers, storage, applications and services are accessed via a 
common network. They are shared between organizations and 
accessed by users or applications. The users may be members of 
the organizations working on-premise, remote workers, customers, 
or members of the general public.

Fig. 1: Basic Cloud Computing Model

Cloud computing ensures highly scalable, technology-enabled 
services that can be easily consumed over the Internet on an as-
needed basis. The convenience and efficiency of this technology 
comes with privacy and security risks [1]. A significant barrier to 

the adoption of cloud services is that of confidential data leakage 
and loss of privacy in the cloud. There are innumerous cloud 
computing providers like Amazon, Google, Salesforce, Yahoo, 
Microsoft and others that are providing cloud computing services 
and they provide a variety of services to the customers [2].
To allay users benefit, there should be an effective procedure for 
customers so that they can observe the use of their information in 
the cloud. Consider an example, customers want to make sure that 
their data and information is managed according to the contracts 
made at service level. Traditional accessibility control techniques 
are designed for such websites such as directories and operating 
system, or techniques using a central hosting server in allocated 
surroundings that are not correct due to following functions 
characterizing cloud surrounding:

Information managing can be contracted by the Cloud Service 1. 
Provider (CSP) to other objects in the cloud and these objects 
can also assign projects to others and so on.
Entities or the objects are permitted to be a part of and keep 2. 
the reasoning in a versatile manner. As a result, data handling 
in the cloud goes through a complicated and powerful 
ordered service sequence that is not available in traditional 
surroundings [3].

To overcome the above problems, we recommend a novel strategy 
in which an agent that is CSP is used to get data from cloud on 
owner and user request and on that request basis data authentication 
which is given to user and owner is accessible by them. This paper 
also extend security level as there is no access of owner and user 
to the main database, they can just give user id and password and 
CSP request to access the data.

II.  Related work
In this section, we first review related works addressing the privacy 
and security issues in the cloud. Then, we briefly discuss our work 
that increases security.
Cloud computing has raised a range of important privacy and 
security issues [4-6]. Such issues are due to the fact that, in the 
cloud, users’ data and applications reside at least for a certain 
amount of time on the cloud cluster which is owned and maintained 
by a third party. Concerns arise since in the cloud it is not always 
clear to individuals why their personal information is requested 
or how it will be used or passed on to other parties. Pearson et 
al. have proposed accountability mechanisms to address privacy 
concerns of end users [6] and then develop a privacy manager 
[7]. Their basic idea is that the user’s private data are sent to the 
cloud in an encrypted form, and the processing is done on the 
encrypted data. The output of the processing is decrypted by the 
privacy manager to reveal the correct result. However, the privacy 
manager provides only limited features in that it does not guarantee 
protection once the data are being disclosed.
S.Sundareswaran [9] proposed a novel highly decentralized 
information accountability framework to keep track of the actual 
usage of the users’ data in the cloud. In particular, they leverage the 
programmable capability of Java JAR files to enclose the logging 
mechanism together with users’ data and policies. This approach 
ensures that any access to users’ data will trigger authentication and 
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automated logging local to the JARs. To strengthen user’s control, 
this provides distributed auditing mechanisms. Researchers 
have enquired accountability as a provable property through 
cryptographic mechanisms in the field of electronic commerce [8]. 
MdMasoomRabbani [5] proposed the multi-layered architecture to 
address accountability of the data while sharing in the multi user, 
heterogeneous and distributed computing environment. The multi-
layered architecture is evaluated and shows that the accountability 
of the data is ensured which increases the trust between the end 
user and the service provider. Muthulakshmi V [11] proposed 
innovative requests for automatically logging any access to the 
data in the cloud together with an authenticating mechanism. This 
approach allows the data owner to not only audit his content but 
also enforce strong back-end assurance if needed.
In a summary, all these works do not include security at higher 
level and users directly access data and information from cloud 
database. 

III. Proposed Methodology
Cloud computing is really becoming popular worldwide as it 
offers innumerable benefits to the clients. The cloud computing 
technology is the backbone of various Internet services and it 
allows customers to only pay for the computing resources they 
need and when they need them. This is cost effective manner 
and to lower the obstacle of entry for such applications and it 
is a cloud-based applications to enabled supports [10] but at the 
same time the security issues has created a big hurdle to the wide 
adoption of the cloud services. Here the proposed multi-layered 
architecture is defined in view of the specific case scenario.
Suppose owner Bob wants to upload her data to some Xcloud 
service. There are following requirements:

Owner sends request to intermediator CSP and if owner is 1. 
authenticated then CSP grants the permission.
Then, through CSP, owner can upload data on the cloud 2. 
database.
The authorized users can see the uploaded files for 3. 
downloading.
If some user wants to download any file then that user has to 4. 
get permission from CSP.
Then after getting the permission, user can download the file 5. 
by paying the specified fees.

Here, Cloud Service provider grant access right to the users and 
owner. After uploading the data in cloud, it will be fully available to 
the users through cloud service provider. The proposed architecture 
is as shown in fig. 2.

Fig. 2: Architecture of the Proposed System

In this architecture, we have used an intermediator Cloud Service 
Provider (CSP) that is used to get data from cloud on owner and user 
request and on that request basis data authentication, authorized 
owners can upload files on cloud through CSP. Authorized users 
can download files from cloud through CSP by paying the specified 
fees. Another main advancement in our proposed method is the 
accessibility that is the data base server is divided into two level 
hierarchies: One is where user’s login details is there and another 
is where all other updates related to data of owner, conditions, 
uploading files, downloading files, etc is there.

Fig. 3: Data Flow Diagram of Proposed System

The overall proposed framework, combining data, users, owner, 
CSP is sketched in fig. 3. At the beginning, each user or owner 
send request to CSP. Then, if they are authenticated request is 
forwarded to Cloud database, the Cloud service will be allowed 
to access the data enclosed in cloud database meaning processed 
data is returned back to respective user or owner. By implementing 
this, security level gets increased as there is no access of owner, 
user to the main database where data is stored and they can just 
send request to CSP to access data from cloud.

IV.  Conclusion and Future Work
We proposed an object centred mechanism having centralized 
access of data with more security and database distributed 
authentication meaning database is divided in two levels one for 
authentication and other for checking and saving details relate to 
uploading, downloading, etc. Our approach enforces strong back 
end security as users and owner cannot directly access the data 
from cloud and only through intermediator they can do so.
In the future, we plan to refine our approach by keeping data in 
encoded form at cloud server and use more complex logging 
mechanism in order to ensure more security.
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