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Abstract
The MK-Auth is an optical challenge-response authentication 
solution for web services where a camera phone is used as a 
secure hardware token together with a web camera to provide 
fast, simple, highly available and secure authentication. The MK-
Auth is suitable for authentication in central identity management 
systems, such as OpenID. The previous algorithms, which are used 
for authentication, employ DES for encryption of data. In recent 
years, the cipher has been superseded by the Advanced Encryption 
Standard (AES). We have demonstrated the performance of the 
MK-Auth algorithm using case studies.
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I. Introduction
The MK-Auth is an optical challenge-response solution where a 
camera phone is used as a secure hardware token together with a 
web camera to provide fast, simple, highly available and secure 
authentication. The MK-Auth is suitable for authentication in 
central identity management systems, such as OpenID. The 
previous algorithms, which are used for authentication, employ 
DES for encryption of data. In recent years, the cipher has been 
superseded by the Advanced Encryption Standard (AES). So the 
work investigates the performance of the MK-Auth algorithm 
using AES. If an attacker steals the phone used for the MK-Auth, 
the attacker can either use the application directly or extract the 
secrete key. To mitigate this risk, present paper proposes a novel 
scheme to use trusted hardware on the mobile phone to provide 
secure storage for the secret key.

II. Motivation
With video chats and similar applications in use today, web 
cameras are becoming very common. It is also a part of the user 
experience to be able to login by simply holding up a phone, 
taking a picture and turning the phone around.
Technical advances in Computers, Handheld devices and 
telecommunication technologies are helping to devise better 
authentication solutions. Smart phones are now cheaply and easily 
available in the market. Popularity of smart phones is steadily 
increasing day by day due to freely available android operating 
system. All these developments motivated me to deal with the 
challenges in authentication using these devices. The Matrix code 
challenge response authentication solution uses camera equipped 
smart phones and latest encryption standards for data security.
The MK-Auth is a fast and simple authentication solution for the 
web that is designed to be as easy to use as normal passwords, 
while also being more secure, particularly in situations where 
authentication is done using an untrusted computer. The MK-Auth 
uses a camera-equipped mobile phone to implement a challenge-
response authentication protocol. Data is transferred to and from 
the mobile phone using two-dimensional barcodes. The MK-
Auth is designed for applications that require better security than 

plain passwords can provide, but where usability, simplicity and 
availability cannot be sacrificed.

III. Related work
A number of other approaches to strong authentication on the 
web using mobile phones have been presented over the years. 
There have also been attempts at optical systems that bear some 
similarities to the MK-Auth.

A. Secure web authentication
K. Rannenberg[1] designed a Secure Web Authentication. SWA 
proves that a user owns a specific mobile phone and if the user does, 
access to a web site is allowed. When a user is going to log in to a 
web application they are redirected to a trusted third party where 
they enter a username. A session name, a short string of characters, 
is then sent to users phone via SMS and is simultaneously shown 
in the web browser. If an attacker manipulates the session name 
shown in the browser it will not match the session name sent to 
the phone. After displaying the session name, the WAP browser 
of the phone is directed to a site where the user can deny or allow 
the current session, thus using a direct channel from the phone 
to the trusted third party instead of via the untrusted computer. If 
the user allows the current session, the user is logged in on the 
computer.
Unlike the MK-Auth, Secure Web Authentication depends on 
a side channel. Use of a side channel can increase security, but 
decreases availability since the user may not have access to (or 
may not want to access) the mobile phone network. For example, 
when abroad, the charges for using the phone network can be 
high, and in such a situation a solution that can be used without 
connecting to the phone network is less costly for the user. There 
are also situations when there is no phone network available, for 
example a CDMA phone will not work on a GSM network.

B. Strong Authentication With Mobile Phone
D. Van Thanh, T. Jonvik, B. Feng and I. Jorstad[2] devised Strong 
Authentication with Mobile Phone (SA). SA method consists of 
several different methods where user’s phone operator is used as 
a trusted third party. A secret identifier (e.g. IMSI number) stored 
on the users SIM card (Subscriber Identity Module) and listed in 
the phone operator’s user database is used to prove the identity of 
the user. This secret information is used to calculate session IDs 
and challenges as described below. When attempting to log in to 
a web site supporting SA, the user is redirected to the SA server, 
which acts as a trusted third party. The user then logs in by 1) 
sending an SMS to the SA server acknowledging that a session ID 
shown in the computers browser and one sent to the users phone 
is the same, or 2) sending an SMS to the SA server, containing 
a response calculated by the phone to a challenge shown in the 
computers browser and typed into the phone by the user (or sent 
via Bluetooth), or 3) receiving the challenge from the SA server 
via SMS, calculating the response with the phone and sending 
the response to the computer via manual typing or Bluetooth, 
or 4) using the EAP-SIM protocol for strong authentication via 
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Bluetooth, or 5) using EAP-SIM via SMS.
When using SA with a phone, either a side channel or Bluetooth 
is required. Furthermore, SA uses a static secret rather than 
challenge-response, and requires the participation of a mobile 
phone operator. In contrast, the MK-Auth requires no side channel 
or special hardware, and can be implemented by anyone on any 
website, without involving phone operators.

C. Confident
Confident Technologies Inc.[3] developed Confident authentication 
solution. In fact Confident consists of two authentication solutions 
where the first is an OTP solution in which the user is presented with 
ImageShield, a collection of pictures in different categories (for 
example boats, dogs, people etc). Each picture has an alphabetic 
character associated with it. The user has chosen three categories 
beforehand, and when logging in, the user types the characters 
from the pictures related to the users pre-chosen categories. The 
characters and the position of the images on the screen change 
between each login. When using this method for the first time on 
a new computer the user must use an OTP sent by SMS to users 
phone and typed into the computers web browser. This proves 
that the user has access to the phone, and is therefore considered 
trustworthy.
The second Confident solution is used without ImageShield and 
lets the user log in with a static password combined with an OTP 
sent to the user’s mobile phone and typed into the computers 
web browser. One of the Confident variants uses a side channel, 
combined with a static password. The ImageShield variant of 
Confident also uses a side channel the first time a user uses a new 
computer (for users of Internet cafes and kiosks, this could be a 
frequent occurrence).
Similar to Secure Web Authentication, Confident also uses 
side channels. This use of a side channel increases security, but 
decreases availability.

D. Smokey
J. Hassmund[4] has designed a Smokey (Synchronizable Mobile 
Key) algorithm which generates alphanumeric one time passwords 
based on a secret key, a counter and the clock of the mobile phone. 
These factors are shared with the server. The application uses the 
HOTP [5] algorithm.
The length of the OTP is configurable. By default, four characters 
from an alphabet of 32 characters are used. This choice is based on a 
usability test of the solution, in which potential user preferred short 
alphanumerical passwords over longer numerical passwords.
The user can synchronize the device clock and counter with 
the server, using HTTP over the phone network or Wi-Fi. 
Synchronization is useful if the clock has been reset or drifted.
Smokey does not require that the mobile device has phone network 
connectivity, other than when synchronizing or initializing the 
application. For the initialization, at the first time of use, the 
user is given an initialization key from a local IT administrator. 
The initialization key is to be typed manually into the phone. 
Smokey is used in a company or organization where the IT 
support department can enroll users into the system and provide 
the initialization keys.

E. VidoopSecure
VidoopSecure consists of three authentication solutions where 
the first is a onetime password solution in which the user is 
presented with ImageShield, a collection of pictures in different 
categories (for example boats, dogs, people etc). Each picture has 

an alphabetic character associated with it. The user has chosen 
three categories beforehand, and when logging in, the user types 
the characters from the pictures related to the users pre-chosen 
categories. The characters and the position of the images on the 
screen change between each login. When using this method for 
the first time on a new computer the user must use a one-time 
password sent by SMS to users phone and typed into the computers 
web browser. By proving they have access to the phone, the user 
can be trusted.
The second VidoopSecure solution is used without ImageShield 
and lets the user log in with a static password combined with a 
onetime password sent to the users mobile phone and typed into the 
computers web browser. The third solution calls the users phone 
after the user has typed their static password into the computer. The 
user answers the call and simply presses the # symbol to accept 
the authentication. Two of the VidoopSecure variants use a side 
channel, either SMS or a voice message, combined with a static 
password. The ImageShield variant of VidoopSecure also uses a 
side channel the first time a user uses a new computer (for users 
of Internet cafes and kiosks, this could be a frequent occurrence). 
The MK-Auth does not use a side channel, nor does it require the 
user to remember a static password.

F. 2-clickAuth
Anna Vapen and Nahid Shahamehri[6] designed and tested 
2-clickAuth Authentication for untrusted computers. The 
2-clickAuth is a fast and simple authentication solution for the 
web and designed to be as easy to use as normal passwords, 
while also being more secure, particularly in situations where 
authentication is done using an untrusted computer. 
The 2-clickAuth uses a camera-equipped mobile phone to 
implement a challenge-response authentication protocol. Data is 
transferred to and from the mobile phone using two-dimensional 
barcodes. The 2-clickAuth is designed for applications that require 
better security than plain passwords can provide, but where 
usability, simplicity and availability cannot be sacrificed.
The algorithm employs DES for encryption of data, which can 
be easily cracked with available algorithms.

IV. Problem definition
All computers are potentially untrusted since they can contain 
malware such as key loggers that are capable of capturing user 
input, including passwords. Even a laptop that is owned and trusted 
by the user may be attacked if used in an untrusted environment, 
e.g. an unsafe network. Since computers and the environment may 
not always be trusted, mobility can create security problems.
When accessing web sites from untrusted computers or in untrusted 
environments, there is a need for more secure authentication than 
passwords can provide. This is especially true in federated solutions 
where user’s password at the identity provider is a valuable asset 
that can give an attacker access to all web sites where the user 
has an account.
An alternative to passwords should be as easy to use as passwords 
and should require no special software on the computer, so that 
it can be used anywhere, including places where the user cannot 
install software, such as at Internet kiosks or cafes.

V. Contribution of paper
Many authentication algorithms are available but each has its 
own limitations. The 2-clickAuth is fast and simple authentication 
solution. It does not use any side channels.
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But the 2-clickAuth employs DES cipher for encryption and 
decryption of Challenge and Response before encoding it in QR 
code. The Universities of Bochum and Kiel, Germany has developed 
machines to break DES. The successor of COPACOBANA, the 
RIVYERA machine can break DES in less than one single day. 
This makes 2-clickAuth venerable to security attacks.
Advanced Encryption Standard (AES) supersedes DES. It has 
been adopted by the U.S. government and is now used worldwide. 
The algorithm described by AES is a symmetric-key algorithm, 
meaning the same key is used for both encrypting and decrypting 
the data.
MK-Auth authentication solution employs AES instead of DES 
cipher for encryption and decryption of Challenge and Response 
before encoding it in QR code.

VI. Solution Outline
For MK-Auth, we have chosen to use a challenge-response 
protocol since it provides higher security than passwords, prevents 
replay attacks (a risk with passwords and biometrics), is location-
independent, and does not allow an attacker to capture and use 
authentication data while the user is awaiting authentication, which 
is a possibility with one-time passwords and biometrics.
Challenge-response based systems often use a hardware security 
token on which keys can be stored and the response- generating 
algorithm can run in a tamper-proof environment.
We have elected to use a mobile phone for MK-Auth in order to 
support the goal of high availability. Because of their prevalence, 
mobile phones are an excellent platform for something that should 
be available to users at all times. Furthermore, mobile phones 
have several channels for input and communication (both with the 
nearby devices through e.g. Bluetooth (Bluetooth SIG Inc., 2010) 
and directly with remote servers through e.g. a phone network) 
that can be used in an authentication solution.
Special-purpose devices could provide higher security and high 
usability, but such devices would need to be distributed to all users 
by some means. The practical difficulties and costs associated with 
distribution of a physical device make special-purpose devices 
an unattractive choice for the types of applications we want MK-
Auth to support.
MK-Auth is an optical challenge-response solution where a 
camera phone is used as a secure hardware token together with a 
web camera to provide fast, simple, highly available and secure 
authentication. We have designed MK-Auth to be suitable for 
authentication in federated identity management systems, such as 
OpenID, but it can be used in any situation where authentication 
is required.

Fig. 1: MK-Auth System Block Diagram

Fig. 2: A User Interacting With the MK-Auth OpenID provider

VII. Details of Solution System
The MK-Auth system consists of an OpenID provider, a application 
running in the users phone and a Java Applet that communicates 
with the computers web camera as shown in fig. 1.
Fig. 2 shows how the MK-Auth is used to log in to an OpenID 
relying party. To use the MK-Auth a user must register at the MK-
Auth OpenID provider. Every user of the MK- Auth shares a 128 
bit secret key with the MK-Auth OpenID provider. This key is 
generated by the MK-Auth application in the phone and sent to 
the MK-Auth OpenID provider using the MK-Auth key exchange 
when the user first registers at the MK-Auth OpenID provider.

A. Implementation and Choice of Softwares
In our implementation of the MK-Auth OpenID provider and 
client software, the application on the phone is built as android 
application, as android is the most popular mobile OS for smart 
phones. The image capturing mechanism is built on the Zxing 
(Google, 2012) library from Google.
On the server side, the OpenID provider implementation is built 
on Joid (Google, 2009), an OpenID library from Google, running 
on a Tomcat web server. All user data (pairs of usernames and 
keys) are stored in a relational database.
A Java Applet runs in the users web browser, showing the challenge 
barcode and a video window in which the user can see the response 
while showing it to the web camera. The applet does not have 
access to any secret information such as keys; it only serves as 
a GUI. Figure 3 shows a screenshot of the MK-Auth applet and 
android application during the authentication process.

Fig. 3: QR-Code Response Captured for Registration in MK-
Auth Applet
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Fig. 3 shows a user logging in on the MK-Auth OpenID provider 
using a mobile phone. In the left part of the screen shot the QR 
code containing the challenge is displayed. On the right of the 
challenge is a video window, in which the user can see the same 
image as the web camera currently is capturing. The video window 
makes it easy for the user to adjust the phones position in relation 
to the web camera, thus speeding up the capturing process.

VIII. Experiment and result

A. Case Study: Simple Web Site Authentication
Consider a simple web site with user accounts.

1. Experiment Setup
The MK-Auth OpenID provider is deployed on Tomcat web server 
and the android application is installed on an android phone.
A web camera is mounted on a desktop computer alternatively a 
laptop with inbuilt web camera can also be used as an untrusted 
computer.
A Java Applet runs in user’s web browser, showing the challenge 
barcode and a video window in which the user can see the response 
while showing it to the web camera. The applet does not have 
access to any secret information such as keys; it only serves as 
a GUI.

2. Constraints
MK-Auth server is a local computer. • 
Google server is a remote server which is accessed • 
using  internet connection. 
The authentication time is influenced by light conditions. • 

B. Results & Analysis
One of the criteria for MK-Auth was that the authentication process 
should be fast. In order to evaluate the speed of the login method 
I had a user perform 200 trials of the MK-Auth authentication 
process, and I measured the time elapsed between the application 
being loaded and a correct response being recorded. The histogram 
in Figure 4 shows the distribution of the times. 
The test shows an average of 29.16 seconds to use MK-Auth when 
logging in to a web site. Of this time, approximately 2 seconds are 
a delay in the image capturing software in the phone when loading 
the captured image into the mobile application. The authentication 
time is also influenced by light conditions. The web camera used 
here either gives a low-resolution image or uses automatic light 
settings to sharpen the image.

Fig. 4: Authentication Speed (Seconds) When Using MK-Auth

As a result, the black parts of a QR code can melt into the white 
parts, making it impossible to interpret. To solve the problem 

of automatic light settings and poor image quality, the android 
application animates the QR code, displaying the white parts in 
different shades of gray, ranging from pure white to dark gray. This 
makes the capture process less sensitive to lighting conditions. 
However, if the optimal shade in a particular light is the last one 
shown by the android application, authentication may take a few 
extra seconds.

IX. Future Scope
There are security risks related to authentication that must be 
considered. For MK-Auth, we consider the following risks: replay 
attacks, stolen phone, and man-in- the-middle attacks.

A. Replay Attacks
Barcodes can be captured from a distance if the attacker can see the 
display and has a camera with which to capture the barcode. The 
challenge and the response can also be captured by malware on 
the computer running the MK-Auth applet. Using random secure 
numbers for the challenge mitigates this risk: they are unpredictable, 
and the probability of repetition is extremely small.

B. Stolen Phone
If an attacker steals a phone used for MK-Auth, the attacker can 
either use the application directly or extract the secret key. To 
mitigate this risk, the phone or the application should be PIN 
protected. Improved protection of the secret key is part of our 
future work.

C. Man-in-the-Middle-Attacks
Man-in-the-middle (MitM) means that an attacker intercepts 
communication from the client and sends it on to the server 
(possibly after modifying it). The result is that when the server 
authenticates the client, the attacker gets authenticated instead. 
MK-Auth currently does not mitigate MitM attacks since mitigation 
requires either a secure side channel, for example the response 
being sent via SMS, or more messages to be exchanged between 
the phone and the computer. Avoiding side channels and limiting 
the exchange of messages to one in each direction are availability 
and usability considerations, respectively.

X. Conclusion
In this paper we have presented MK-Auth, a fast and simple 
authentication solution for the web that is designed to be as easy to 
use as normal passwords, while also being more secure, particularly 
in situations where authentication is done using an untrusted 
computer. MK-Auth uses a camera- equipped mobile phone to 
implement a challenge- response authentication protocol. Data is 
transferred to and from the mobile phone using two-dimensional 
barcodes. MK-Auth is designed for applications that require better 
security than plain passwords can provide, but where usability, 
simplicity and availability cannot be sacrificed.
We have also implemented an OpenID identity provider that uses 
MK-Auth for authentication. This allows MK-Auth to be used 
with any OpenID relying party. In federated identity management 
systems, such as OpenID, a user needs only to authenticate to 
the identity provider in order to access any site that participates 
in the system. Therefore, higher security than normal passwords 
can provide is desirable. MK-Auth is resistant to key loggers and 
password-capturing malware, but does not sacrifice usability, 
requires only hardware that most users carry anyway, and requires no 
special software on the computer that is used for authentication.
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Unlike other authentication solutions that use mobile phones, 
MK-Auth does not rely on a side channel. Although use of a 
side channel would increase security, it would also decrease the 
availability of the solution, since the user might be unable or 
unwilling to use the side channel. However, we are investigating 
the possibility of adding side channels to MK- Auth for those 
situations where sacrificing availability in favor of security is 
warranted.
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